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Top Attackers

W 66.249.93. 209, |srael
66. 249. 93. 215, |srael
W 66.249.93. 194, |srael
66. 249. 93. 212, |srael
B 82. 145. 223. 56, Europe
H 82. 145. 218. 138, Europe
[ 81.218.65.210, |srael
W 212.29. 218. 166, |srael
89. 248. 160. 132, Net her| ands
H 81.218.8.34, |srael




03-10-2016 to 03-11-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |9 gnature | Devi ce Action |CPlocation. Location |Count |
66. 249. 93. 209 | srael 147.237.0.120 |niluimaka.idf.il |TQP handshake violation, first packet not syn drop BBL- Fr ankf urt 784
66. 249. 93. 215 | srael 147.237.0.120 |mluimaka.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 362
66. 249. 93. 194 | srael 147.237.0.120 |niluimaka.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 300
66. 249. 93. 212 | srael 147.237.0.120 |niluimaka.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 160
82. 145. 223. 56 Eur ope 147.237.0.120 |mluimaka.idf.il |B ock Ip Vb In dr op Net V- London 53
82. 145. 218. 138 Eur ope 147.237.0.120 |mluimaka.idf.il |Block Ip Vb In drop Net V- London 23
81. 218. 65. 210 | srael 147.237.0.120 |mluimaka.idf.il |B ock UWdp All Nets drop BBL.- | srael 21
81.218. 8. 34 | srael 147.237.0.120 |mluimaka.idf.il |B ock Udp All Nets drop BBL- | srael 3
89. 248. 160. 132 Netherlands |147.237.0.120 |mluimaka.idf.il |bl ock-sp-trafl forward CP-Tehi | a 1
89. 248. 160. 132 Netherlands |147.237.0.120 |mluimaka. idf.il |bl ock-sp-trafl forward Net V- London 1
89. 248. 172. 207 Net herl ands  |147.237.0.120 |mluimaka.idf.il |Bock Np Al _Net dr op Net V- London 1
184. 105. 247.222 |lhited Sates [147.237.0.120 |mluimaka.idf.il |B ock Udp Al Nets drop Net V- London 1
185.94.111. 1 147.237.0.120 |mluimaka.idf.il |B ock UWdp All Nets drop Net V- London 1
216. 218. 206. 71 Lhited Sates |147.237.0.120 |mluimaka.idf.il |B ock Udp Al Nets drop Net V- London 1
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|Top Attackers In |D|

03-10-2016 to 03-11-2016

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Count
66. 249. 93. 212 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sA (2) 2
31. 148. 219. 200 Net her | ands 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
122.114.117. 177 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
190. 216. 146. 151 Gile 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 84 Lkr ai ne 147.237.0. 120 mil uimaka.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 Chi na 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
193. 105. 134. 220 Sweden 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 67. 1. 147 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1




03-10-2016 to 03-11-2016

|Top Attackers In FW |

A tacker

Attacker Address Geo ‘Tar get Address|Ste Sgnature

79.177. 150. 252 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2628
Ret r ansni ssi on dr opped.

79.178.29.104 | srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.

46.19. 86. 85 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.

79.181. 186. 108 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.

2.52.12.97 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 1242
Ret r ansni ssi on dr opped.

46.19.86.198  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 666
Ret r ansn ssi on dr opped.

66. 249. 93. 209 gﬁ;tt;e: 147.237.0. 120 |ml uimaka. i df . i |drop drop 649

2.54.22. 64 I'sr ael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 450
Ret r ansn ssi on dr opped.

87.71.23.125  |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 432
Ret r ansni ssi on dr opped.

66. 249. 93. 212 Lshlauts: 147.237.0. 120 |ml ui maka. i df . i |dr op drop 406

79.181.30. 118 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.

79.182.189.3 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 288
Ret r ansn ssi on dr opped.

79.176. 184. 210 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.

2.54.190. 32 I'sr ael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 288
Ret r ansn ssi on dr opped.

79. 180. 163. 168 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.

37.26.149. 137 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 256

37.26.149.137 |israel 147.237. 0. 120 il uimaka. i of . i |Bad TCP sequence SINHAK retransmt with di fferent monitor  |256

W ndow scal e

79.182. 135. 237 |israel 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 234
Ret r ansni ssi on dr opped.

87.71.117.85 [Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

79.178.57.167 |Israel 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 216
Ret r ansni ssi on dr opped.

185. 120. 125. 21 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, ) 180
Ret r ansni ssi on dr opped.

66. 249. 93. 209 g‘;tt:: 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 177

66. 249. 93. 209 g‘;ttees 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 177

37.26.146. 171 I srael 147.237.0. 120 |nl uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 169

46. 19. 85. 190 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 169

79. 183. 140. 75 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 144

87.70.8. 68 I srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

79.183.129.98 |[Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.54.144.114  |Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

37.26. 149. 153 I srael 147.237.0. 120 |nl uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 122

37.26.148.213 |lsrael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 121

109. 67. 36. 158 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 121

109. 160. 140. 4 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 121

2.52.11.122 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 119

2.52.143.5 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 117
Ret r ansni ssi on dr opped.

79.178.114. 174 |israel 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 117
Ret r ansn ssi on dr opped.

2.54.178. 91 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 108
Ret r ansni ssi on dr opped.

46.19. 85. 110 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 108

31. 168. 70. 139 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 104

46.19.85.205 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 99
Ret r ansni ssi on dr opped.

149. 78. 24. 15 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 85

46. 19. 86. 20 | srael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 72
Ret r ansn ssi on dr opped.

2.52.38.213 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 65

185. 120. 126. 116 147.237.0. 120 |nl uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 64

193. 47. 165. 251 |l srael 147.237.0. 120 |ml ui maka. i df .i|drop SAMrul e dr op 64

46. 19. 85. 75 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 61

37.26. 149. 132 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 58

2.52.152. 33 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 54

2.52.154. 39 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

149. 88. 166. 87 | srael 147.237.0. 120 |nl uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 49




03-10-2016 to 03-11-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker Geo ‘Target Address [Ste dgnature Acti on ‘Count
212.29.218. 166 |l srael 147.237.0. 120 |ml uimaka. i df . i |Unaut hori zed HTTP Met hod Bl ock 4
212.29.218. 166 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhaut horized URL Access from 212. 29. 218. 166 Bl ock 3
79.183. 117. 199 [I srael 147.237. 0. 120 il ui maka i of . | 12Ut NOr 1 zed WL Access to . Bl ock 2
wane mi | ui maka. i df . i |/t enpl at es/ honepage/ undef i ned
- . . {0 stributed Uhaut horized URL Access on
2.54.143.6 | srael 147.237.0.120 |mluimaka. i df.i ww i | Ui maka, i df . i |/ 1450- he/ mi | ui m aspxt B ock 2
192. 116. 232. 69 |1 srael 147. 237. 0. 120 |ni | ui maka i df . i DO stributed Uhknown Paraneter on waw mlui maka.idf.il/scriptresource. axd 8 ock 2
par anet er wh48617274
- . . {0 stributed Lhaut horized URL Access on
2.54.181.177 | srael 147.237.0.120 |mluimaka.idf.i ww i | Ui maka, i df . i |/ 1450- he/ mi | ui m aspxt B ock 2
Unhaut hori zed URL Access to
212.179. 4. 49 | srael 147.237.0. 120 |ml ui maka. i df . i lvww mlui maka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishurim |B ock 2
aspx
169. 229. 3. 91 Lhited Sates |147.237.0.120|mluimaka. idf.ijlllegal Byte Gxde Character in Mthod Bl ock 1
- .. JURL is Above Root Drectory
66.249. 93. 212 |l srael 147.237.0. 120 |m| ui maka. i df . i vowe il i maka. i of.i1/../. /i mages/ shared/ norei rfotitl e.gi f Bl ock 1
46.19. 85. 110 | srael 147.237.0. 120 |m! ui maka. i df . i fUnknown HTTP Request Method 59 in URL Bl ock 1
L . . .JOstributed Uhaut horized URL Access on
2.52.5.50 | srael 147.237.0. 120 |mluimaka. i df . i wiaw i | Ui maka, i df . i |/ 1450- he/ mi | ui m aspxt Bl ock 1
- . . {0 stributed Uhaut hori zed URL Access on
192. 116. 232. 69 |l srael 147.237.0. 120 |ml uimaka.idf.i vow il Ui maka. i of i /i p storagel fil es/5/ 1935. g B ock 1
81.218.56.171 |Israel 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in wawv milui maka.idf.il/scriptresource. axd Bl ock 1
A . . .JOstributed Uhauthorized URL Access on
46. 19. 85. 250 | srael 147.237.0. 120 |mluimaka.idf.i Vo i | Ui maka, i df . i |/ 1459- he/ mi | i m aspxt Bl ock 1
37.142.64. 50 | srael 147.237.0. 120l uimaka.idf.i |PHP Attenpt Bl ock 1
Lhited . .. . JURL is Above Root Directory
178.239. 82. 65 Ki ngdom 147.237.0. 120 ml urmaka. i df .1 ww mi | uimaka.idf.il/../inages/ shared/ hp/ hp i con. png B ock !
46. 19. 85. 238 | srael 147.237.0. 120 |mluimaka.idf.il|lllegal HITP \ersion B ock 1
89. 248. 160. 132 [Net her | ands 147.237.0. 120 |mluimaka.idf.i|Unaut hori zed URL Access to wwv saf eskyhacks. coni f or uns/ f or um php Bl ock 1
- . . {0 stributed Uhaut hori zed URL Access on
46. 116. 15. 74 | srael 147.237.0. 120 |m| ui maka. i df . i waw il i maka, i df . i 1/ 1459- he/ i | ui m aspxt Bl ock 1
37.142. 64. 50 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw mi | ui maka.idf.il/xnrpc. php Bl ock 1
212.29. 218. 166 |l srael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed UR_ Access to ww il uimaka.idf.il/sip storage/files/5/ B ock 1
185. 25. 151. 159 |Pol and 147.237.0. 120 |ml ui maka.idf.i|Uhaut hori zed UR. Access to testp4d. pospr.waw pl / t est pr oxy. php Bl ock 1
80. 246. 130. 208 |l srael 147.237.0. 120 |ml ui maka.i df.i|lhaut hori zed URL Access to waw nil ui maka.idf.il/1459-he/ nil ui m aspx’ Bl ock 1
46.19. 85. 238 | srael 147.237.0. 120 |m!l ui maka.i df.i|Mal formed URL sdch Bl ock 1
) L .. JURL is Above Poot Drectory
198.204.249.34 |United Sates 1147.237.0. 120 m|uimaka. i df.i v mi |l ui maka.idf.il/../shared/ usercontrol s/footer/1230- he/ m | ui m aspx B ock !
169. 229. 3. 91 Lhited Sates |147.237.0.120|niluimaka.idf.ijAbnornmal |y Long Request net hod Bl ock 1
66. 249. 64. 7 | srael 147.237.0. 120 |ml ui maka. i df.i|Uhaut hori zed URL Access to waw nil uimaka.idf.il/tenpl at es/ news/ news. aspx Bl ock 1
46.19. 85. 110 | srael 147.237.0. 120 |ml ui maka.i df.i|Mal formed URL Bl ock 1
192.99.8.19 Canada 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter platformin www mlui maka.idf.il/894-he/ ml ui maspx Bl ock 1
81.218.56.171 |Israel 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to www il uimaka.idf.il/sip storage/files/5/1935.gif |B ock 1
46. 19. 85. 238 | srael 147.237.0. 120 |m ui maka. i df . i |[unknown HTTP Request Method te, in URL sdch B ock 1
- . . {0 stributed Uhaut hori zed URL Access on
2.54.190. 230 | srael 147.237.0. 120 |ml uimaka.idf.i v i i maka. i df . i 1/ 1459- he/ ni| Ui m aspxt B ock 1
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