
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

6,705

1182353534715887068239411,0591,1761,2941,4121,5291,6471,7641,8822,0002,1172,2352,3532,4702,5882,7062,8232,9413,0583,1763,2943,4113,5293,6473,7643,8824,0004,1174,2354,3524,4704,5884,7054,8234,9415,0585,1765,2935,4115,5295,6465,7645,8825,9996,1176,2356,3526,4706,5876,705

6662

mi
lu
im
.a
ka
.i
df
.i
l

Top Attackers 

66.249.93.209, Israel

66.249.93.215, Israel

81.218.65.210, Israel

84.111.125.88, Israel

109.64.224.141, Israel

199.203.83.226, Israel

192.116.232.69, Israel

94.159.157.195, Israel

194.114.146.227, Israel

2.54.32.161, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.93.209 Israel 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 5858

66.249.93.215 Israel 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 580

81.218.65.210 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 63

84.111.125.88 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 18

109.64.224.141 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Frankfurt 14

66.249.93.212 Israel 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 4

5.29.193.19 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop DP-Tehila 3

81.218.8.34 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

81.218.56.245 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

81.218.206.82 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

212.179.64.162 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

79.179.173.189 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

79.181.168.120 Israel 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1

141.255.164.234 Switzerland 147.237.0.120 miluim.aka.idf.il Block_Ntp_All_Net drop NetV-London 1

23.228.107.104 United States 147.237.0.120 miluim.aka.idf.il Block_Ntp_All_Net drop NetV-London 1

149.50.66.27 United States 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1

162.216.114.158 United States 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop NetV-London 1

184.105.139.114 United States 147.237.0.120 miluim.aka.idf.il Block_Ntp_All_Net drop NetV-London 1

71.6.216.60 United States 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop NetV-London 1

74.82.47.25 United States 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop NetV-London 1

103.7.247.253 Korea, Republic of 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.93.209 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 3

66.249.93.215 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 2

82.117.208.243 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

185.130.5.238 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

59.45.79.117 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

117.21.248.87 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

209.126.116.147 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

61.244.49.137 Hong Kong 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

66.249.93.212 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

149.78.234.102 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3914

109.160.177.33 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

212.235.67.90 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

213.8.43.10 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.55.16.28 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.180.145.110 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1314

79.178.57.167 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 657

79.176.184.210 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 432

79.181.30.118 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 432

2.55.15.62 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 378

79.182.25.35 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 306

79.182.108.253 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

46.19.85.90 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

2.54.37.31 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

2.54.174.231 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

2.54.165.178 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

2.54.133.255 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

46.19.85.159 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 202

2.54.7.182 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

109.67.166.179 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

79.176.54.234 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

46.19.85.121 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 153

2.54.149.237 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 153

31.154.165.64 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 153

2.54.141.225 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 153

46.120.104.205 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 144

2.55.17.184 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.55.9.76 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

185.120.125.15 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

87.70.26.94 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

185.120.126.205 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.57 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

185.120.125.21 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.184 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.160 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.86.12 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

190.42.120.213 Peru 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 144

79.177.62.106 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.214.38 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.182.189.3 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.188.99 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.86.20 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 126

109.67.148.180 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 121

5.102.229.112 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 121

117.136.12.121 China 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 121

46.19.85.248 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 117

46.19.85.141 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 117

192.88.166.43 Europe 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 100

89.139.162.224 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 100

46.19.85.150 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 100
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

199.203.83.226 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized HTTP Method Block 7

2.54.32.161 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspx Block 5

199.203.83.226 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 199.203.83.226 Block 5

194.114.146.227 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 3

94.159.157.195 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized HTTP Method Block 3

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 3

213.151.60.62 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.a
spx

Block 2

54.152.3.137 United States 147.237.0.120 miluim.aka.idf.ilPHP Attempt Block 2

199.203.83.226 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/ Block 2

91.199.69.254 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/894-he/miluim.aspx/ Block 2

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 192.116.232.69 Block 2

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/scriptresource.axd
parameter wb48617274

Block 2

212.199.71.246 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized HTTP Method Block 2

194.114.146.227 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 2

94.159.157.195 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 94.159.157.195 Block 2

37.142.64.50 Israel 147.237.0.120 miluim.aka.idf.ilPHP Attempt Block 2

50.93.198.132 United States 147.237.0.120 miluim.aka.idf.ilPHP Attempt Block 2

37.142.64.50 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/xmlrpc.php Block 2

46.34.80.184
United
Kingdom

147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/894-he/miluim.aspxhttp:/ Block 1

198.100.144.55 Canada 147.237.0.120 miluim.aka.idf.il
URL is Above Root Directory
www.miluim.aka.idf.il/../shared/usercontrols/footer/1230-he/miluim.aspx

Block 1

185.89.217.231 147.237.0.120 miluim.aka.idf.il
URL is Above Root Directory
www.miluim.aka.idf.il/../images/shared/hp/hp_icon.png

Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL www.miluim.aka.idf.il Block 1

94.159.157.195 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/3/ Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/sip_storage/files/5/1935.gif

Block 1

50.93.198.132 United States 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/894-he/miluim.aspx/xmlrpc.php

Block 1

46.19.85.233 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL Block 1

193.104.77.4 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.a
spx

Block 1

185.35.62.11 Switzerland 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

46.19.85.129 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

54.152.3.137 United States 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to miluim.aka.idf.il/wp-login.php Block 1

46.121.47.74 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/main/home/default.aspx Block 1

199.16.156.125 United States 147.237.0.120 miluim.aka.idf.ilUnknown Parameter platform in www.miluim.aka.idf.il/894-he/miluim.aspx Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method Host: in URL www.miluim.aka.idf.il Block 1

94.230.93.104 Israel 147.237.0.120 miluim.aka.idf.ilPHP Attempt Block 1

52.36.123.232 United States 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

46.19.85.233 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method sdch in URL Block 1

185.89.217.225 147.237.0.120 miluim.aka.idf.il
URL is Above Root Directory
www.miluim.aka.idf.il/../images/shared/hp/hp_icon.png

Block 1

46.19.85.129 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL Block 1

64.79.85.205 United States 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to miluim.aka.idf.il/shared/usercontrols/headerupper/ Block 1

50.93.198.132 United States 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 50.93.198.132 Block 1

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

46.19.85.201 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Malformed URL Block 1

94.230.93.104 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/xmlrpc.php Block 1

82.166.88.217 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/resource/userfollowresource/create/

Block 1

212.199.71.246 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 212.199.71.246 Block 1

54.152.3.137 United States 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 54.152.3.137 Block 1

46.19.85.250 Israel 147.237.0.120 miluim.aka.idf.il
Unknown HTTP Request Method ET in URL
www.miluim.aka.idf.il/style/1.he/langstyle.css

Block 1

185.89.217.226 147.237.0.120 miluim.aka.idf.il
URL is Above Root Directory
www.miluim.aka.idf.il/../images/shared/hp/hp_icon.png

Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version Block 1

66.249.64.15 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/1/1911.pdf Block 1

46.19.85.201 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

164.138.119.135 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/&sa=u&ved=0ahukewi8sblck7plahvjwbqkhxsadyoqfggimaa&
usg=afqjcne5p7m9pmcma58u2cjznfg7azoamw

Block 1

85.64.165.200 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/3/1973.pdf Block 1
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