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Top Attackers

W 66. 249. 93. 209, |srael
66.249.93.209, Lhited Sates
W 81.218.65.210, Israel
66. 249. 93. 215, Lhited Sates
W 79.179.102. 155, |srael
H 82. 145. 218. 194, Eur ope
[0 109. 64. 224. 141, |srael
M 168. 235. 196. 147, Wnited Sates
8. 37.231. 83, Anonynous Proxy
H 52.37.168. 145, Lhited Sates




03-07-2016 to 03-08-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo

|Target Address |Ste

| gnature

| Devi ce Action |DP I ocation. Location |Count |

66. 249. 93. 209 | srael 147.237.0.120 |mluimaka.idf.il|TCP handshake viol ation, first packet not syn |drop BBL- Fr ankf urt 3689
81. 218. 65. 210 | srael 147.237.0.120 |mluimaka.idf.il B ock Ulp Al Nets drop BBL- | srael 86
82.145.218. 194 |Europe 147.237.0.120 |mluimaka idf.il|B ock |p Véb In drop Net V- London 7
109. 64. 224. 141 |l srael 147.237.0.120 |mluimaka idf.il|B ock Udp All Nets drop BBL- | srael 6
81. 218. 206. 82 | srael 147.237.0.120 |mluimaka.idf.il[B ock Wp Al _Nets drop BBL- | srael 3
82.81.54. 21 | srael 147.237.0.120 |mluimaka.idf.il|B ock Udp All Nets dr op BBL- | srael 3
8. 37.231.83 Anonynmous Proxy [|147.237.0.120 |mluimaka idf.il[JLIMPurple Gon Linmt Htp drop Net V- London 3
212.179.54. 237 |l srael 147.237.0.120 |mluimaka.idf.il B ock Ulp Al Nets drop BBL- | srael 3
168. 235. 196. 147 |lhited Sates 147.237.0.120 |mluimaka idf.il|JLMPurple Gon Limt Htp drop Net V- London 3
168. 235. 196. 147 |lhited Sates 147.237.0.120 |mluimaka idf.il|JLM Under Attack_Con Htp drop Net V- London 2
8. 37.231. 83 Anonynous Proxy [147.237.0.120 |mluimaka.idf.il |[JLM Under Attack Con Htp drop Net V- London 2
81.218. 56. 125 | srael 147.237.0.120 |mluimaka.idf.il|B ock Udp All Nets dr op BBL- | srael 1
184.105.139.86 [Lhited Sates 147.237.0.120 |mluimaka.idf.il[Bock Np Al Net drop Net V- London 1
193. 242. 218. 6 Sii t zer| and 147.237.0.120 |mluimaka.idf.il B ock Ulp Al Nets drop Net V- London 1
209. 126. 105. 33 |Lhited Sates 147.237.0.120 |mluimaka.idf.il|Bock Np All Net drop Net V- London 1
89.248.174. 4 Net her | ands 147.237.0.120 |mluimaka.idf.il|Bock Np Al Net drop Net V- London 1
71.6.216. 45 Lhited Sates 147.237.0.120 |mluimaka.idf.il [Bock Np Al _Net drop Net V- London 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



03-07-2016 to 03-08-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |S gnature |count |
66. 249. 93. 209 Lhited Sates 147.237.0. 120 miluimaka.idf.il ET SCAN NVAP -sA (2) 627
66. 249. 93. 215 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sA (2) 45
221. 226. 31. 210 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
114.207.112. 188 Korea, Republic of 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
125. 88. 181. 35 Chi na 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
221.6.32.82 Chi na 147.237.0. 120 il uimaka.idf.il ET SCAN NVAP -f -sS 1
221.226. 31. 210 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 65 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
118.112. 185. 236 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
208. 109. 53. 250 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
221. 6. 32. 82 Chi na 147.237.0. 120 ml uimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1




03-07-2016 to 03-08-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Target Address |Ste Sgnature

31.210.178.99 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet 6146
Ret r ansni ssi on dr opped.

79.176.143.159 | srael 147. 237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 5697
Ret r ansni ssi on dr opped.

168. 235. 196. 147|lhited Sates 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 4525

168. 235. 196. 147|Wited Sates  |147. 237. 0. 120 |nil ui maka i of . i [Bad TCP sequence SINRAK retransmt with different monitor  |4525

w ndow scal e

79.176.119.8  [Israel 147.237. 0. 120 il ui maka. i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 4100
Ret r ansni ssi on dr opped.

66. 249. 93. 209 Lhited Sates 147.237.0. 120 |ml ui maka. i df . i |dr op drop 3953

79.176.194.49 | srael 147. 237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 2628
Ret ransni ssi on dr opped.

31.210. 187. 163 |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet 2313
Ret r ansni ssi on dr opped.

79.176. 175. 104 |Israel 147. 237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 2313
Ret ransni ssi on dr opped.

87.71.12.228  |israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet 2304
Ret r ansni ssi on dr opped.

79.179. 114. 242 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 2304
Ret ransni ssi on dr opped.

192. 116. 245. 209|1 srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet 2304
Ret r ansni ssi on dr opped.

2.54.16. 97 I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret ransni ssi on dr opped.

66.249.93.209 |lhited Sates 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 1953

66.249.93.209 |lLhited Sates 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1903

87.71.13.59 I srael 147. 237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segent retransmssion. Packet drop 1386
Ret r ansni ssi on dr opped.

2.54. 163. 43 I'srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | . 1089
Ret r ansni ssi on dr opped.

46.19.86.207  |israel 147. 237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet . 1089
Ret r ansni ssi on dr opped.

66. 249. 93. 212 Lhited Sates 147.237.0. 120 |ml ui maka. i df .i|dr op drop 830

66.249.93.209 |[Lhited Sates  |147.237.0. 120 |nil ui maka i df. i [drop Wnexpected post SYN packet - RST or . 760

SYN expect ed

79.181.30. 118 [ srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 585
Ret ransni ssi on dr opped.

79.178.57.167 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 576
Ret r ansni ssi on dr opped.

79.182.108. 253 |israel 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 576
Ret ransni ssi on dr opped.

66.249.93.215 |lhited Sates 147.237.0. 120 |ml ui maka.i df.ildrop drop 449

46.19.85.107  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 441
Ret r ansn ssi on dr opped.

2.54. 161. 63 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 432
Ret r ansni ssi on dr opped.

62.219.48.54  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 414
Ret r ansn ssi on dr opped.

192. 115. 30. 42 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 382

192. 115. 30. 42 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 344

66.249.93.212 |lhited Sates 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 318

66.249.93.212 |lLhited Sates 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 315

79.181. 165.33 |l srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segent retransmssion. Packet drop 297
Ret r ansni ssi on dr opped.

79.179.28.208 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 288
Ret r ansni ssi on dr opped.

82. 166. 57. 226 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 274

109. 64.195.75 |Israel 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 261
Ret ransni ssi on dr opped.

66. 249. 93. 215 Lhited Sates 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 261

66.249.93.215 |lLhited Sates 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 254

2.54.166. 182 I srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segent retransmssion. Packet drop 234
Ret r ansni ssi on dr opped.

2.52.27.35 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 225
Ret r ansni ssi on dr opped.

79.180. 151. 206 |I srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 225
Ret r ansni ssi on dr opped.

2.54.5.105 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 225
Ret r ansni ssi on dr opped.

46.19. 85. 15 I srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

8. 37. 231. 83 g”;(;‘lym“s 147.237. 0. 120 |nil ui maka. i of . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 196

2.54.11. 77 I srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 189
Ret r ansni ssi on dr opped.

2.54.156.140  |israel 147.237. 0. 120 il vi maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 189
Ret r ansni ssi on dr opped.

2.54.2.232 I srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.54.160.178 [ srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 144
Ret r ansni ssi on dr opped.

79.181.58.195 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.

62. 0. 104. 6 I srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 144
Ret r ansni ssi on dr opped.

87.70.8. 68 I srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.




03-07-2016 to 03-08-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Tar get Address |Ste Sgnature . ‘Count
Ceo Action
79.179. 102. 155 |l srael 147.237.0. 120 |mluimaka.idf.iIMil ti pl e Unaut hori zed URL Access from 79. 179. 102. 155 B ock 13
Unaut hori zed URL Access to
79.183.184. 234 |Israel 147.237.0. 120 |ml uimaka. i df.i v milui maka.idf.il/tenpl ates/ general /ww i shuri maka.idf.il/1044-he/ishurimas |B ock 3
px
81.218.56.171 | srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Paranet er wh48617274 in waw ml uimaka.idf.il/scriptresource. axd B ock 3
52. 37. 168. 145 g‘;tt:: 147.237.0. 120 |m| ui maka. i df . i |PHP At tenpt B ock 2
212.179.21.194 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 212.179. 21. 194 B ock 2
212.179.21.194 |lsrael 147.237.0. 120 |ml ui maka.i df.i |{PHP Att enpt B ock 2
212. 25. 93. 246 | srael 147.237.0. 120 |ml uimaka. i df . i {Uhaut hori zed URL Access to waww mil uimaka.idf.il/nefakdimhtnnttp:/ B ock 2
194. 114. 146. 227l srael 147.237.0. 120 |m | ui maka. i df . i {Uhknown Paraneter wh48617274 in waw m |l uimaka.idf.il/scriptresource. axd B ock 1
46. 19. 85. 39 — 147 237. 0. 120 |nil ui maka. i df . i Unknown HTTP Req_uest Met hod 57001436. 2. 1457341892. 1457341610.; in URL B ock 1
_pk_ses. 104. b624=*
95. 86.114. 4 | srael 147.237.0. 120 |ml ui maka.idf.ifMil tipl e Unaut hori zed URL Access from 95. 86. 114. 4 B ock 1
Unknown HTTP Request Met hod
46. 19. 85. 128 | srael 147.237.0. 120 |m| ui maka. i df . i |4e4024eal. 1448895439. 1. 1448895445. 1448895439.; in URL B ock 1
asp. net _sessi oni d=0j cypx45ean2ut 554f 303hr x
217.132. 37. 61 | srael 147.237.0. 120 |ml uimaka.i df.i{Uhaut hori zed URL Access to wan milui maka.idf.il/1451-he/ m| ui masp B ock 1
46. 19. 85. 39 | srael 147.237.0. 120 |ml uimaka.idf.ilAbnornal | y Long Request net hod B ock 1
Lhi ted - .. JURL is Above Root Directory
198.204. 249. 34 Sates 147.237.0. 120! ui maka. i df .| vy il ui maka.idf.il/../shared/ usercontrol s/footer/1230- he/ mi | ui maspx Bl ock !
81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df.ilhaut hori zed URL Access to wwn mil uimaka.idf.il/sip storage/files/5/ 1935. gi f B ock 1
52. 37. 168. 145 LSthlatt:sd 147.237.0. 120 |ml ui maka. i df . i fUhaut hori zed URL Access to miluimaka.idf.il/wp-Iogin. php B ock 1
46. 19. 85. 128 | srael 147.237.0. 120 |m| ui maka.i df.i |Abnornal | y Long Request net hod B ock 1
Unaut hori zed URL Access to
95.86.114. 4 | srael 147.237.0. 120 |ml ui maka. i df . i lwaww mi | ui m aka. i df . i |/ &a=u&ved=0ahukewj d3- cc_q7l ahxhladkhzvha2qqgf ggi maa& |B ock 1
usg=af qj cne5p7mdpntna58u2cj znf g7azoanw
79.179.190.47 |lsrael 147.237.0. 120 |m| ui maka. i df . i |PHP At tenpt B ock 1
46. 19. 85. 236 | srael 147.237.0. 120 |ml ui maka. i df.illhaut hori zed URL Access to wwwu mil ui maka.idf.il/1422-he/ B ock 1
46. 19. 85. 39 | srael 147.237.0. 120 |mlui maka.idf.illllegal HITP \ersion B ock 1
Lhi ted - .. - JURL is Above Root Directory
204.12.251.37 Sates 147.237.0. 120 | umaka. i df .| wn il ui maka.idf.il/../shared/ usercontrol s/ footer/1230- he/ | ui maspx Bl ock !
Lhited - . . . {Uhaut hori zed URL Access to
66. 249.73. 235 Sates 147.237.0. 120! uimaka. i df .| wwn mi | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
46.19. 85. 128 | srael 147.237.0. 120 |mlui maka.idf.illllegal HITP \ersion B ock 1
213.151. 45. 75 | srael 147.237.0. 120 |mluimaka.idf.iIMil ti pl e Unaut hori zed URL Access from 213. 151. 45. 75 B ock 1
45.55. 32. 117 147.237.0. 120 |mluimaka.idf.i fMil ti pl e Unhaut hori zed URL Access from 45. 55. 32. 117 B ock 1
185. 82. 200. 91 147.237.0. 120 |m| ui maka. i df . i {Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1
79.179. 190. 47 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to ww m | ui maka.idf.il/xnmrpc. php B ock 1
52. 37. 168. 145 g‘;ttees 147.237.0. 120 |m | ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 52.37. 168. 145 B ock 1
46. 19. 85. 39 | srael 147.237.0. 120 |mluimaka.idf.iIMal formed URL _pk_ses. 104. b624=* B ock 1
87. 69. 86. 197 | srael 147.237.0. 120 |ml ui maka. i df. i |haut hori zed URL Access to www m | ui maka.idf.il/894-he/ B ock 1
66. 249. 93. 209 Lsh'mt:: 147.237.0. 120 |mluimaka.idf.ilDstributed URL is Above Root Directory B ock 1
46.19. 85. 128 | srael 147.237.0. 120 |ml uimaka.idf.iIMal formed URL asp. net _sessi oni d=0j cypx45ean2ut 554f 303hr x B ock 1
217.132.37. 61 | srael 147.237.0. 120 |mluimaka.idf.iIMil ti pl e Unaut hori zed URL Access from 217.132. 37. 61 B ock 1
45. 55, 32. 117 147.237.0. 120 |m| ui maka. i df . i |Lhaut hori zed URL Access to wwu il ui maka.idf.il/nmagento version B ock 1
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