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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|9 gnature

| Devi ce Action

| P I ocat i on. Locat i on

81. 218. 65. 210 | srael 147.237.0.120 nil uimaka.idf.il B ock_Udp Al Nets drop BBL.- | srael 112
82. 145. 217. 37 Eur ope 147.237.0. 120 nluimaka.idf.il B ock Ip Vé¢b In drop Net V- London 10
212.179. 54. 237 | srael 147.237.0.120 mluimaka. idf.il ock Wdp Al _Nets drop BBL- | srael 6
81. 218. 206. 82 | srael 147.237.0. 120 mluimaka.idf.il ock Wdp Al _Nets drop BBL- | srael 3
134. 147. 203. 115 Ger many 147.237.0. 120 mluimaka.idf.il B ock Np Al Net drop Net V- London 2
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03-05-2016 to 03-06-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count
203.197. 205. 118 I ndi a 147.237.0. 120 mluimaka. idf.il ET SCAN NMVAP -sS w ndow 4096 1
23.96. 109. 87 Lhited Sates 147.237.0. 120 mluimaka. idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 87. 205. 254 Russi an Federation 147.237.0. 120 mluimaka. idf.il ET SCAN Potential VNC Scan 5900- 5920 1
199. 101. 186. 244 Lhited Sates 147.237.0. 120 mluimaka. idf.il ET SCAN NVAP -f -sS 1
203. 197. 205. 118 I'ndia 147.237.0.120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.129.55.113 France 147.237.0.120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
23.96. 109. 87 Lhited Sates 147.237.0. 120 il uimaka.idf.il ET SCAN NVAP -f -sS 1
23.96. 109. 87 Lhited Sates 147.237.0. 120 mluimaka. idf.il ET SCAN NVAP -sS w ndow 2048 1
111.118. 160. 177 Australia 147.237.0. 120 mluimaka. idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 244 Lhited Sates 147.237.0. 120 mluimaka. idf.il ET SCAN NVAP -sS wi ndow 2048 1




03-05-2016 to 03-06-2016

|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Geo ‘Tar get Address|Ste Sgnature Action ‘Count

79.179. 138. 186 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 8796
Ret r ansni ssi on dr opped.

79.179. 197. 127 |israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2313
Ret r ansn ssi on dr opped.

109. 65. 171. 125 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.

79.182. 209. 240 |I srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 1044
Ret r ansn ssi on dr opped.

79.181.30. 118 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 864
Ret r ansni ssi on dr opped.

79.178.57.167 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 504
Ret r ansn ssi on dr opped.

79.182. 108. 253 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 360
Ret r ansni ssi on dr opped.

46. 19. 85. 151 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 196

79.182. 180. 175 [l srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

109. 65. 152. 207 |Israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

79.183.129.98 [Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

213.57. 80. 82 I srael 147.237.0. 120 |nml uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 121

2. 54. 39, 140 I srael 147. 237. 0. 120 |nil ui maka i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 117
Ret ransni ssi on dr opped.

79.183. 243. 182 |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 108
Ret r ansni ssi on dr opped.

5.28. 135. 149 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 81

2.54.149.185  |israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 81
Ret r ansni ssi on dr opped.

2.52.33.198  [Israel 147. 237. 0. 120 |ni | ui maka. i o i | 629 Endinet TGP Irval i Ivalid segnent retransmssion Facket | o, 72
Ret r ansni ssi on dr opped.

46.19. 86. 127 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 49

37.142.172. 170 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 49

37.26. 149. 238 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 49

109. 64. 130. 227 |Israel 147.237.0. 120 |ml uimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 36

79.182. 110. 238 | srael 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.

79.179. 152. 144 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 36

79.182.124. 131 |lsrael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 36

108, 204. 249, 34 | ted 147.237. 0. 120 [nil ui maka. i df . i |Bad TGP sequence S retransnt wth different window moni t or 34

Sates scal e

2.52.130.217 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 85. 25 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25

46. 19. 86. 244 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 25

37.26. 148. 218 I srael 147.237.0. 120 |ml uimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 85. 26 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

79.182.102.90 |lsrael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 25

79.179. 164. 162 |lsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

212.29.224.138 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 25

93. 172. 168. 85 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 20

109. 65. 179. 165 |I srael 147.237. 0. 120 [nil ui maka. i df . i |Bad TGP sequence :;;e”ansm't W th different wi ndow moni t or 20

109. 66. 3. 81 I'srael 147, 237.0. 120 |nil uimaka. i df . i |Bad TCP sequence SINHAK retransmt with di fferent oni t or 17

wi ndow scal e

79.179. 131. 27 I srael 147.237.0. 120 |ml uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

212.199. 218.50 |lsrael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence ?CZ getransmlt w th different w ndow noni t or 16

109. 66. 3. 81 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 16

79.176. 207. 45 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 16

2.52.37.226 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

213.57.91.199 |lsrael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence ?CZ getransmlt w th different w ndow noni t or 15

185. 116. 116. 108 147. 237. 0. 120 |nil uimaka. i df .i |Bad TCP sequence SINHAK retransmt with di fferent moni t or 14

W ndow scal e

2.52.134.167 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

213. 8. 204. 46 | srael 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 10

5.22.135.163 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 10

79.181.168.46 | srael 147. 237. 0. 120 |nil ui maka. i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet g 9
Ret r ansni ssi on dr opped.

2.52.191. 105 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9

79.176.55.105 |l srael 147. 237. 0. 120 |nil ui maka i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.

82.81.48.195 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 9
Ret r ansni ssi on dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste Sgnature Acti on ‘Count
Russi an o ‘ _ D str_i bqt ed th_(nom Par anet er on ‘ ‘
188. 143. 232. 27 . 147.237.0. 120 |ml ui maka. i df. i lvwwv m | ui maka.idf.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx par anet er B ock 19
Federation .
bt nSendToFri end
Russi an L . . {0 stributed Lhaut horized URL Access on
188. 143. 234. 155 Federat i on 147.237.0. 120 |m ui maka. i df . i v i | i maka. i of . i |/t enpl at es/ sendk of ri end B ock 19
Russi an o o D] str_i bu_t ed LhI_(now_1 Par anet er on _ _
188. 143. 234. 155 . 147.237.0. 120 |m| ui maka. i df . i fvww m | ui maka.idf.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx par anet er B ock 17
Federation "
bt nSendToFri end
Russi an A . {0 stributed Unaut hori zed URL Access on
188. 143. 232. 32 Federat i on 147.237.0.120|ml uimaka.idf.i vww il Ui maka. i of .i |/ tenpl at es/ senct of ri end B ock 16
Russi an - . . {0 stributed Lhaut horized URL Access on
188. 143. 232. 27 Federat i on 147.237.0. 120 |ml ui maka. i df . i v i | i maka. | of .| |/t enpl at es/ senck of ri end B ock 13
Russi an o ‘ _ D str_i bu_t ed th_(now_1 Par anet er on ‘ ‘
188. 143. 232. 32 . 147.237.0. 120 |ml uimaka.idf.il|ww | ui maka.idf.il/tenpl ates/sendtof ri end/ sendt of ri end. aspx par anet er ock 12
Federation "
bt nSendToFri end
37.26.147.171 | srael 147.237.0.120|mluimaka.idf.i|Miltipl e Redundant HITP Headers in header Referer B ock 5
213.151. 40. 103 |l srael 147.237.0. 120 |mluimaka.idf.i|Miltipl e Uaut hori zed URL Access from 213. 151. 40. 103 Bl ock 4
Russi an - . . . |Dstributed Uhaut hori zed URL Access on
188.143. 232. 27 Federation 147.237.0. 120 ! uimaka. i df .| waw il ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ ock 4
5.29. 32. 50 | srael 147.237.0. 120 |ml uimaka. i df . i |[Redundant HTTP Headers from 5. 29. 32. 50 B ock 3
Russi an - . {0 stributed Unaut hori zed URL Access on
188.143.234. 155 Federation 147.237.0. 120 m| urmaka. i df .1 v i | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 3
41.230.14.223 |Tunisia 147.237.0.120|mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 41. 230. 14. 223 ock 3
185.116. 116. 108 147.237.0. 120 |ml uimaka.idf.i |Mil ti pl e Unaut hori zed URL Access from 185. 116. 116. 108 B ock 2
; L . . . {Uhaut hori zed URL Access to
66.249.75.204 |lhited Sates |147.237.0.2120nmluimaka. idf.i wiw il i maka. i of . i |/ shar ed/ user cont r ol s/ header upper / Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.120|mluimaka idf.illlegal Byte Gode Character in Mt hod B ock 1
46.19. 85. 114 | srael 147.237.0.120|ml ui maka. i df.i|Uhaut hori zed UR. Access to www mil ui maka. i df.il/1355-he/ mil| ui maspx’ ock 1
185.116.116. 108 147.237.0.120 |l uimaka.idf.i|Uaut hori zed URL Access to waw nil ui maka.idf.il/894/he/ ml ui maspx B ock 1
66.249.75.204 |United Sates 147, 237.0. 120 |nil ui maka i df i | 2ULhori zed LRL Access to Bl ock 1
wan il ui maka. i df. il /tenpl at es/ general / general . aspx
Unaut hori zed URL Access to
213.151. 40. 103 |[Israel 147.237.0. 120 |ml uimaka. i df.ilwaw m | ui m aka. i df . il/&a=u&ed=0ahukew olaagt qr| ahwdaj okhbk8bgmyf ggi m |B ock 1
aa&usg=af gj cne5p7nDpntma58u2cj znf g7azoanw
169. 229. 3. 91 Lhited Sates |147.237.0.120|mluimaka.idf.i [NJLL Character in Method B ock 1
66.249.64.7  |United Sates |147.237. 0. 120|nl ui maka i df . | 2ULMori zed LRL Access to ok |1
wan il ui maka. i df . i |/ shared/ user cont r ol s/ header upper/
84.109. 106. 57 I srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed UR. Access to waw nil ui maka. i df.il/1432-he/ m| ui maspx’ Bl ock 1
185. 112. 248. 32 147.237.0. 120 |ml uimaka. i df.i|Unaut hori zed URL Access to 147.237.0. 120/ B ock 1
66. 249. 64. 15 Lhited Sates |147.237.0.120|ml uimaka.idf.ilhaut hori zed URL Access to waw miluimaka.idf.il/tenpl ates/fag/ fag. aspx B ock 1
5. 29. 32. 50 | srael 147.237.0. 120 |ml ui maka. i df . i |[Redundant HTTP Headers Referer B ock 1
: - .. . JURL is Above Root Director
198.204. 249. 34 |lLhited Sates |147.237.0.120|nluimaka. idf.i V\mwnilluimaka.idf.iI/../sr}llared/usercontrols/headerupper/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.120|ml uimaka.idf.iAbnornal |y Long Request net hod B ock 1
41.230.14.223 |Tunisia 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to www mil ui maka.idf.il/894-he/ nobil eurl B ock 1
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