03-04-2016 to 03-05-2016

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

545

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber

a
Attacks

Top Attackers

W 81.218. 65. 210, |srael
188. 143. 232. 27, Russi an Federation
W 188. 143.232. 32, Russi an Federation
188. 143. 234. 155, Russi an Federati on
W 82.145.211. 173, Europe
H 82.145. 219. 15, Europe
W 79.182.134.79, |srael
W 82.145. 209. 83, Europe
212.179.54. 237, |srael
B 95.86.113.79, Israel
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|Top Attackers | n DDoS- Def ence |

| Attacker Geo

Attacker Address

| Target Address

|9 gnature

| Devi ce Action

| P I ocat i on. Locat i on

|C0unt

81. 218. 65. 210 | srael 147.237.0.120 nil uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 114
82.145.211. 173 Eur ope 147.237.0. 120 mluimaka.idf.il B ock Ip V¢b In drop Net V- London 63
82. 145. 219. 15 Eur ope 147.237.0. 120 mluimaka.idf.il ock Ip Wb _In drop Net V- London 18
79.182.134. 79 | srael 147.237.0.120 mluimaka.idf.il ock Wdp Al _Nets drop BBL- | srael 15
82. 145. 209. 83 Eur ope 147.237.0. 120 miluimaka.idf.il B ock | p VWb In drop Net V- London 10
212.179. 54. 237 | srael 147.237.0.120 mluimaka.idf.il B ock Wp Al Nets dr op BBL- | srael 6
184. 105. 139. 120 Lhited Sates 147.237.0. 120 nil uimaka.idf.il B ock Np Al Net drop Net V- London 1
184. 105. 247. 222 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock_Udp Al Nets drop Net V- London 1
187. 210. 32. 17 Mexi co 147.237.0. 120 mluimaka.idf.il Bl ock_Up Al _Nets drop Net V- London 1
204. 42. 253. 2 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock Np Al _Net drop Net V- London 1
82.145. 219. 58 Eur ope 147.237.0. 120 miluimaka.idf.il B ock_|p VWb In drop Net V- London 1
146. 185. 239. 100 Russi an Federation 147.237.0.120 mluimaka.idf.il bl ock-sp-trafl dr op Net V- London 1
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|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
193. 36. 35. 241  |Russi an Federation [147.237.0. 120 |niluimaka.idf.il|ET SCAN Potential SSH Scan 1
82.80. 25. 144 | srael 147.237.0.120 |nil uimaka. idf.il|ET SCAN Potential SSH Scan 1
180. 97. 215. 142 |Chi na 147.237.0.120 |mluimaka.idf.il|ET SCAN Behavioral Uhusual |y fast Terminal Server Traffic, Potential Scan or Infection |1
217.10. 46. 148 |Russian Federation |147.237.0.120 |niluimaka.idf.il|ET SCAN Potential SSH Scan 1
40. 76. 34. 233 Lhited Sates 147.237.0. 120 |nluimaka.idf.il|ET SCAN Potential SSH Scan 1
180. 97.215.33 |China 147.237.0.120 |l uimaka.idf.il|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Geo Target Address |Ste Sgnature

79.177. 11. 244 |israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

2.54.27. 14 I'srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.

109. 67.30. 141 |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

79. 182. 209. 240 i srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 698
Ret ransni ssi on dr opped.

185. 120. 125. 40 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TQP Inval i d Invalid segent retransmssion. Packet drop 576
Ret r ansni ssi on dr opped.

2.54.138. 45 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN- ACK - > RST rej ect 441

79.181.30. 118 |Israel 147.237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 432
Ret r ansn ssi on dr opped.

109. 67. 166. 179 |I sr ael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 432
Ret r ansni ssi on dr opped.

79.178.57. 167 |Israel 147.237. 0. 120 il ui maka. i of i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 432
Ret r ansn ssi on dr opped.

46. 19. 86. 119 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence . AKretransmt wth different noni t or 244

w ndow scal e

79.176. 184. 210 |I srael 147.237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 234
Ret r ansn ssi on dr opped.

79.176.185.22 |lsrael 147.237.0. 120 |ml uimaka. i df . i Strean ng E'.jgl ne: TP Invalid Invalid segnent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

5.28.160. 227  |[israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 180
Ret r ansn ssi on dr opped.

79.181.201. 73 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

87. 69. 80. 183 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 121

109. 65. 226. 234 |1 srael 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet drop 117
Ret r ansn ssi on dr opped.

109. 67. 170. 34 |l srael 147.237.0. 120 |ml ui maka. i df.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 100

77.127.176. 252 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100

2.52.49. 232 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100

46.19. 86. 119 | srael 147.237.0. 120 |m! ui maka.i df . i |SYN At tack SYN - > SYN-ACK -> Ti nmeout alert 81

46.19. 86. 119 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 81

37.26.149.224 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 81

107. 16. 88. 108 Lhited 147. 237. 0. 120 i i maka i df . i Sream ng El_ﬁgl ne TP Invalid Inval id segnent retransnission. Packet drop 72

Sates Ret r ansni ssi on dr opped.

79.180.241.2 |israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet drop 72
Ret r ansn ssi on dr opped.

46. 19. 86. 130 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 64

37.26.148.191 |lsrael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

46. 19. 85. 11 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 40

79.179.131. 27 |lsrael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

2.54.6.80 I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 85. 10 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 36

46. 19. 85. 98 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

46. 19. 85. 10 | srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 36

46.19. 86. 130 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 36

79. 183. 243. 182 [ srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

79.181. 0. 126 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

213. 8. 204. 80 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

194. 54. 168. 65 |l srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 32

107. 150. 24. 158 ;h;ttee: 147.237.0. 120 |ml ui maka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 27

46. 19. 86. 164 | srael 147.237.0. 120 |l uimaka.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 86. 202 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

77.125. 4. 55 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 86. 208 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

149. 78. 239. 136 |l srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 25

2.52.57.145 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

2.52.54, 244 | srael 147.237.0. 120 |l uimaka.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46.19. 85. 72 | srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 25

149. 78. 239. 136 I srael 147.237. 0. 120 |nil vi maka. i df .i |Bad TGP sequence SINHAK retransmit with different roni t or 25

w ndow scal e

46.19. 85. 72 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 25

2.52.56.79 I srael 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 18
Ret r ansn ssi on dr opped.

81.218. 40. 10 | srael 147.237.0. 120 |ml uimaka. i df . i Strean ng E'.jgl ne: TP Invalid Invalid segnent retransmssion. Packet drop 18
Ret r ansni ssi on dr opped.




03-04-2016 to 03-05-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste Sgnature Action ‘Count
Russi an D stributed Uhknown Paraneter on
188. 143. 232. 27 . 147.237.0. 120 |ml ui maka. i df. i jvwwv m | ui maka.idf.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx par anet er B ock 59
Federation ;
bt nSendToFri end
Russi an L . . |0 stributed Wauthorized URL Access on
188.143. 232. 32 Federation 147.237.0. 120 | umaka. i df .| vy mi | ui maka. i df .il/tenpl ates/ sendtof ri end Bl ock 48
Russi an - . . . |Dstributed Wauthorized URL Access on
188.143. 232. 27 Federation 147.237.0. 120! uimaka. i df .| wan nill ui maka. i df.il/tenpl at es/ sendt of ri end Bl ock 46
Russi an D stributed Uhknown Paraneter on
188. 143. 232. 32 . 147.237.0. 120 |nil uimaka. i df . i fwwv m | ui maka.idf.il/tenpl ates/ sendt of ri end/ sendt of ri end. aspx par anet er B ock 45
Federation )
bt nSendToFri end
Russi an L . . IDstributed Unauthorized URL Access on
188. 143. 234. 155 Feder at i on 147.237.0. 120 |ml uimaka. i df . i ww il Ui maka. i df i 1/t enpl at es/ sendt of ri end B ock 39
Russi an D stributed Uhknown Paraneter on
188. 143. 234. 155 . 147.237.0.220 |ml ui maka. idf.i|wwy mlui maka.idf.il/tenpl ates/sendtof ri end/ sendt of ri end. aspx par anet er B ock 33
Federation .
bt nSendToFri end
188. 143. 232. 32 RJSIS:;ni on 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to waw mil uimaka.idf.il/tenpl ates/sendtofriend B ock 4
95. 86.113. 79 | srael 147.237.0.220 |ml uimaka.idf.i|Miltiple Unauthori zed UR. Access from 95. 86. 113. 79 B ock 4
84.108.184. 130 |Israel 147.237.0. 120 |ml uimaka.idf.i|Uaut hori zed URL Access to ww mil uimaka.idf.il/1455- B ock 2
Russi an L . . |0 stributed Wauthorized URL Access on
188.143. 232. 32 Federation 147.237.0. 120 | umaka. i df .| wwe i | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock 2
87.69. 239. 159 | srael 147.237.0. 120 |m | ui maka. i df . i |Unaut hori zed HTTP Met hod B ock 2
Russi an - . . . |0 stributed Wauthorized URL Access on
188.143.234. 155 Federati on 147.237.0. 120 | uimaka. i df .| wan mi | ui maka. i df . i1 /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 2
] L . . {Waut hori zed URL Access to
66.249.64.15 Uited Sates |147.237.0. 120 mlumaka. idf.i wwn il ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
169. 229. 3. 91 Lhited Sates [147.237.0.120|mluimaka.idf.i|lllegal Byte Gode Character in Header Val ue B ock 1
Unaut hori zed URL Access to
66.249.64.1 Lhited Sates [147.237.0.120|mluimaka.idf.ifwan miluimaka.idf.il/tenplates/general /waw i shurimaka.idf.il/1044-he/ishuri m|B ock 1
. aspx
185. 89, 217. 227 147.237. 0. 120 |nil ui maka. i of i (L | S Above Root Directory . Bock |1
wanv milui maka.idf.il/../inages/ shared/ hp/ hp i con. png
74.208. 10. 248 Lhited Sates [147.237.0.120|mluimaka.idf.ijUnaut hori zed URL Access to 147.237.0. 120/ B ock 1
Russi an A . . - {Uhaut hori zed URL Access to
188.143.234. 155 Federati on 147.237.0. 120! ui maka. i df .| wan mil ui maka. i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
169. 229. 3. 91 Lhited Sates [147.237.0.120|mluimaka. idf.i|lllegal Byte Gode Character in Method “[[#24]] 0] [#23]] K¢ B ock 1
87.69. 239. 159 | srael 147.237.0. 120 |mluimaka. idf.i|Mil tiple Uhauthorized URL Access from 87.69. 239. 159 B ock 1
Lhknown Paranmeter fileld in
66.249.64.1 Lhited Sates [147.237.0.120|mluimaka.idf.i|ww mluimaka.idf.il/consol el core/doc_nyr/library/ manage/ resource/ getfil econt |B ock 1
ent . hh. asp
Unaut hori zed URL Access to
95. 86. 113. 79 | srael 147.237.0. 120 |ml uimaka. i df . i [waw mi | ui maka. i df.il/21209- he/ m | ui m aspx&a=u&ved=0ahukew nj qck7abl ahuk |B ock 1
xr gkht i wonugf ggvmag&usg=af gqj cnhOvpxxuc6 wnt 6ri g2g5ceei c81g
80. 246. 130. 235 |l srael 147.237.0. 120 |m | ui maka. i df. i |Lhaut hori zed URL Access to www nil ui maka.idf.il/1397-he/ nl ui maspx B ock 1
Russi an o . . IUhknown Paranet er bt nSendToFriend in
188.143.234. 155 Federation 147.237.0. 120 | umaka. i df .| ww mi | ui maka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
169. 229. 3. 91 Lhited Sates |147.237.0.120|mluimaka.idf.i|Mal forned URL B ock 1
66. 249. 64. 15 Lhited Sates [147.237.0.120|nluimaka.idf.i|Unhaut hori zed UR. Access to ww il ui maka.idf.il/headerupper/ B ock 1
Russi an L . .IDstributed Unauthorized URL Access on
188.143. 232. 27 Federati on 147.237.0. 120 | uimaka. i df .| wan m | ui maka. i df.il/tenpl at es/ shared/ user cont rol s/ header upper/ Bl ock !
169. 229. 3. 91 Lhited Sates [147.237.0.120|mluimaka.idf.i|lllegal Byte (de Character in Header Nane @18/ hU[[#7]]10 B ock 1
80. 246. 130. 243 |l srael 147.237.0. 120 |m | uimaka. i df. i |Uhaut hori zed UR. Access to ww mil ui maka.idf.il/1394-he/ m | ui maspx’ B ock 1
66. 249. 64. 1 Lhited Sates [147.237.0.120|nluimaka.idf.i|lhaut hori zed UR. Access to wwu miluimaka.idf.il/sip storage/files/ 1 1911. pdf |B ock 1
201. 173. 134. 198|Mexi co 147.237.0. 120 |ml uimaka.idf.i|Uaut hori zed URL Access to /tnunbl ock. cgi B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.120|mlui maka.idf.i|Unknown HTTP Request Method “[[#24]16[[#23]]1 K¢ in URL B ock 1
87.69. 239. 159 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw mil uimaka.idf.il/sip storage/files/5/ B ock 1
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