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03-03-2016 to 03-04-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |9 gnature | Devi ce Action | Pl ocation. Location |Count |
66. 249. 93. 212 | srael 147.237.0.120 |mluimaka.idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 1376
66. 249. 93. 215 | srael 147.237.0.120 |nmiluimaka idf.il|TGP handshake viol ation, first packet not syn |drop BBL- Fr ankf urt 1372
66. 249. 93. 209 | srael 147.237.0.120 |mluimaka idf.il |TGP handshake viol ation, first packet not syn |drop BBL- Fr ankf urt 658
81. 218. 65. 210 | srael 147.237.0.120 |mluimaka idf.il |B ock Ulp Al _Nets drop BBL- | srael 61
109. 65. 74. 225 | srael 147.237.0.120 |mluimaka.idf.il|B ock Wp Al Nets drop BB.- | srael 18
82.145.218. 111 |Europe 147.237.0.120 |mluimaka.idf.il B ock Ip Véb In drop Net V- London 5
81.218. 206. 82 | srael 147.237.0.120 |mluimaka.idf.il|B ock Wp Al Nets drop BB.- | srael 3

8. 37.231. 28 Anonynous Proxy |147.237.0.120 |mluimaka.idf.il |[JLMPurple Gon Linmt Htp drop Net V- London 3
8.37.231. 28 Anonynous Proxy |147.237.0.120 |mluimaka. idf.il |[JLM Under Attack Con Htp drop Net V- London 2
183. 60. 48. 25 Chi na 147.237.0.120 |mluimaka idf.il |[JLM Under Attack Con_Tcp drop Net V- London 2
104. 245. 97. 224 147.237.0.120 |mluimaka idf.il|Bock Np Al Net drop Net V- London 1
184. 105.139. 96 |Lhited Sates 147.237.0.120 |mluimaka.idf.il|Bock Np Al Net drop Net V- London 1
71.6.167.142 Lhited Sates 147.237.0.120 |mluimaka.idf.il|B ock Wp Al Nets drop Net V- London 1
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|Top Attackers In FW |

‘Attacker Geo ‘Target Address |Ste Sgnature

109. 65. 36. 161 | srael 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 5832
Ret r ansni ssi on dr opped.

5.29.159.24  [Israel 147.237. 0. 120 il vi maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 4608
Ret r ansni ssi on dr opped.

109. 65. 148. 32 |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2331
Ret r ansni ssi on dr opped.

77.126.40. 251 |Israel 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.

5.28.174.107 |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.

82. 166. 145. 234 |1 srael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.

8.37.231.28  |Anonymous 147. 237. 0. 120 |nil uimaka. i of .i |Bad TGP sequence SINRAK retransmt with different noni t or 1225

Pr oxy w ndow scal e

2.54.172.127 | srael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 720
Ret r ansn ssi on dr opped.

79. 180. 163. 168 |l srael 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 522
Ret r ansni ssi on dr opped.

66. 249. 93. 209 |lLhited Sates 147.237.0. 120 |ml ui maka. i df .i|dr op drop 490

109.65.93.11  |Israel 147. 237. 0. 120 |nil ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 441
Ret r ansni ssi on dr opped.

80. 178. 187. 105 [I sr ael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 369
Ret r ansni ssi on dr opped.

107.16.88.108 |Wited Sates  |147.237.0.120 |nil vimaka i of . |o." 639 Endine: TP Invalid Invalid segment retransmssion. Packet |, 360
Ret r ansni ssi on dr opped.

79.176. 184. 210 |l srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 324
Ret r ansni ssi on dr opped.

79.181. 30. 118 |l srael 147. 237. 0. 120 |nil ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 288
Ret r ansni ssi on dr opped.

2.52.162.90 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 268

46.19.86.169 |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 261
Ret ransni ssi on dr opped.

109. 65. 88. 127 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 261
Ret r ansni ssi on dr opped.

66.249.93.212 |lLhited Sates 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 248

66.249.93.212 |lLhited Sates 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 248

46.19. 85. 102 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 243

252 7 43 I srael 147. 237 0. 120 il vi maka.i df . i S ream ng Et:\gl ne: TGP Invalid Invalid segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.

66.249.93.212 |lnited Qates  |147.237.0. 120 |mil ui maka i df . i {dr op Wnexpect ed post SYN packet - RST or |, ) 180

SYN expect ed

66. 249. 93. 209 |lLhited Sates 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 177

66. 249. 93. 209 |lLhited Sates 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 177

149. 78.24. 120 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 153
Ret r ansni ssi on dr opped.

46. 19. 85. 11 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 144

109. 65. 152. 207 I srael 147.237. 0. 120 il ui maka. i df i [ €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

37.26.149. 151 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.

185. 120. 125. 40 147. 237. 0. 120 il vi maka.i df . i S ream ng Et:\gl ne: TGP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

79.181.201. 73 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.

82.81.46.204 |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2.54.161.148 |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.

2.52.45.237 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 136

37.26.149.208 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 121

37.26.148. 252 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 121

37.26.149. 136 |Israel 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 121

46. 116. 215. 38 |lsrael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 121

149. 88. 62. 236 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 121

46. 19. 85. 200 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 121

46. 19. 85. 200 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 121

2.52.40. 19 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 121

109. 67. 112. 102 I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 117
Ret ransni ssi on dr opped.

2.54.167.234 |Israel 147.237. 0. 120 | il ui maka. i df .i [ " 6™ N9 Engine: TP Invalid Invalid segnent retransmssion. Packet drop 108
Ret r ansni ssi on dr opped.

66.249.93.212 |lLhited Sates 147.237.0. 120 |m ui maka. i df .i|drop dr op 101

8. 37.231. 28 Qr”o‘;';ym’us 147. 237.0. 120 |nil vi maka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 100

79.180. 100. 212 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 100

46. 19. 85. 35 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100

46. 19. 85. 67 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At ack SYN -> SYN ACK -> RST rej ect 98

85. 130. 240. 173 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 91




03-03-2016 to 03-04-2016

|Top Attackers In V\AF|

At acker

Devi ce

Geo Target Address |Ste Sgnature Acti on ‘Count
31.168. 69. 104 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Miltiple Uhauthori zed URL Access from 31. 168. 69. 104 Bl ock 14
212.199. 135. 40 |l srael 147.237.0.120 |mluimaka.idf.i|Miltiple Wauthorized URL Access from 212.199. 135. 40 Bl ock 7
37.26.147.213 |lsrael 147.237.0. 120 |m | uimaka. i df . i |Uhaut hori zed URL Access to www m | ui maka.idf.il /1455 B ock 3
194. 90. 155. 74 |l srael 147.237.0. 120 |m | ui maka. i df . i |Unaut hori zed HTTP Met hod Bl ock 2
37.26.147.213 |lsrael 147.237.0.2120 |ml uimaka.idf.i|D stributed Uhaut hori zed UR. Access on waw m | ui maka.idf.il/1455- Bl ock 2
Unaut hori zed URL Access to
213.151. 60. 43 |l srael 147.237.0. 120 |nl ui maka. i df . i fwaw mi | ui m aka. i df.il/21273-he/ m | ui m aspx&a=u&ed=0ahukew wpugOkt | ahve_yw |B ock 2
khf ywdj ggf ggpmai &usg=af gj cnh6ezsi ewt dvl bwdc2nxni x2vf bpw
212.25.106. 78 |lsrael 147.237.0. 2120 |ml uimaka.idf.i|D stributed Uhaut hori zed UR. Access on waw m | ui maka.idf.il/1455- Bl ock 2
Unaut hori zed URL Access to
95. 86. 106. 247 |l srael 147.237.0. 120 |ml ui maka. i df . i fwaw mi | ui m aka. i df . i | / &a=u&ed=0ahukew wnkj dnkxl ahul j ni khf gecj mgf ggi naa&usg |Bl ock 1
=af gqj cne5p7mBpntna58u2cj znf g7azoanw
Lhited - .. JURLis Above Root Drectory
66. 249. 93. 212 Sates 147.237.0. 120 |m | ui maka. i df . i wa i | Ui maka. i df.il/../. /i mages/ shared/ hp/ nav_bg. png Bl ock 1
46.19. 85. 142 | srael 147.237.0. 120 |ml uimaka.idf.i|Abnorrmal | y Long Request met hod Bl ock 1
89. 139. 136. 131 |l srael 147.237.0. 120 |m | ui maka. i df . i |PHP At t enpt B ock 1
Lhited - . . . {Uhaut hori zed URL Access to
66.249.64. 1 Sates 147.237.0. 120 | uimaka. i df .| wan mil ui maka. i df.il/tenpl at es/ general / www behat sdaa. org. i | Bl ock !
31.168. 69. 104 |lsrael 147.237.0. 120 |nl ui maka.idf.i|Uhaut hori zed URL Access to waw il ui maka.idf.il/894-he/ nil ui maspx) Bl ock 1
Unhaut hori zed URL Access to
212.76.96.251 |lsrael 147.237.0. 220 |ml ui maka. i df . i jwaww mi | ui m aka. i df . i|/&a=u&ed=0ahukewj v r gg6x| ahwgj 3i khdswakgqf ggi maa&us |B ock 1
g=af gj cne5p7nBpntma58u2cj znf g7azoamw
Lhi ted L . . |Uhaut hori zed URL Access to
157.85. 39. 148 Sates 147.237.0. 120 | umaka. i df .| wwv il ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock !
69. 197. 169. 202 L;;:s: 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to waw mi| ui maka.idf.il/shared/ usercontrol s/ header upper/ |B ock 1
46.19.85.142  |lIsrael 147.237.0.120|nluimaka.idf.iflllegal HITP Version pk ses.104. b624=* Bl ock 1
212. 199. 135. 40 |l srael 147.237.0. 120 |nl uimaka. i df.i|Uaut hori zed URL Access to waw mil ui maka.idf.il/inages/shared/ hp/ sub_bg. png" B ock 1
194. 90. 155. 74 |l srael 147.237.0. 120 |m | ui maka. i df . i |Lhaut hori zed UR. Access to waw mluimaka.idf.il/sip storage/fil es/3/ B ock 1
89. 139. 136. 131 |l srael 147.237.0. 120 |m | ui maka.i df. i |Uhaut hori zed URL Access to waw mil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
66. 249. 64. 15 ;q;::‘: 147.237. 0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to waw miluimaka.idf.il/nobile/ B ock 1
Unhaut hori zed URL Access to
212.76.106. 172 |l srael 147.237.0. 220 |ml ui maka. i df . i fwawv mi | ui m aka. i df . i |/ &a=u&ed=0ahukew xi vk5u6t | ahxdkni khcoxal i gf ggi maa&usg |B ock 1
=af gqj cne5p7mdpntnma58u2cj znf g7azoamv
185. 49. 14. 190 |Pol and 147.237.0. 120 |ml ui maka.idf.i|Uhaut hori zed UR. Access to testp3. pospr.waw pl /t est proxy. php Bl ock 1
80. 246. 130. 57 |l srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to waw mil uimaka.idf.il/nobile/ Bl ock 1
R . . . IMal formed URL
46.19.85. 142 |lsrael 147.287.0. 120 mlumaka. 1of- 11" 7y 104 be2a=1af Obaf 7f ca25449. 1457028358, 1. 1457028358, 1457028358, |2 %K |1
207. 46. 13. 169 ;q;:g 147.237. 0. 120 |nl ui maka. i df . i |Uhaut hori zed URL Access to waw ml ui maka.idf.il/shared/ usercontrol s/ header upper/ |B ock 1
95. 86. 106. 247 |l srael 147.237.0. 120 |ml uimaka. i df.i |Mil ti pl e Uhaut hori zed URL Access from 95. 86. 106. 247 B ock 1
66. 249. 64. 15 L;;:s: 147.237.0. 120 |m | ui maka. i df . i |Lhaut hori zed URL Access to waw niluimaka.idf.il/tenplates/ general / general . aspx Bl ock 1
Uhaut hori zed URL Access to
212.76.121. 224 |l srael 147.237. 0. 120 |m | ui maka. i df . i fwaw m | ui m aka. i df . i | / &a=u&ved=0ahukewj x4pr j u6t | ahuf yxi khcuyasqgf ggqmae&usg |B ock 1
=af gqj cne5p7mBpntna58u2cj znf g7azoanw
194.90. 155. 74 |l srael 147.237.0. 120 |ml uimaka. i df.i |Mil ti pl e Uhaut hori zed URL Access from 194. 90. 155. 74 B ock 1
89. 139. 136. 131 |l srael 147.237.0. 120 |mluimaka.idf.i|Miltiple Waut horized URL Access from 89. 139. 136. 131 Bl ock 1
- . . JUnknown HTTP Request Method vs=56d87d0451058ab7000; in URL
46.19.85.142 |l srael 147.237.0. 120|mluimaka i of 11"\ "5 104 be24=1af Obaf 7f ca25449. 1457028358, 1. 1457028358, 1457028358, B ock !
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