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03-02-2016 to 03-03-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address | gnature | Device Action |DP.location. Location |Count |
66. 249. 81. 224 | srael 147.237.0.120 |niluimaka.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 486
66. 249. 93. 215 | srael 147.237.0.120 |mluimaka idf.il |TCP handshake violation, first packet not syn drop BBL- Fr ankf urt 314
66. 249. 93. 209 | srael 147.237.0.120 |nmiluimaka idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 307
66. 249. 93. 212 | srael 147.237.0.120 |nmiluimaka idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 274
66. 249. 81. 230 | srael 147.237.0.120 |mluimaka idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 36
82.145.218. 138 |Europe 147.237.0.120 |mluimaka.idf.il |B ock Ip Wb In drop Net V- London 6
81.218. 56. 245 | srael 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 3
84.108.233.193 |[Israel 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 3
212.179.54.237 |lsrael 147.237.0.120 |mluimaka idf.il |B ock Udp Al Nets drop BA.- | srael 3
47.88. 103. 153 Canada 147.237.0.120 |niluimaka idf.il |bl ock-sp-trafl drop Net V- London 1
167.220.67.234 |lhited Sates |147.237.0.120 |mluimaka idf.il |B ock Wp Al Nets drop Net V- London 1
184.105.139.84 |[lLhited Sates |147.237.0.120 |mluimaka.idf.il |[Block Np All Net drop Net V- London 1
185.94.111. 1 147.237.0.120 |mluimaka.idf.il |B ock Udp Al Nets drop Net V- London 1




03-02-2016 to 03-03-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |Ste |Davi ce Action
| srael 147.237.0. 120 mluimaka.idf.il C1000008: HTTP: Xenu User Agent B ock 1




|Top Attackers In |D|

03-02-2016 to 03-03-2016

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
66. 249. 81. 227 Lhited Sates 147.237.0. 120 nmluimaka.idf.il ET SCAN NVAP -sA (2) 61

199. 101. 186. 230 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1

218. 246. 0. 97 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1

183. 60. 48. 25 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1

209. 126. 116. 147 Lhited Sates 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1

66. 249. 81. 224 Lhited Sates 147.237.0. 120 il ui maka. i df.i | ET SCAN NVAP -sA (2) 1

66. 249. 93. 212 Lhited Sates 147.237.0. 120 nmluimaka.idf.il ET SCAN NVAP -sA (2) 1




03-02-2016 to 03-03-2016

|Top Attackers In FW |

At acker

Geo ‘Target Address |Ste Sgnature
Lhited L s
66. 249. 81. 224 Sates 147.237.0. 120 |m | ui maka. i df . i |drop drop 4877
79.180. 49. 176 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2448
Ret r ansn ssi on dr opped.
80.179.222.81 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2313
Ret r ansni ssi on dr opped.
212, 235. 62. 185 |l srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet dr op 2304
Ret r ansn ssi on dr opped.
194.90.15.61 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
80.178.210.19 [Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet dr op 2304
Ret r ansn ssi on dr opped.
31.154.8.65  |israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2025
Ret r ansni ssi on dr opped.
62. 219. 115. 209 |I srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet dr op 2025
Ret r ansn ssi on dr opped.
66. 249. 81. 224 léh;ttsg 147.237.0.120 |mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 1670
66. 249. 81. 224 léh;Itg: 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1357
37.26.149. 137 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 1314
Ret r ansni ssi on dr opped.
2.54.159.85  |Israel 147. 237. 0. 120 il ui maka. i df i [/ €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 720
Ret r ansn ssi on dr opped.
84.111. 24. 80 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 638
79.181.30. 118 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 576
Ret r ansni ssi on dr opped.
2.54.178.247 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 522
Ret r ansni ssi on dr opped.
46.19.86.179 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 450
Ret r ansni ssi on dr opped.
2.54.173.50  |israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 441
Ret r ansni ssi on dr opped.
66.249. 81, 224 | ted 147.237. 0. 120 |l vi maka. i df . i {dr op Wnexpected post SYN packet - RST or SWN ) 409
Sates expect ed
46. 19. 85. 56 | srael 147.237.0. 120 |mluimaka.idf.i|SYN At ack SYN -> SYN- ACK -> RST rej ect 400
185. 120. 126. 48 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 324
Ret r ansni ssi on dr opped.
66. 249. 81. 227 Lah;::: 147.237.0. 120 |ml ui maka. i df .i|dr op drop 289
79. 176. 184. 210 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 288
Ret r ansni ssi on dr opped.
46.19.86.169 | srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet dr op 270
Ret ransni ssi on dr opped.
66. 249. 81. 227 léhlatt:: 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 219
66. 249. 81. 227 Lah;::: 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 218
46. 19. 85. 24 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 197
37.26.147.160 |lsrael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 196
185. 27. 105. 154 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 180
Ret r ansni ssi on dr opped.
66.249. 81, 227 | ted 147. 237. 0. 120 |nil ui maka. i of . i dr op Wnexpected post SYN packet - RST or SWN 177
Sates expect ed
2.54.32.195  |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 171
Ret r ansni ssi on dr opped.
79. 182. 179. 165 |l srael 147.237. 0. 120 |nil uimaka.i f . i |Bad TCP sequence Ssc'aj:CK retransmt wth different wndow | oo 169
2.52.1.186 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 169
79.178.10. 189 |l srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 169
79.182.179. 165 |l srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 157
2.54.190.27  |israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
37.26.147.139 |[lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 144
81.218.173.63 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TGP Inval id Invalid segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
79. 182. 180. 175 |I srael 147.237. 0. 120 il ui maka. i df i [ " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
37.26. 148. 229 |Israel 147.237.0. 120 |m| ui maka. i df.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 144
109. 67.69. 170 |l srael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 144
66. 249. 81. 230 gq;tt:‘g 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 138
82.80.141.175 |[lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 131
84.95. 251. 205 |l srael 147.237.0. 120 |m| ui maka. i df.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 128
37.26.146.188 |lsrael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 122
66. 249. 81. 230 gq;tt:‘g 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 122
46.19. 85. 172 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 121
46. 19. 85. 133 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 121
77.126. 229. 177 |I srael 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 117
Ret r ansn ssi on dr opped.
79.181.53. 249 |israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 117
Ret r ansni ssi on dr opped.
66. 249. 81. 230 léh:artgs 147.237.0. 120 |ml ui maka. i df . i |dr op drop 116




03-02-2016 to 03-03-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address ‘Tar get Address |Ste Sgnature ; ‘Count
Ceo Action
212.179.21.194 |lsrael 147.237.0.120 |mluimaka.idf.i|Mil tipl e Unauthorized URL Access from212.179.21. 194 Bl ock 24
46.19. 85. 19 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 46. 19. 85. 19 Bl ock 16
212.179.21.194 |lsrael 147.237.0. 120 |mluimaka.idf.i|D stributed PHP Attenpt Bl ock 12
5.29. 153. 239 | srael 147.237.0. 120 |m | ui maka. i df.i|lhaut hori zed URL Access to waw nilui maka.idf.il/1455- B ock 9
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in waw ml uimaka.idf.il/scriptresource. axd Bl ock 3
Unhaut hori zed URL Access to
213.151. 49. 184 |Israel 147.237.0. 120 |ml ui maka. i df . i |waw mi | ui m aka. idf.il/21214-he/ m | ui m aspx&a=u&ed=0ahukew - wbnf v6hl ahuf 6xq |B ock 2
kheubaseqf ggpmai &usg=af gj cnhl | j 8i vef 55gg4zt bddqo6ulhk6q
213.8.71. 26 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wb48617274 in ww ml uimaka.idf.il/scriptresource. axd Bl ock 2
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to wwn mil uimaka.idf.il/sip storage/files/5/ 1935. gi f Bl ock 2
80. 178. 214. 88 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw nil ui maka.idf.il/1316-he/ m| ui maspx’ B ock 2
213.151.44.21 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 213. 151. 44. 21 Bl ock 2
Unaut hori zed URL Access to
95. 86. 74. 213 | srael 147.237.0. 120 |ml uimaka. i df.ilwwv m | ui maka. i df.il/&a=u&ed=0ahukew wqv7z1ql | ahvbdq8khdwbbk4qf ggi maa& |B ock 1
usg=af qj cne5p7mdpntna58u2cj znf g7azoanmw
46.19. 85. 19 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter De in ww ml ui maka.idf.il/894-he/ nil ui maspx Bl ock 1
79.176. 1. 98 | srael 147.237.0. 120 |mluimaka.idf.i|D stributed PHP Attenpt Bl ock 1
66.249.64.1 Lsh'mt:g 147.237.0. 120 |m| ui maka. i df . i |Lhaut hori zed URL Access to waw niluimaka.idf.il/sip_storage/files/1/1911. pdf Bl ock 1
46.19. 85. 194 | srael 147.237.0. 120 |mluimaka.idf.i|D stributed Abnornal | y Long Request Bl ock 1
46.19. 85. 19 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter Deskto in waww m | ui maka.idf.il/894-he/ m | ui maspx Bl ock 1
185. 35. 62. 11 Sntzerland |147.237. 0. 120 |ml ui maka. i df . i jUnhaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
95. 86. 71. 250 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed UR. Access from 95. 86. 71. 250 Bl ock 1
Lhited - . . . {Uhaut hori zed URL Access to
66.249.64.15 Sates 147.237.0. 120 | urmaka. i df .| wa i | ui maka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
46. 19. 85. 252 | srael 147.237.0. 120 |ml uimaka.idf.i|Mal for med URL Bl ock 1
46. 19. 85. 189 | srael 147.237.0. 120 |mlui maka.idf.il|lllegal HITP \ersion Bl ock 1
212.150. 62. 56 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 212. 150. 62. 56 Bl ock 1
Uhknown Paraneter fileld in
109. 65. 177.178 |l srael 147.237.0. 120 |ml ui maka. i df . i |Jwaw nil ui maka.idf.il/consol e/ core/ doc_nur/li brary/ manage/ resour ce/ getfil econtent. |B ock 1
hh. asp
46.19. 85. 19 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter Des in wwv m | ui maka.idf.il/894-he/ ml ui maspx Bl ock 1
79.176. 1. 98 | srael 147.237.0. 120 |ml ui maka.idf.i|Mil tipl e Unaut hori zed URL Access from 79.176. 1. 98 B ock 1
66.249.64.7 g‘;:ﬁd 147.237.0.120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 7 Bl ock 1
46. 19. 85. 194 | srael 147.237.0. 120 |mluimaka.idf.i|Dstributed |11egal HITP \ersion Bl ock 1
46. 19. 85. 129 | srael 147.237.0. 120 |m | ui maka.idf.i|Mal formed URL B ock 1
Uhaut hori zed URL Access to
95. 86. 71. 250 | srael 147.237.0. 120 |ml ui maka. i df .ilwwv m | ui maka. i df. i1/ &a=u&ed=0ahukew i nzr n5ql | ahur _xi khzj Oakeqf ggi maa&usg |B ock 1
=af gj cne5p7nBpntma58u2cj znf g7azoanw
46.19. 85. 19 | srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to wawv nil ui maka.idf.il/894-he/ ml ui masp Bl ock 1
66. 249. 66. 55 g‘;ttees 147.237.0. 120 |m| ui maka. i df . i fLhaut hori zed URL Access to waw nmiluimaka.idf.il/tenplates/ news/ news. i n. aspx Bl ock 1
220.181. 132. 218|Chi na 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to 147.237.0. 120/ 894- he/ m | ui m aspx Bl ock 1
46. 19. 85. 252 | srael 147.237.0. 120 |m| ui maka. i df . i f[Unknown HTTP Request Method g=0.8 in URL Bl ock 1
46.19. 85. 189 | srael 147.237.0. 120 |mluimaka.idf.i|Mal formed URL pk ses. 104. b624=* Bl ock 1
212.150. 62.56 |l srael 147.237.0. 120 |m | ui maka.i df.i |PHP At t enpt B ock 1
137.226.113.7 |Ger many 147.237.0. 120 |ml ui maka.i df. i |Uhaut hori zed URL Access to 147.237.0.120/ B ock 1
46.19. 85. 19 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Parameter Desk in wwy nil ui maka.idf.il/894-he/ m | ui maspx Bl ock 1
66.249.64.7 g‘;tt:: 147.237.0. 120 |m| ui maka. i df . i |Lhaut hori zed URL Access to wwwv mluimaka.idf.il/tenpl ates/fag/faqg. aspx Bl ock 1
46. 19. 85. 194 | srael 147.237.0. 120 |ml ui maka.idf.i|D stributed Ml forned URL B ock 1
46.19. 85. 129 | srael 147.237.0. 120 |ml ui maka. i df.i |lUhknown HTTP Request Met hod sdch in URL B ock 1
95. 86. 74. 213 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unhaut hori zed URL Access from 95. 86. 74. 213 Bl ock 1
46.19. 85. 19 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter D in waw m | ui maka.idf.il/894-he/ ml ui maspx Bl ock 1
66. 249. 81. 227 g;:: 147.237.0. 120 |mluimaka.idf.i|D stributed URL is Above Foot Directory Bl ock 1
Uhaut hori zed URL Access to waw milui maka.idf.il/tenplates/homepage/ f unction
A R try{var
46.116.153.96 | srael 147.237.0. 1201 ui maka. i df .| (_)O{XS%E[ "/ x6¢/ x65/ x6el x67/ x74/ x68", "/ x72/ x61/ x6e/ x64/ x6f / x6d", "/ x66/ x6¢/ B ock !
x6f / x6f / x72"], 0xa438x1=t hi s| 0x5757[0]], 0xa438x2, 0xa438x3
46.19.85.189  |israel 147. 237. 0. 120 | il ui maka i df i (1KNOWN HTTP Request Method 56904854.1456904854.; in LR Bock |1
_pk_ses. 104. b624=*
. - . . . {Uhaut hori zed URL Access to
180.76.15.30 china 147.237.0.120|m | umaka. i df. wwn il ui maka. i df . il /tenpl at es/ shared/ user cont r ol s/ header upper/ Bl ock !
46.19. 85. 19 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter Deskt in waw mlui maka.idf.il/894-he/ ml ui maspx Bl ock 1
81.218.56.171 | srael 147.237.0. 120 |ml uimaka. i df .i|Lhaut hori zed URL Access to wwn il uimaka.idf.il/sip storage/files/5/ 1935. gi f Bl ock 1
Lhited - . . . {Uhaut hori zed URL Access to
66.249. 64.7 Sates 147.237.0.120|m | uimaka. i df. wan il ui maka. i df. i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
Unhaut hori zed URL Access to
213.151.44.21 | srael 147.237.0. 120 |ml ui maka. i df . i lwaw m | ui m aka. i df . il|/&a=u&ed=0ahukewj Oyql 30kl | ahvconi khbkdazeqf ggi nea&us |B ock 1
g=af gj cne5p7nmBpntma58u2cj znf g7azoanw
46.19. 85. 194 | srael 147.237.0. 120 |mluimaka.idf.i|D stri buted Unknown HTTP Request Mt hod Bl ock 1
46.19. 85. 189 | srael 147.237.0. 120 |ml ui maka.idf.i|Abnornal | y Long Request net hod B ock 1
199. 203. 226. 21 |l srael 147.237.0. 120 |ml uimaka. i df .i|Lhaut hori zed URL Access to wwn il uimaka.idf.il/sip storage/files/5/ 1935. gi f Bl ock 1
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