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03-01-2016 to 03-02-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address | gnature | Device Action |DP.location. Location |Count |
66. 249. 81. 230 | srael 147.237.0.120 |niluimaka.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 543
66. 249. 93. 209 | srael 147.237.0.120 |mluimaka idf.il |TCP handshake violation, first packet not syn drop BBL- Fr ankf urt 462
66. 249. 93. 212 | srael 147.237.0.120 |nmiluimaka idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 443
66. 249. 81. 224 | srael 147.237.0.120 |nmiluimaka idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 413
82. 145. 209. 92 Eur ope 147.237.0.120 |mluimaka idf.il |Block |p V¢b_In drop Net V- London 7
81. 218. 56. 245 | srael 147.237.0.120 |[niluimaka.idf.il |B ock Udp All Nets drop BA.- | srael 3
84.111. 65.41 | srael 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 3
79.181.110. 220 |[Israel 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 3
81. 218. 56. 125 | srael 147.237.0.120 |mluimaka idf.il |B ock Udp Al Nets drop BA.- | srael 1
89. 248. 172. 207 |Net herl ands 147.237.0.120 |nmiluimaka idf.il |B ock Np Al _Net drop Net V- London 1
184.105.139.76 |lhited Sates [147.237.0.120 |mluimaka idf.il |Bock Np Al _Net drop Net V- London 1
185. 130. 5. 224 147.237.0.120 |[niluimaka.idf.il |B ock Udp All Nets drop Net V- London 1
185. 130. 5. 246 147.237.0.120 |mluimaka.idf.il |[Bock Np Al Net drop Net V- London 1
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Target Address |Ste
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66. 249. 81. 227 |lhited Sates 147.237.0. 120 |mluimaka.idf.i |ET SCAN NVAP -sA (2) 4
94. 102. 48. 193 |Net her| ands 147.237.0.120|mluimaka.idf.i [ET SCAN NVAP -sS wi ndow 1024 2
183. 60. 48. 25 Chi na 147.237.0. 120 |mluimaka.idf.i |ET SCAN Potential VNC Scan 5900- 5920 1
1.173.151. 212 |Tai van 147, 237. 0. 120 |nil ui maka.i of . i grcsml\le Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute 1
91. 201. 236. 113 |krai ne 147.237.0.120|mluimaka.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
104.192. 0. 19 Lhited Sates 147.237.0.120|ml uimaka.idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
118. 165. 65. 161 |Tai wan 147.237.0. 120 |ml uimaka.idf.i |ET SCAN Potential SSH Scan 1
193. 201. 227. 57 |krai ne 147.237.0. 120 |ml uimaka.idf.i |ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |China 147.237.0.120|ml uimaka.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
85. 90. 246. 233 LKTIr:gegom 147.237.0.120|ml uimaka.idf.i |ET SCAN Potential SSH Scan 1
117.37.179.34 |cnina 147 237. 0. 120 nil ui maka. i df . i gr(fﬂl\l Behavi oral Uhusual |y fast inbound Tel net (onnections, Potential Scan or Brute 1
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82.166. 16. 174 |Israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

79.182.152.2 |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 2304
Ret r ansm ssi on dr opped.

31.168. 193. 122 |I srael 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

2.54.2. 240 I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 2304
Ret r ansm ssi on dr opped.

212. 150. 190. 98 |l srael 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

2.54.167.193  |israel 147. 237. 0. 120 |nil ui maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2034
Ret r ansm ssi on dr opped.

79.177.213.83 |israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 1089
Ret r ansni ssi on dr opped.

109.66.59.1 |l srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 900
Ret r ansm ssi on dr opped.

79.181.30. 118 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 522
Ret r ansni ssi on dr opped.

109. 67. 166. 179 |I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 324
Ret r ansm ssi on dr opped.

77.127.2.70  |israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 288
Ret r ansni ssi on dr opped.

79. 176. 184. 210 |I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 234
Ret r ansm ssi on dr opped.

2.54.165.145 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 153
Ret r ansni ssi on dr opped.

79.181.201. 73 [ srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansm ssi on dr opped.

37.142.72.213 |israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.52.52.83 I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansm ssi on dr opped.

109. 65.192. 78 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.52.186.129 [Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansm ssi on dr opped.

46.19.86.24  |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 117
Ret r ansni ssi on dr opped.

46.19. 85. 194 | srael 147.237.0.120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100

79.177.147.19 |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 99
Ret r ansm ssi on dr opped.

109. 226. 45. 43 |l srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 89

5.29.195. 118 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 81

2.52.15. 56 | srael 147.237.0.120 |ml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 81

79. 180. 163. 168 |l srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 72
Ret r ansm ssi on dr opped.

64.134. 98. 193 Lhi ted 147. 237. 0. 120 it ui m akasi of . i Sreannng Eljgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 72

Sates Ret r ansni ssi on dr opped.

212.235. 72. 146 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 72

2.54.191.126 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

37.26.147.164 |l srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 65

37.26.146.191 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 64

46.19.85. 1 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 64

46. 19. 85. 166 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 64

37.26.148.198 |lsrael 147.237.0. 120 |nml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 50

46.19. 85. 120 | srael 147.237.0. 120 |nl ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

46. 116. 241. 249 |l srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 49

109. 67. 165. 22 |l srael 147.237.0. 2120 |ml uimaka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 49

109. 67. 236. 184 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 49

31.168. 206. 131 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 40

46.19. 85. 162 | srael 147.237.0. 120 |nml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 37

46.19. 85. 18 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36

46. 19. 85. 165 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber alert 36

185. 27. 105. 154 |1 srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet 36
Ret ransni ssi on dr opped.

46.19. 85. 18 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36

84. 229. 49. 69 | srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 36

185.3.144.45 |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46.19. 85. 165 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36

46. 19. 85. 26 | srael 147.237.0. 120 |nml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 36

109. 64. 51. 105 |l srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 36

2.52.16.235 I srael 147. 237. 0. 120 |nitl ui maka. i of . {2/ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

2.52.167. 200 | srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 34
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Ceo Action
212.179.21.194 |lsrael 147.237.0.120|mluimaka.idf.i|Mil tipl e Uaut hori zed URL Access from 212.179. 21. 194 B ock 8
212.179.21.194 |lsrael 147.237.0.120|mluimaka.idf.i|D stributed PH? Attenpt B ock 3
213.8.71. 26 | srael 147.237.0. 120 |m | ui maka. i df. i |haut hori zed URL Access to vwwv mil uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 2
120. 37. 204. 206 |Chi na 147.237.0. 2120 |ml uimaka.idf.i|PHP Attenpt B ock 2
213.8.71. 26 | srael 147.237.0. 120 |l ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd B ock 2
Unaut hori zed URL Access to
95. 86. 66. 147 | srael 147.237.0. 120 |m | ui maka. i df . i fwaw mi | ui m aka. i df . i | / &a=u&ed=0ahukew 24yi ohkdl ahvi oadkhuj 5ar ngf ggi maa&us |B ock 2
g=af gj cne5p7mdpntma58u2cj znf g7azoanw
212.179.21.194 |lsrael 147.237.0.120|nl uimaka.idf.i |PHP At t enpt B ock 2
87.70.14. 231 | srael 147.237.0. 120 |ml ui maka.i df.i |Mil ti pl e Uhaut hori zed URL Access from 87.70. 14. 231 B ock 2
Unhaut hori zed URL Access to
216.72.41.105 |lsrael 147.237.0. 120 |ml uimaka. i df. i jvww m | ui maka.idf.il/tenpl ates/ general /wwn i shuri maka.idf.il/1044-he/ishurimas |B ock 2
pX
212.179.21.194 |lsrael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to waw ml ui maka.idf.il/aj ax/ updat est at us. php B ock 2
- . . |0 stributed Uhaut hori zed URL Access on
176. 13. 13. 154 | srael 147.237.0. 120 |ml uimaka.idf.i waw i | Ui maka, i df . i |/ 1325- he/ mi | ui m aspxt B ock 1
87.70.14.231 | srael 147.237.0. 2120 |ml uimaka.idf.i|PHP Attenpt B ock 1
66. 249. 66. 85 g‘;ttees 147.237.0. 120 |m ui maka. i df . i [Lhaut hori zed URL Access to waw miluimaka.idf.il/sip storage/files/1/ 1911. pdf B ock 1
46.19. 85. 172 | srael 147.237.0. 120 |ml ui maka. i df . i |[Unknown HTTP Request Method _pk_ses. 104. b624=* in URL B ock 1
- .. JURL is Above Root Directory
185.89. 217. 234 147.237.0.120|mluimaka. i il o | i maka i df.i1/../i mages! shared/ hp/ hp_i con. png Bock 1
120. 37. 204. 206 [Chi na 147.237.0. 120 |ml uimaka.idf.i |Mil ti pl e Unaut hori zed URL Access from 120. 37. 204. 206 B ock 1
81. 218. 241. 26 | srael 147.237.0. 120 |m | ui maka. i df . i |[Unknown Par armet er wb48617274 in waw mlui maka.idf.il/ B ock 1
66.249.64.7 g‘;tt:: 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to wwn miluimaka.idf.il/nd B ock 1
2.54.12.94 | srael 147.237.0. 120 |l uimaka.idf.i|Uhaut hori zed UR. Access to waw nmil ui maka.idf.il/1316-he/ m| ui maspx’ B ock 1
194. 114. 146. 227l srael 147.237.0. 120 |m!l ui maka. i df . i |Uhknown Paranet er wb48617274 in wwwv milui maka.idf.il/scriptresource. axd B ock 1
176. 228. 190. 66 |l srael 147.237.0.120|mluimaka.idf.i|D stributed PHP Attenpt B ock 1
89. 139. 30. 212 | srael 147.237.0.120|ml uimaka.idf.i|Uaut hori zed URL Access to waw il uimaka.idf.il/sachar B ock 1
Lhited - . . .{0Ostributed Lhaut hori zed URL Access on
66. 249. 81. 227 Sates 147.237.0. 120 |ml uimaka.idf . i wiw i | Ui maaka, i df i 1/ 1325- he/ mi | ui m aspxt B ock 1
46. 19. 86. 146 I srael 147.237.0. 120 |m!l uimaka. i df.i|Uhaut hori zed UR. Access to waw nmil ui maka.idf.il/1325-he/ m| ui maspx’ Bl ock 1
- . . |0 stributed Uhaut hori zed URL Access on
194. 114. 146. 227 |l srael 147.237.0. 120 |ml uimaka.idf.i waw i Ui maka, i of . i 1/si p_storagel fil es/ 5 1935, gj f B ock 1
82.166. 76. 90 | srael 147.237.0.120|ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd B ock 1
Lhited - . . . {Unhaut hori zed URL Access to
66.249.64.7 Sates 147.237.0. 120 m| urmaka. i df .1 wan ml ui maka. i df.il/tenpl at es/ general / ww behat sdaa. org. i | Bl ock !
212.76.114. 130 |lsrael 147.237.0.120|mluimaka.idf.i|Miltipl e Uaut hori zed URL Access from 212.76. 114. 130 B ock 1
46. 19. 85. 172 | srael 147.237.0. 120 |ml uimaka.idf.i|Abnormal | y Long Request net hod B ock 1
176. 228. 190. 66 |l srael 147.237.0.120|mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 176. 228. 190. 66 B ock 1
81.218.56.171 | srael 147.237.0. 120 |ml uimaka.idf.i|Uaut hori zed UR. Access to wwu il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1
54.183.138. 211 LSthlatt:sd 147.237.0. 120 |ml uimaka. i df . i |Unaut hori zed URL Access to 147.237.0. 120/ B ock 1
194. 114. 146. 2271 sr ael 147. 237. 0. 120 il ui maka i df . i D stributed Unknown Paraneter on ww mluimaka.idf.il/scriptresource. axd B ock 1
par anet er wh48617274
120. 37. 204. 206 |Chi na 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed UR. Access to waw ml uimaka.idf.il/xnrpc. php B ock 1
66. 249. 64. 15 gﬁ;ttg: 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to wawn mil uimaka.idf.il/tenpl ates/faqg/fag. aspx B ock 1
Unaut hori zed URL Access to
212.76.114. 130 |[Israel 147.237. 0. 120 |ml ui maka. i df . i fwaw mi | ui m aka. i df . i | / &a=u&ed=0ahukew qqdér _57I ahui sr okhsj 6boeqf ggi maa&us |B ock 1
g=af gj cne5p7nBpntma58u2cj znf g7azoanw
46. 19. 85. 172 | srael 147.237.0. 120 |ml uimaka.idf.i|Mal formed URL B ock 1
184. 75.215. 18 |Canada 147.237.0. 2120 |ml uimaka.idf.i|Uaut hori zed URL Access to ww m | ui maka.idf.il/1280-he/ m | ui maspxsasa. com |B ock 1
Unaut hori zed URL Access to
95. 86. 103. 30 | srael 147.237.0. 120 |ml ui maka. i df . i fwawv mi | ui m aka. i df . il/1184-he/ m | ui m aspx&a=u& ed=0ahukewj yj 7dkr5_| ahvirmz |B ock 1
okhr ndckygf gghmaa&usg=af gj cngr 8ynbaxacy_5nko_awbt 17kwu0g
81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd B ock 1
Lhited - . . . {Unaut hori zed URL Access to
66.249.64. 1 Sates 147.237.0. 120 m| uimaka. i df .1 wan mil ui maka. i df.il/tenpl at es/ shared/ user cont r ol s/ header upper / Bl ock !
194. 114. 146. 227l srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed UL Access to v il ui maka.idf.il/sip storage/fil es/5/1935. gi f B ock 1
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