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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|9 gnature

| Devi ce Action

| CP_I ocat i on. Locat i on

82.145.211. 174 Eur ope 147.237.0.120 | uimaka.idf.il Bl ock |p V¢b In drop Net V- London 19
109. 65. 74. 225 | srael 147.237.0. 120 | uimaka.idf.il Bl ock Udp All _Nets drop BBL- | srael 16
212.179. 54. 237 | srael 147.237.0. 120 mluimaka.idf.il Bl ock_Ulp Al _Nets drop BBL- | srael 6
192.118. 132. 185 | srael 147.237.0. 120 mluimaka.idf.il Bl ock_Ulp Al _Nets drop BBL- | srael 3
120. 25. 238. 95 Chi na 147.237.0. 120 mluimaka.idf.il JLMPurple Gon Limt_Tcp drop BBL- | srael 1
162.216.114. 158 Lhited Sates 147.237.0. 120 mluimaka.idf.il Bl ock Udp All Nets drop Net V- London 1
184. 105. 139. 70 Lhited Sates 147.237.0.120 | uimaka.idf.il Block Np Al Net drop Net V- London 1
184. 105. 247. 247 Lhited Sates 147.237.0. 120 | uimaka.idf.il Block Udp All _Nets drop Net V- London 1
198. 84. 107. 122 Lhited Sates 147.237.0. 120 mluimaka.idf.il Block Np All _Net drop Net V- London 1
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|Top Attackers In IPS|

A tacker AGtet:cker ’Tar get Address|Ste Sgnature

80. 246.133.12 |1 srael 147. 237. 0. 120 |nil ui maka. i df . i 12890: TCP. Wndows TCP/ | P Deni al -of - Servi ce Mul nerabi lity (QOWLY enabl e when B ock 103
under DoS att ack)

2 541164 | srael 147. 237. 0. 120 |nit1 ui m akas i of . i 12890: TCP. Wndows TCP/ | P Deni al - of - Servi ce Mul nerabi lity (Q\LY enabl e when B ock 102
under DoS at t ack)

80. 246. 133. 220 |1 srael 147. 237. 0. 120 |nil ui maka. i df . i 12890: TCP. Wndows TCP/ | P Deni al -of - Servi ce Mul nerabi lity (QOWLY enabl e when B ock 3
under DoS att ack)
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
94. 102. 49. 151 Net her | ands 147.237.0.120 miluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 215. 89. 20 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
185. 130. 5. 249 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
212.227.89.173 Cer many 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
87.101. 205. 108 Saudi Arabi a 147.237.0.120 niluimaka.idf.il ET SCAN Potential SSH Scan 1
104. 215. 89. 20 Lhited Sates 147.237.0. 120 il uimaka.idf.il ET SCAN NVAP -f -sS 1
104. 215. 89. 20 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
193. 201. 227. 52 Lkrai ne 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo ‘Tar get Address|Ste Sgnature Action ‘Count
79.179. 117. 148 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.
46. 19. 85. 83 I srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.
46.19.86.231  |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 1296
Ret r ansni ssi on dr opped.
31. 168. 246. 165 || srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 900
Ret r ansn ssi on dr opped.
79.180.210.18 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 441
Ret r ansni ssi on dr opped.
79.179. 230. 193 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 432
Ret r ansn ssi on dr opped.
109. 67. 166. 179 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.
79.181.30.118 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 288
Ret r ansn ssi on dr opped.
37.26.147.163 |Israel 147. 237. 0. 120 |nil uimaka. i df .i |[Bad TGP sequence SYNPACK Tetransmit with different noni t or 256
w ndow scal e
2.54.186. 33 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 225
Ret r ansn ssi on dr opped.
109.64.122.2  |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 162
Ret r ansni ssi on dr opped.
46. 19. 85. 54 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 146
109. 65. 152. 207 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
77.127.2.70 I srael 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.
185. 120. 125. 34 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
79.176. 184. 210 |Israel 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.
185. 120. 126. 12 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
185. 120. 125. 26 147. 237. 0. 120 |1 ui m akas i df . i Sreani ng El_wgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
79.179.32.84  [Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 125
Ret r ansni ssi on dr opped.
2.54.172.149  |israel 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 117
Ret r ansni ssi on dr opped.
197.27.33.77  |Tunisia 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, ) 90
Ret r ansni ssi on dr opped.
46. 19. 85. 146 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 81
2.52.140. 113 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 81
46.19. 85. 21 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64
37. 26. 148. 157 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 50
46. 19. 85. 247 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 49
46.19. 86. 47 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.
37.26. 146. 206 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36
79.183.129.98 | srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.
46.19. 86. 49 | srael 147. 237. 0. 120 | ui m akas i df . i Sreani ng El_wgl ne: TGP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
79.177.112.23 |israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.
46.19. 85. 141 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 32
212. 68.132. 218 |lsrael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 32
93.173.166. 142 |Israel 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 29
46.19. 85. 177 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 26
46. 19. 85. 150 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 26
84.111.170. 161 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 25
84.111.170. 161 |lsrael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence WAG( retransmt wth different noni t or 25
wi ndow scal e
110. 77. 251. 64 Thai | and 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 25
46.19. 86. 180 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
37.26. 149. 193 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
149. 88. 184. 132 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25
87.71.68.151 | srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence SYMAG( retransmt with different noni t or 16
wi ndow scal e
37.46.41. 49 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16
212. 150. 255. 134|l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 86. 49 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 16
46. 19. 85. 189 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 16
87.71.68. 151 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 16
46. 19. 85. 50 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 13
194. 56. 215. 218 I srael 147.237. 0. 120 [nil ui maka. i df .i |Bad TGP sequence :’Zgge”ansm't W th different wi ndow moni t or 13
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Devi ce

Geo Target Address |Ste Sgnature Action ‘Count
212.179. 21. 194 |l srael 147.237.0. 120 |mluimaka.idf.iIMil ti pl e Unaut hori zed URL Access from 212.179. 21. 194 B ock 3
81.218.80.174 |lsrael 147.237.0. 120 |ml ui maka. i df . i {Unaut hori zed HTTP Met hod Bl ock 2
197.27.33. 77 Tuni si a 147.237.0. 120 |m| ui maka. i df . i {Lhaut hori zed URL Access to ww niluimaka.idf.il/sip storage/files/ 1/ 1911. pdf' B ock 2
95. 86. 66. 165 | srael 147.237.0. 120 |mluimaka.idf.i{Mil ti pl e Unaut hori zed UR. Access from 95. 86. 66. 165 B ock 2
212.179. 21. 194 |l srael 147.237.0. 120 |mluimaka.idf.i D stributed PHP Attenpt B ock 2
82.166. 58. 226 |l srael 147.237.0. 120 |ml uimaka. i df . i lhaut hori zed UR. Access to waw nml ui maka.idf.il/newpassword/ firstlogin B ock 1
Wi ted Uhaut hori zed URL Access to
66.249.64.7 Sates 147.237.0. 120 |m | ui maka. i df . i bww mil ui maka. i df.il/tenpl ates/ general / vww i shuri maka.idf.il/1044-hel/i shuri mas |B ock 1
pX
46.120. 78. 168 |l srael 147.237.0. 120 |m | ui maka.i df.i |{PHP Att enpt B ock 1
212.179. 21. 194 |l srael 147.237.0. 120 |ml uimaka.i df . i lhaut hori zed URL Access to waw mil ui maka. i df.il/aj ax/ updat est at us. php B ock 1
149, 78. 38. 68 | srael 147.237.0. 120 |ml ui maka. i df . i {Unaut hori zed URL Access to wan mil uimaka.idf.il/x Bl ock 1
66.249.64.1 Lah;::g 147.237.0. 120 |mluimaka.idf.i{Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 1 B ock 1
66. 249. 81. 224 léh;sg 147.237.0.120mluimaka.idf.ilO stributed UR_ is Above Root Orectory Bl ock 1
46.120. 78. 168 |l srael 147.237.0. 120 |m| ui maka. i df . i |Lhaut hori zed URL Access to waw mil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
212.179.21. 194 |l srael 147.237.0. 120 |ml ui maka. i df . i {Uhknown Paraneter in ww mluimaka.idf.il/1316-he/ ml ui maspx B ock 1
Lhited L . - IUhaut hori zed URL Access to
157.85. 39. 58 Sates 147.237.0. 120 | urmaka. i df .| wan i | ui maka. i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ navrenu/ undef i ned Bl ock !
81.218.80.174 |lsrael 147.237.0. 120 |ml uimaka. i df .illhaut hori zed URL Access to wwn miluimaka.idf.il/sip storage/fil es/5/ B ock 1
Lhited - . . Uhaut hori zed URL Access to
66.249.64. 1 Sates 147.237.0. 120 | uimaka. i df .| wane mi | ui maka. i df.i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
37.26.146.195 |[lsrael 147.237.0. 120 |ml uimaka. i df . i {Uhaut hori zed URL Access to waw mil ui maka. i df.il/894-he/ m | ui maspx. B ock 1
132. 64. 205. 32 |l srael 147.237.0. 120 |ml uimaka. i df . i lhaut hori zed URL Access to waw nil uimaka.idf.il/tenpl at es/ general / undefi ned Bl ock 1
79.179. 131. 215 |l srael 147.237.0. 120 |ml uimaka. i df . i lhaut hori zed URL Access to wwwu nil uimaka.idf.il/login Bl ock 1
62.219.110. 1 | srael 147.237.0. 120 |ml ui maka.idf .i |Uhaut hori zed URL Access to wawv mi| ui maka.idf.il/1325-he B ock 1
169. 229.3.91 léh;:;}: 147.237.0.120|mluimaka.idf.illllegal Byte Gde Character in Mthod B ock 1
81.218.241.25 |lsrael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Par anet er wb48617274 in wwv m | ui maka. i df.il/1231-he/ nm | ui maspx Bl ock 1
66.249.64.1 Léh;::g 147.237.0. 120 |m| ui maka. i df . i fLhaut hori zed URL Access to wwu mi |l uimaka.idf.il/tenpl ates/sitenap/sitenap. aspx |B ock 1
46. 120. 78. 168 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil ti pl e Unaut hori zed URL Access from 46. 120. 78. 168 B ock 1
Uhknown Paraneter fileld in
132. 68. 9. 80 | srael 147.237.0. 120 |ml uimaka. i df . i hww m | ui maka.idf.il/consol e corel/ doc_ngr/ i brary/ manage/ resour ce/ getfil econtent |B ock 1
. hh. asp
81.218.80.174 |lsrael 147.237.0. 120 |ml ui maka.idf.ifMil ti pl e Uhaut hori zed URL Access from 81.218. 80. 174 B ock 1
62.219.110. 1 | srael 147.237.0. 120 |ml uimaka.i df . i {Uhaut hori zed URL Access to waw nil ui maka.idf.il/1325-he/ B ock 1
185. 112. 248. 32 147.237.0.120|ml uimaka.i df .i{Unaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
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