02-28-2016 to 02-29-2016

@
1"NPT SwNn

oV

www.gov.il

Focused IP Under

Attack Daily Report

|Top Targets |

32437

Nunmber
a
Attacks

Top Tar get
[Top Attackers |
32, 000§
24, 000-
16, 000+
Nunber
e
Attacks 8, 000
0- 2 O\ > >
'5& \& «"@ ° S
> o N > @@
S & © © K o
Nb?). rl/b"\r %/(\' \5\\ : 9%
© f]§> q>r;, o \9’\'
A\ © e @ T g
v > A\
& &

Top Attackers

W 37.26. 146. 147, |srael
66.249.64.7, Lhited Sates
W 31.44.143. 46, Israel
79.181. 132. 139, Israel
W 194. 30. 134. 180, Cyprus
M 66.249.64.1, Lhited Sates
[ 81.218.241. 26, |srael
W 213.8.71.26, |srael
128.30.52.96, Whited Sates
W 77.81.191. 126, Romani a




02-28-2016 to 02-29-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |9 gnature | Devi ce Action |DPocation. Location |Count |
37. 26. 146. 147 | srael 147.237.0.120 |niluimaka.idf.il |TGP handshake viol ation, first packet not syn drop Net V- London 32410
79.181.132.139 |[Israel 147.237.0.120 |mluimaka.idf.il |B ock Udp Al Nets drop BBL.- | srael 3
77.81.191. 126 Romani a 147.237.0.120 |nmiluimaka.idf.il |Bock Np Al _Net drop Net V- London 1
185.94.111. 1 147.237.0.120 |nmiluimaka.idf.il |B ock Np Al _Net drop Net V- London 1




02-28-2016 to 02-29-2016

|Top Attackers In IPS|
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02-28-2016 to 02-29-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | count |
128. 30. 52. 96 Lhited Sates 147.237.0.120 nil uimaka.idf.il Tehila - Perl LW wth fake user agent 1
91. 201. 236. 113 Lkr ai ne 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
210. 14, 157. 131 Chi na 147.237.0. 120 niluimaka.idf.il ET SCAN Potential SSH Scan 1




02-28-2016 to 02-29-2016

|Top Attackers In FW |

A tacker

Devi ce

Geo Target Address |Ste Sgnature Action ‘Count

109. 66. 121. 194 | srael 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

79.177.151.3  |israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.

46.19.85.69  |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

109. 66.38.31  |Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 432
Ret ransni ssi on dr opped.

79. 176. 184. 210 | srael 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TQP Inval i d Invalid segent retransmssion. Packet drop 432
Ret r ansni ssi on dr opped.

79.179. 230. 193 i srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 288
Ret ransni ssi on dr opped.

79.181.30. 118 |Israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 288
Ret r ansni ssi on dr opped.

185. 120. 125. 23 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 288
Ret ransni ssi on dr opped.

109. 65. 152. 207 |I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 288
Ret r ansni ssi on dr opped.

46.19.86.169 |Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 252
Ret ransni ssi on dr opped.

2.54.168.129 |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

31.154.34.174 | srael 147.237. 0. 120 |nil ui maka. i df .i |Bad TCP sequence SINFACK Tetransmt wth different monitor 101

w ndow scal e

31.154.34.174 |lsrael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 189

79. 182. 180. 175 |I srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

31.168.219.79 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

79.181.201. 73 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

185. 120. 125. 38 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

46.19. 86. 37 I srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

84.109.181.10 |lsrael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 121

2.52.35. 30 I srael 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet drop 117
Ret r ansn ssi on dr opped.

37.26.148. 249 |l srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 109

37.26.149. 162 |lsrael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100

46. 19. 85. 252 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 94

2.55.75.103  |Israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet drop 90
Ret r ansn ssi on dr opped.

37.142.238. 185 |l srael 147.237.0. 120 |m ui maka.i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 80

37.142. 238. 185 I srael 147.237. 0. 120 |nil ui maka. i df .i |Bad TCP sequence SINFACK Tetransmt wth different monitor |80

w ndow scal e

46.19. 85. 104 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64

209. 88.198. 1 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64

37.142.214.80 |lsrael 147.237.0. 120 |ml ui maka.i df.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 64

46.19. 85. 252 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 61

2.52. 45,125 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 59

2.52.41.83 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 54

31.154.34.174 |lsrael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti meout alert 52

109. 67.179. 26 |l srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

213.57.46.43 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 49

87.68.69. 191 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |nonitor 37

2.52.183. 185 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

93.172. 23. 50 | srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 36

2.52.157. 168 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

37.26.146. 147 |lsrael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

37.142.238. 185 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 36

31.154.6.1 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 36

79.180. 29. 145 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 36

46.117.190. 13 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

109. 66. 62. 32 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 36

2.52.11. 240 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

2.52.157. 168 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 36

46.19. 85. 175 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 33

109. 65. 120. 139 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 26

217.132.46.95 |lsrael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 26




02-28-2016 to 02-29-2016

|Top Attackers In V\AF|

A tacker

Ste

dgnature

Devi ce

‘Count

‘ Target Address

Geo Action
Unaut hori zed URL Access to
31.44.143. 46 | srael 147.237.0. 120 |m| ui maka. i df . i www m | ui m aka. i df . i | / &a=u& ed=0ahukew Op9og- pr | ahxeehi khaxxcpyqf ggi maadus |B ock 3
g=af gj cne5p7nBpntma58u2cj znf g7azoanw
66.249.64.7 g‘;gs 147.237.0.120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 7 Bl ock 3
L . . . {Unhaut hori zed URL Access to
194.30.134. 180 |Qypr us 147.237.0. 120 | uimaka. i df i wan il ui maka. i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock 2
81.218.241.26 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Par anet er wb48617274 in waw ml ui maka.idf.il/ Bl ock 2
141. 212.122. 64 g‘;tt;e: 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to /X Bl ock 1
Lhited - . . - {Uhaut hori zed URL Access to
66.249.64. 1 Sates 147.237.0. 120 | uimaka. i df .| wan mi | ui maka. i df. i1/t enpl at es/ general / www behat sdaa. org. i | Bl ock !
Lhi ted L . . JUnaut hori zed URL Access to
66.249.64.7 Sates 147.237.0. 120 ml umaka. i df .1 wawe mi | ui maka. i df.il/tenpl at es/ shared/ user control s/ navnenu/ B ock !
Lhi ted Unhaut hori zed URL Access to
66.249.64.1 Sates 147.237.0. 120 |ml ui maka. i df . i lvww mlui maka. i df.il/tenpl at es/ general / waw i shuri maka.idf.il/1044-he/ishuri masp |B ock 1
X
213.8.71. 26 | srael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed URL Access to wwwu il uimaka.idf.il/sip storagel/files/5/ 1935. gi f Bl ock 1
Unhaut hori zed URL Access to
95. 86. 107. 74 | srael 147.237.0. 120 |m | ui maka. i df . i jwaw. m | ui m aka. i df . i | / &a=u&ved=0ahukewj _9at zk5vl ahueazokhugkb90qdf ggi maa&u |Bl ock 1
sg=af qj cne5p7mdpntna58u2cj znf g7azoamv
31.168.11.194 |Israel 147.237. 0. 120 |ril ui maka i o, (13U NOr 1 2ed URL Access to Bock |1
waw. m | ui maka. i df.il/tenpl at es/ homepage/ honepage. aspx
213.8.71.26 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wbh48617274 in wwwv milui maka.idf.il/scriptresource. axd Bl ock 1
Lhi ted L . . JUnaut hori zed URL Access to
66.249.64.7 Sates 147.237.0. 120 m| umaka. i df .1 vwwv i | ui maka. i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !

02-28-2016 to

02-

29-2016




