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84.111. 125. 88, |srael

46. 19. 85. 251, |srael

81.209. 177. 189, Europe
109. 253. 130. 129, | srael

82. 145, 218. 53, Europe

31. 210. 186. 140, |srael

59. 46. 193. 114, China
134.147. 203. 115, Ger nany
218.24.171. 223, China

81. 209. 177. 95, Europe




02-27-2016 to 02-28-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |9 gnature |Device Action | DP. ocation. Locat i on |Count |
84.111. 125. 88 | srael 147.237.0.120 nmluimaka.idf.il B ock Wp Al Nets drop BB.- | srael 18

82. 145. 218. 53 Eur ope 147.237.0. 120 mluimaka.idf.il B ock Ip V¢b In drop Net V- London 4

134. 147. 203. 115 Ger many 147.237.0. 120 mluimaka.idf.il B ock Np Al _Net drop Net V- London 2
183.2.172. 4 Chi na 147.237.0. 120 mluimaka.idf.il L4 Source or Dest Port Zero drop DP-Tehi | a 2
184.105. 139. 110 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock Np All _Net dr op Net V- London 1

185. 40. 4. 98 147.237.0.120 nmluimaka.idf.il B ock Wp Al Nets drop Net V- London 1

205. 209. 185. 11 Lhited Sates [147.237.0.120 mluimakaidf.il |Block Np All Net drop Net V- London 1
71.6.167. 142 Lhited Sates 147.237.0. 120 mluimaka.idf.il B ock Wp Al Nets drop Net V- London 1




02-27-2016 to 02-28-2016

|Top Attackers In IPS|

Attacker Address
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02-27-2016 to 02-28-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count
59. 46. 193. 114 Chi na 147.237.0. 120 nmluimaka.idf.il GPL SCAN nnap TCP 2
109. 253. 130. 129 | srael 147.237.0. 120 mluimaka.idf.il GPL SCAN nyscan 2
218.24.171. 223 Chi na 147.237.0. 120 mluimaka.idf.il GPL SCAN nmap TCP 2
66.249. 64. 1 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sA (2) 2
109. 253. 130. 129 | srael 147.237.0. 120 | uimaka.idf.il I NDI CATOR- SCAN nyscan 2
120. 194. 193. 15 Chi na 147.237.0.120 nil uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
178.18.17. 201 Lhited Sates 147.237.0. 120 nmluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
146. 185. 250. 2 Russi an Federation 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 173 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1




02-27-2016 to 02-28-2016

|Top Attackers In FW |

Devi ce

‘Attacker G0 |Target Address |Ste Sgnature Action ‘Count
79.181.137.69 |israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 2304
Ret r ansnii ssi on dr opped.
109. 66.38.31  |Israel 147. 237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 954
Ret r ansnii ssi on dr opped.
79.181.30. 118 |Israel 147.237. 0. 120 il ui maka. i of .i (2 7 €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 864
Ret r ansnii ssi on dr opped.
109. 64.29.27  |Israel 147. 237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 432
Ret r ansnii ssi on dr opped.
79. 176. 184. 210 |l srael 147.237. 0. 120 il ui maka. i of .i (2 7 €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 288
Ret r ansnii ssi on dr opped.
109. 65. 152. 207 |I sr ael 147. 237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 288
Ret r ansnii ssi on dr opped.
109. 67. 166. 179 | srael 147.237. 0. 120 il ui maka. i of .i (2 " €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 216
Ret r ansnii ssi on dr opped.
2.52.186.167 |l srael 147. 237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 180
Ret r ansnii ssi on dr opped.
36. 253. 255. 56 |Nepal 147.237. 0. 120 |nil vi maka. i df .i |Bad TGP sequence SINHAK retransmit with different noni t or 149
w ndow scal e
77.127.2.70  |israel 147. 237. 0. 120 il ui maka. i of .i [/ €M N9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet |, 144
Ret r ansnii ssi on dr opped.
109. 65. 55. 230 |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret r ansnii ssi on dr opped.
46.19.86.245 |Israel 147. 237. 0. 120 il ui maka. i of .i [/ €M N9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet |, 144
Ret ransnii ssi on dr opped.
2.52.186.81  [Israel 147. 237.0. 120 |nil ui maka. i o i | M9 Engi ne: TCP [nvalid valid segnent retransmission. Facket g o 144
Ret r ansnii ssi on dr opped.
185. 120. 125. 23 147. 237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 144
Ret r ansnii ssi on dr opped.
2.54.180.162 |israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret r ansnii ssi on dr opped.
5.28.171.204 |Israel 147. 237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 144
Ret r ansnii ssi on dr opped.
79.176.4.212  |israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret r ansnii ssi on dr opped.
37.26.149. 143 |lsrael 147.237.0.120|ml uimaka.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 121
37.142.185.39 [Israel 147.237.0. 120 |nil ui maka.i of .i {Bad TCP sequence SYINFACK retransmt wth different monitor |87
W ndow scal e
37.142.185.39 |[lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 81
79.178.31.102 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 72
Ret r ansnii ssi on dr opped.
79.180.39.73 |Israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet |, 72
Ret r ansnii ssi on dr opped.
37.142.136.98 |Israel 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence SYMAO( retransmt with different noni t or 45
wi ndow scal e
198.204. 249. 34 |Lhited States |147. 237.0. 120 |nil uimaka. i of . i [Bad TCP sequence fz;;e”ansm” wWth different window o0y o 41
37.142.136.98 |Israel 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN - > SYN- ACK -> Ti meout rej ect 37
2.54.132.146 |l srael 147. 237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 36
Ret r ansnii ssi on dr opped.
79.180. 13. 159 |Israel 147.237. 0. 120 il ui maka. i of .i (2 " €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 36
Ret r ansnii ssi on dr opped.
2.52.60.110 | srael 147.237.0.120|ml uimaka.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 34
46. 19. 85. 185 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 32
36. 253. 255. 56 |Nepal 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 26
46. 19. 85. 98 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 18
46.19. 85. 142 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 18
5.29.213. 215 | srael 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 16
94. 230. 147. 162 gpij‘glhi c 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16
109. 67. 6. 47 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
46.19.86.106 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3Mn9 Engine: TCP Inval i d Invalid segent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
46. 19. 85. 142 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 9
79. 180. 204. 39 |I srael 147 237. 0. 120 il vi maka.i df i S rean ng &gl ne. TP Invalid Invalid segnent retransnission. Packet drop 9
Ret r ansnii ssi on dr opped.
109. 66.61. 10 [l srael 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansnii ssi on dr opped.
79. 183. 196. 249 |l srael 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet |, 9
Ret r ansnii ssi on dr opped.
109. 66. 148. 124 |1 sr ael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansnii ssi on dr opped.
46.121. 105. 72 |l srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 9
85. 65. 190. 187 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9
149. 78.85. 174 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
79.183.197.83 |[Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansnii ssi on dr opped.
31.210. 187. 195 |l srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 9
84. 109. 202. 158 |l srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 9
Ret r ansnii ssi on dr opped.
46.19.85.154 |israel 147. 237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 9
Ret ransnii ssi on dr opped.
81.218.201.30 |Israel 147. 237.0. 120 |nil ui maka. i o i | M9 Engi ne: TCP [nvalid nvalid segnent retransmission. Facket g o 9
Ret r ansnii ssi on dr opped.
46. 120. 239. 184 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 9




02-27-2016 to 02-28-2016

|Top Attackers In V\AF|

A tacker Devi ce

Target Address |Ste Sgnature

‘Count

Geo Action
81.209. 177. 189 |Eur ope 147.237.0. 120 |mluimaka.idf.i|Mil ti pl e Unaut hori zed URL Access from 81. 209. 177. 189 B ock 3
31. 210. 186. 140 |l srael 147.237.0. 120 |mluimaka.idf.illllegal HITP \ersion B ock 1
81.209.177.95 |Europe 147.237.0. 120 |m | ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 81.209. 177. 95 B ock 1
46.19. 85. 251 | srael 147.237.0. 120 |mluimaka.idf.illllegal HITP \krsion B ock 1
Lhited - . . . JURL is Above Root Director
198.204. 249. 34 Sates 147.237.0. 120 | urmaka. i df .| wan il ui maka.idf.il/.. /s)rllared/ user cont rol s/ f oot er/ 1230- he/ ni | ui m aspx Bl ock !
46.19. 85. 251 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Mal fornmed URL from 46. 19. 85. 251 B ock 1
31.210. 186. 140 |l srael 147.237.0. 120 |n | ui maka.idf.i|Mal formed URL waw mil ui maka.idf.il B ock 1
- . . . {Uhaut hori zed URL Access to
81.209. 177.95 |Europe 147.237.0. 120 |m| ui maka. i df . i wAw i | Ui maka. i df .i |/t enpl at es/ gener al / vaw behat sdaa. or g, i | B ock 1
46.19. 85. 251 | srael 147.237.0. 120 |ml uimaka.idf.i|Mal formed URL _pk_ses. 104. b624=* B ock 1
Lhi ted - .. . JURL is Above Root Director
198.204. 249. 34 Sates 147.237.0. 120! uimaka. i df .| wan il uimaka.idf.il/. ./sfs:ared/ user cont r ol s/ header upper / Bl ock !
46.19. 85. 251 | srael 147.237.0. 120 |m | ui maka.idf.i|Mil ti pl e Unknown HTTP Request Met hod from 46. 19. 85. 251 B ock 1
31.210. 186. 140 |l srael 147.237.0. 120 |n | ui maka. i df . i |Lhknown HTTP Request Method Host: in URL www mluimaka.idf.il B ock 1
46.19. 85. 251 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Abnornal |y Long Request from 46.19. 85. 251 B ock 1
Unknown HTTP Request Met hod
46. 19. 85. 251 I srael 147.237.0. 120 |m| ui maka. i df . i |24=6764959e967be636. 1456583417. 1. 1456583417. 1456583417.; in URL B ock 1
_pk_ses. 104. b624=*
46.19. 85. 251 | srael 147.237.0. 120 |ml uimaka.idf.i|Abnornal | y Long Request net hod B ock 1
- . . . |Uhaut hori zed URL Access to
81.209. 177. 189 |Eur ope 147.237.0.120|m| uimaka i df . ww nil | ui maka. i df.il/shared/ usercontrol s/ header upper/ Bl ock !
46.19. 85. 251 | srael 147.237.0.120 |nmluimaka.idf.ijMiltiple Illegal HITP \ersion from46. 19. 85. 251 B ock 1
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