
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

42

12
34
5
67
8
910

11
1213
1415
16
1718
19
2021
22
2324
2526
27
2829
30
3132
33
3435
3637
38
3940
41
42

42

mi
lu
im
.a
ka
.i
df
.i
l

Top Attackers 

82.145.219.152, Europe

79.182.62.240, Israel

82.145.219.97, Europe

5.9.6.51, Germany

79.177.144.43, Israel

222.186.15.95, China

59.45.79.117, China

118.165.7.106, Taiwan

5.39.222.159, Netherlands

198.23.190.39, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

82.145.219.152 Europe 147.237.0.120 miluim.aka.idf.il Block_Ip_Web_In drop NetV-London 11

82.145.219.97 Europe 147.237.0.120 miluim.aka.idf.il Block_Ip_Web_In drop NetV-London 4

123.151.42.61 China 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets_Con_Limit drop NetV-London 1

198.23.190.39 United States 147.237.0.120 miluim.aka.idf.il Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

93.174.93.96 Netherlands 147.237.0.120 miluim.aka.idf.il ET SCAN Potential VNC Scan 5800-5820 1

118.165.7.106 Taiwan 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

183.3.202.115 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

59.45.79.117 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

93.174.93.144 Netherlands 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

162.248.141.24 Canada 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

222.186.15.95 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

5.58.76.88 Ukraine 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

2.54.162.15 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.182.128.122 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1440

2.54.134.39 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 801

79.180.168.205 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 576

79.176.184.210 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

46.19.85.136 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 231

46.19.85.136 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 230

64.134.168.1
United
States

147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

82.166.42.84 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 150

109.65.152.207 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.181.30.118 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.67.166.179 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

77.127.2.70 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

46.19.85.224 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 36

37.26.149.132 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence monitor 36

46.19.85.224 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.238 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 17

46.19.85.136 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 16

46.19.85.162 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 16

37.26.147.246 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 16

46.19.85.162 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 16

84.228.252.227 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 13

79.180.97.121 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 10

37.26.149.132 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

79.182.191.19 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

37.26.146.152 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

79.180.7.113 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

149.50.97.153
United
States

147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

61.216.2.14 Taiwan 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Segment Limit
Enforcement

TCP segment out of maximum allowed
sequence. Packet dropped.

drop 9

97.84.247.179
United
States

147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

84.229.35.59 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

2.52.180.46 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

79.183.54.58 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

2.54.26.100 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

109.65.58.223 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

149.50.97.153
United
States

147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 9

171.96.247.4 Thailand 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 6

5.22.129.81 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

185.3.147.22 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

79.178.9.168 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 5

185.3.147.208 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

149.78.46.1 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

2.52.173.152 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.85.133 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

84.108.25.5 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

87.70.33.254 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

5.29.33.169 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

185.3.147.0 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.120.67.18 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

14.136.144.32 Hong Kong 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

79.182.62.240 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized HTTP Method Block 3

79.182.62.240 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 79.182.62.240 Block 2

5.9.6.51 Germany 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 5.9.6.51 Block 2

79.182.62.240 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/3/ Block 1

40.77.167.83
United
States

147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/shared/usercontrols/navmenu/undefined

Block 1

79.177.144.43 Israel 147.237.0.120 miluim.aka.idf.ilPHP Attempt Block 1

5.9.6.51 Germany 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/shared/usercontrols/headerupper/

Block 1

89.248.174.4 Netherlands 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

40.77.167.84
United
States

147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/shared/usercontrols/navmenu/

Block 1

5.39.222.159 Netherlands 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/rom-0 Block 1

61.216.2.14 Taiwan 147.237.0.120 miluim.aka.idf.ilIllegal Byte Code Character in Method Block 1

37.142.166.93 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1449-he/miluim.aspx Block 1

79.177.144.43 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 79.177.144.43 Block 1
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