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|Top Attackers | n DDoS- Def ence |

| Attacker Geo

Attacker Address | Target Address |9 gnature | Device Action  |DP.Iocation. Location

82. 145. 219. 152 Eur ope 147.237.0.120 nil uimaka.idf.il B ock |p VWb In drop Net V- London 11
82. 145. 219. 97 Eur ope 147.237.0. 120 mluimaka.idf.il B ock Ip V¢b In drop Net V- London 4
123. 151. 42. 61 Chi na 147.237.0.120 mluimaka.idf.il Bl ock Udp All _Nets Con Limt drop Net V- London 1
198. 23. 190. 39 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock Np Al _Net drop Net V- London 1




02-26-2016 to 02-27-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



02-26-2016 to 02-27-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
93. 174. 93. 96 Net her | ands 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
118. 165. 7. 106 Tai wan 147.237.0. 120 nmiluimaka. idf.il ET SCAN Potential SSH Scan 1
183. 3. 202. 115 Chi na 147.237.0. 120 nmluimaka.idf.il ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 120 nmluimaka. idf.il ET SCAN Potential SSH Scan 1
93. 174. 93. 144 Net her | ands 147.237.0.120 nmluimaka.idf.il ET SCAN Potential SSH Scan 1
162. 248. 141. 24 Canada 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
222.186. 15. 95 Chi na 147.237.0. 120 niluimaka.idf.il ET SCAN Potential SSH Scan 1
5. 58. 76. 88 Lkrai ne 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Geo ‘Target Address |Ste Sgnature Action ‘Count

2.54.162.15  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id nvalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

79.182. 128. 122 |I srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 1440
Ret r ansn ssi on dr opped.

2.54.134.39  [israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id nvalid segnent retransmssion. Packet drop 801
Ret r ansni ssi on dr opped.

79. 180. 168. 205 |1 srael 147. 237. 0. 120 |nil ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 576
Ret r ansni ssi on dr opped.

79. 176. 184. 210 |I srael 147. 237. 0. 120 |ni | ui maka. i o i | 62 9 Endi net TG I val i Invalid segnent retransnission. Packet drop 288
Ret r ansni ssi on dr opped.

46.19. 85. 136 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 231

46. 19. 85. 136 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval id ACK nunber alert 230

64.134. 168. 1 Lhited 147. 237. 0. 120 |1 ui m akas i of . i Sreamng Etjgl ne: TGP Invalid Invalid segnent retransnission. Packet drop 180

Sates Ret r ansni ssi on dr opped.

82.166.42.84 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 150
Ret r ansni ssi on dr opped.

109. 65. 152. 207 |I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

79.181.30. 118 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

109. 67. 166. 179 |I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

77.127.2.70  |israel 147. 237. 0. 120 |nil ui maka i of . [/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

46. 19. 85. 224 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 36

37.26.149.132 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence noni t or 36

46.19. 85. 224 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber alert 36

46. 19. 85. 238 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 17

46.19. 85. 136 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

46. 19. 85. 162 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval id ACK nunber alert 16

37.26.147. 246 |lsrael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

46.19. 85. 162 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16

84.228. 252. 227 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence SYNretransnit wth different w ndow scal e noni t or 13

79.180.97.121 |l srael 147.237.0. 120 |m| ui maka.i df.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 10

37.26.149.132 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 9

79.182.191.19 [Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

37.26.146. 152 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

79.180.7.113  |Israel 147.237.0. 120 |nil ui maka. i of . {2/ €319 Endine: TP Invalid valid segnent retransmssion. Packet drop 9
Ret ransni ssi on dr opped.

149. 50. 97. 153 ;hlmt:: 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9

61. 216. 2. 14 Tai wan 147 237. 0. 120 |nil ui maka. i df . i S reamng Engine: TCP Segnent Limt [TCP segnent out of naxi mum al | oned drop 9
Enf or cenent sequence. Packet dropped.

97.84.247. 179 ;hlmt:: 147.237.0.120 |mluimaka. i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9

84.229.35.59 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

2.52.180. 46 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

79.183.54.58 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

2.54.26.100 |l srael 147. 237. 0. 120 | il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

109. 65.58. 223 |Israel 147. 237. 0. 120 |ni | ui maka. i o i | 62 9 Endi net TG I val i Invalid segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.

149. 50. 97. 153 ;1;:: 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 9

171.96. 247. 4 Thai | and 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6

5.22.129. 81 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 5

185. 3. 147. 22 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 5

79.178.9. 168 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence SN retransmit wth different w ndow scal e noni t or 5

185. 3. 147. 208 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4

149.78.46.1  |israel 147.237. 0. 120 |nil ui maka. i df .i [Bad TCP sequence fzg‘fa( retransmt with different window o000 4

2.52.173. 152 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 4

46.19. 85. 133 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4

84.108.25.5 |Israel 147.237.0.120 || ui maka. i of . i {Bad TGP sequence SZ;ZAG( retransmt with different window o000 4

87.70. 33. 254 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

5. 29. 33. 169 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 4

185. 3. 147.0 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4

46.120. 67. 18 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4

14.136. 144. 32 |Hong Kong |147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 4
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79.182. 62. 240 |l srael 147.237.0. 120 |ml uimaka. i df . i |Unaut hori zed HTTP Met hod B ock 3
79.182. 62. 240 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tiple Unauthorized URL Access from 79. 182. 62. 240 B ock 2
5.9.6.51 Ger many 147.237.0. 120 |ml ui maka.idf.i|Mil tipl e Uhaut hori zed URL Access fromb5. 9. 6. 51 B ock 2
79.182. 62. 240 |lsrael 147.237.0. 120 |ml ui maka. i df.i|Lhaut hori zed UR. Access to wwu nil uimaka.idf.il/sip storage/files/3/ B ock 1
Lhited - . . - {Uhaut hori zed URL Access to
40.77.167.83 Sates 147.237.0. 120 ml urmaka. i df .1 wan il ui maka. i df. i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
79.177.144. 43 |l srael 147.237.0. 120 |ml uimaka.idf.i|PHP Attenpt B ock 1
L . . - {Uhaut hori zed URL Access to
5.9.6.51 Ger many 147.237.0. 120 m| uimaka. i df .| wan il ui maka. i df . i |/ shar ed/ user cont r ol s/ header upper/ Bl ock !
89. 248.174. 4 Net herl ands |147.237. 0. 120 |nil uimaka.idf.ijUnaut hori zed URL Access to 147.237.0. 120/ B ock 1
Lhited L . . . {Whaut hori zed URL Access to
40.77.167.84 Sates 147.237.0. 120 | umaka. i df .1 wwe mi | ui maka. i df.il/tenpl at es/ shared/ user control s/ navnenu/ Bl ock !
5.39.222.159 |Netherlands |147.237.0.120|mlui maka.idf.i|Unaut hori zed URL Access to 147.237.0.120/rom 0 B ock 1
61.216. 2. 14 Tai wan 147.237.0. 120 |mluimaka.idf.illllegal Byte Gode Character in Mt hod B ock 1
37.142.166. 93 |l srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to v nil ui maka. i df.il/1449-he/ m| ui maspx’ B ock 1
79.177.144. 43 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthorized URL Access from 79. 177. 144. 43 B ock 1
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