02-25-2016 to 02-26-2016

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

166

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a

Attacks

Top Attackers

82. 145. 208. 186, Europe
212.179.21.194, |srael
82. 145. 211. 125, Europe
82. 145. 218. 49, Europe
82. 145. 209. 207, Europe
82.145. 209. 151, Europe
212.179.54. 237, |srael
82. 145. 218. 164, Europe
82. 145. 219. 183, Europe
46. 19. 85. 178, | srael




02-25-2016 to 02-26-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address | gnature | Device Action |DP.location. Location |Count |
82. 145. 208. 186  |Eur ope 147.237.0.120 |mluimaka idf.il |Block Ip V¢b_In drop Net V- London 26
82.145.211. 125 |Europe 147.237.0.120 |mluimaka idf.il |Block Ip V¢b_In drop Net V- London 21
82. 145. 209. 207 |Eur ope 147.237.0.120 |nmiluimaka. idf.il |B ock Ip VWb In drop Net V- London 13
82. 145. 218. 49 Eur ope 147.237.0.120 |nmiluimaka.idf.il |B ock Ip Vb In drop Net V- London 13
82.145.209. 151  |Eur ope 147.237.0.120 |mluimaka idf.il |Block |p V¢b_In drop Net V- London 10
212.179.54.237 |lsrael 147.237.0.120 |[niluimaka.idf.il |B ock Udp All Nets drop BA.- | srael 6
82.145.218. 164 |Europe 147.237.0.120 |mluimaka idf.il |Block Ip V¢b_In drop Net V- London 5
82. 145. 219. 183  |Eur ope 147.237.0.120 |mluimaka idf.il |Block Ip V¢b_In drop Net V- London 5
81. 218. 56. 245 | srael 147.237.0.120 |mluimaka idf.il |B ock Udp Al Nets drop BA.- | srael 3
82. 80.217. 70 | srael 147.237.0.120 |[mluimaka idf.il |B ock Up Al _Nets drop BB_- | srael 3
31.168.225. 146 |lsrael 147.237.0.120 |mluimaka idf.il |B ock Wdp Al Nets drop BB.- | srael 3
119.41.216.179 |[China 147.237.0.120 |[nmiluimaka.idf.il |Invalid TP Hags drop Net V- London 2
81.218. 56. 125 | srael 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 1
192. 99. 63. 194 Canada 147.237.0.120 |mluimaka idf.il |B ock Np Al Net drop Net V- London 1
208. 100. 26. 228 |lhited Sates |147.237.0.120 |mluimaka idf.il |Bock Np Al _Net drop Net V- London 1
66. 249. 81. 230 | srael 147.237.0.120 |niluimaka idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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94.102. 49. 151
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| Target Address
147.237.0. 120

|ste
mlui maka.idf.

|9 gnature
ET SCAN Potential VNC Scan 5900- 5920

\Count

185.130. 5. 173

147.237.0.120

mlui maka.idf.

ET SCAN Potential WNC Scan 5900- 5920

89. 248. 162. 178

Net her | ands

147.237.0.120

mlui maka. i df.

ET SCAN NVAP -sS w ndow 1024

104. 209. 141. 122

Lhited Sates

147.237.0.120

mlui maka. i df.

ET SCAN Potential SSH Scan

45. 32. 80. 167

147.237.0. 120

ml ui maka. i df.

ET SCAN Potential SSH Scan
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A tacker
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Attacker Address Geo ‘Tar get Address|Ste Sgnature Action ‘Count
2.54.177. 4 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 4608
Ret r ansni ssi on dr opped.
2.54.180. 29 I'sr ael 147.237. 0. 120 il vi maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 4608
Ret r ansn ssi on dr opped.
185.3.147.236 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.
185.3.144.126 |l srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.
5.22.130.245  |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.
109. 67. 145. 173 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 477
Ret r ansn ssi on dr opped.
79.181.30. 118 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 432
Ret r ansni ssi on dr opped.
100, 45. 61. 223 Lhi ted 147. 237. 0. 120 |nil ui maka. i of . i Sreamlng El_wgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 432
Sates Ret r ansni ssi on dr opped.
79. 180. 168. 205 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 432
Ret r ansni ssi on dr opped.
46. 19. 86. 56 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 342
Ret r ansn ssi on dr opped.
77.127.2.70 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.
37.26.147.232 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 169
62.219.238.10 [l srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 162
Ret r ansni ssi on dr opped.
77.126.151. 124 |Israel 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 153
Ret r ansni ssi on dr opped.
109. 65. 152. 207 |Israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
37. 26. 149. 184 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 144
79.176. 184. 210 |Israel 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
46. 19. 85. 61 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 100
64.134. 168. 1 Lhi ted 147. 237. 0. 120 |t ui m akas i df . i Sreannng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 90
Sates Ret r ansni ssi on dr opped.
2.52.188.175 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 81
2.52.17.118 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 77
185. 27. 105. 154 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 72
Ret r ansni ssi on dr opped.
85. 65. 24. 106 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence . AK retransmt wth different noni t or 72
wi ndow scal e
2.52.11. 217 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 65
46.19. 85. 10 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 64
212.68.132.218 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 64
46. 19. 85. 10 | srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence SYMAG( retransmt with different noni t or 64
wi ndow scal e
46. 121. 254. 163 |l srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 53
46. 19. 85. 240 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 52
46.19. 85. 104 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 50
46. 19. 85. 44 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 41
46.19. 85. 192 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 40
85. 65. 24. 106 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 37
2.52.130.53 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 37
79.183.129.98 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.
185.3. 144, 4 I'sr ael 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.
77.127.29.129  |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.
79.179. 205. 184 |israel 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.
46.19. 85. 192 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36
46.19. 85. 214 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
192. 116. 177. 154|I srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 27
46. 19. 85. 39 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 25
109. 66. 26. 225 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 25
46. 19. 85. 39 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
109. 66. 26. 225 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
79.176. 167. 185 |Israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 18
Ret r ansni ssi on dr opped.
185. 120. 126. 24 147.237.0. 120 |ml ui maka. i df .i|dr op SAMrul e drop 17
46.19. 85. 200 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 17
46.19. 85. 129 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
212.179.19.65 |lsrael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence WAG( retransmt wth different noni t or 16
wi ndow scal e
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212.179.21.194 |lsrael 147.237.0. 120 |mluimaka.idf.ifMil ti pl e Unaut hori zed URL Access from 212.179. 21. 194 Bl ock 14
212.179.21.194 |lsrael 147.237.0. 120 |ml uimaka.idf.i |PHP Att enpt Bl ock 8
109. 253. 204. 237|I srael 147. 237.0. 120 |l vi maka. i of . i m;lb;t;d aki“?‘gfhﬂ'/ijggﬁ/ pocess e Bock |3
37.142.216. 160 |lsrael 147.237.0. 120 |ml uimaka. i df .ilhaut hori zed URL Access to waw nil ui maka.idf.il/1449-he/ m| ui maspx’ Bl ock 2
212.179.21.194 |lsrael 147.237.0. 120 |ml uimaka.idf.ilhaut hori zed URL Access to waw mil ui maka.idf.il/aj ax/ updat est at us. php Bl ock 2
Ui ted o o Lhaut_hor‘ized u1 Ac_cess to . _
66. 249. 78. 191 147.237.0. 120 |ml ui maka. i df . i lwwy mi | ui maka. i df . il/s8009654/ appdat a/ | ocal / m cr osof t/ wi ndows/ t enpor ary Bl ock 1
Sates internet files/content.outl ook/aclertwo/ hachvana. nod. gov.i |
L .. . ll11egal HTTP Version at uvc=0% C4%2 Q0% C5%2 C0% G692 C0% C7%2C1% C8;
46.19. 85. 178 | srael 147.237.0. 120 |mluimaka.idf.i Cat ?va:560ec30224dd57_3b000 Bl ock 1
Unaut hori zed URL Access to
213.151. 36. 128 |[Israel 147.237.0. 120 |ml ui maka. i df . i fwaw m | ui m aka. i df . i | / &a=u&ed=0ahukew o7eurt 5hl ahvgr xokhg- j df ogf ggi naa&u |B ock 1
sg=af gj cne5p7mBpntnma58u2cj znf g7azoanmw
Lhited - . . . {Uhaut hori zed URL Access to
157.55.39.79 Sates 147.237.0.120|m| uimaka. i df. wan mi | ui maka. i df. il /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
46.117. 130. 44 | srael 147.237.0. 120 |ml uimaka. i df . i llhaut hori zed URL Access to waw nil ui maka.idf.il/1449-he/ m| ui maspx’ Bl ock 1
5. 39. 222. 159 Net her | ands |147. 237. 0. 120 |nil ui maka. i df . i [Unaut hori zed URL Access to 147.237.0. 120/ rom 0 Bl ock 1
85. 65. 170. 93 | srael 147.237.0. 120 |mluimaka.idf.i fMil ti pl e Unhaut hori zed URL Access from 85. 65. 170. 93 Bl ock 1
46. 19. 85. 178 | srael 147.237.0. 120 |m | ui maka. i df.i |Mal formed URL asp. net _sessi oni d=v4r ykw 4ugzxt | ul zkhi wevc; Bl ock 1
Lhited - . . . {Unhaut hori zed URL Access to
157.55.39. 102 Sates 147.237.0.120ml uimaka. i df. wwv il ui maka. i df.il/tenpl at es/ shared/ user cont rol s/ header upper/ Bl ock !
Ui ted g | ko Paraneter fileld in . |
66.249.64.7 Sates 147.237.0. 120 |m| ui maka. i df . i V\ml m | uimaka.idf.il/consol e core/ doc_ngr/|i brary/ nanage/ r esour ce/ getfi | econt ent |B ock 1
. hh. asp
85. 65. 170. 93 | srael 147.237.0. 120 |m| ui maka.i df.i {PHP Att enpt B ock 1
Unknown HTTP Request Met hod
46. 19. 85. 178 | srael 147.237.0. 120 |m| ui maka. i df . i }476d5. 1452168846. 1. 1452168846. 1452168846.; in URL Bl ock 1
asp. net _sessi oni d=v4r ykwr 4ugzxt | ul zkhi wevc
185. 82. 200. 91 147.237.0. 120 |ml uimaka. i df . i l{Uhaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
66. 249 78. 184 Lhi ted 147. 237. 0. 120 |ni1 ui m akasi of . i 'L'.haut horized URL Access to waw m | ui maka.idf.il/s8009654/ deskt op/ Xn1" [ITVIn B ock 1
Sates w1
46.19. 85.178 | srael 147.237.0. 120 |ml uimaka.idf.i|Abnornal | y Long Request net hod Bl ock 1
213.151. 36. 128 |l srael 147.237.0. 120 |ml ui maka.idf.ifMil ti pl e Uhaut hori zed URL Access from 213. 151. 36. 128 B ock 1
46. 19. 86. 37 I srael 147.237.0. 120 |ml uimaka. i df . i llhaut hori zed URL Access to waw nil ui maka.idf.il/1451-he/ m| ui maspx’ Bl ock 1
2.54.173. 15 I srael 147. 237. 0. 120 |l ui maka. i df . i a;:;i:lb;tn‘id a](??ﬁfh?”iigg}?g/ rfhclcjs; a‘;r;) y Bock |1
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