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02-24-2016 to 02-25-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |9 gnature | Devi ce Action |CP | ocati on. Locat i on

212.179. 54. 237 | srael 147.237.0.120 nluimaka.idf.il B ock Wp Al Nets drop BB.- | srael 6
83. 209. 148. 23 Sweden 147.237.0.120 nil uimaka.idf.il B ock_Udp Al _Nets drop Net V- London 1
184.105. 139. 116 Lhited Sates 147.237.0.120 mluimaka. idf.il B ock Np Al _Net drop Net V- London 1
184. 105. 139. 126 Lhited Sates 147.237.0. 120 mluimaka.idf.il B ock Np Al _Net drop Net V- London 1




02-24-2016 to 02-25-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo \Tar get Address |Ste |Davi ce Action

46. 120. 204. 172 | srael 147.237.0. 120 mluimaka.idf.il C1000008: HTTP: Xenu User Agent B ock 1




02-24-2016 to 02-25-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo|Target Address |Ste

|9 gnature

|Count|

42.119.112. 63 \i et nam 147.237.0. 120 |ml uimaka.i df.il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
122.5.9.71 Chi na 147.237.0.120 |miluimaka.idf.il|ET SCAN Potential SSH Scan 1
185. 93. 187. 109 147.237.0.120 |mluimaka.idf.i|ET SCAN Potential SSH Scan 1
198. 180. 198. 185|Lhited Sates|147. 237. 0. 120 |mil uimaka.i df.i |ET SCAN NVAP -sS wi ndow 4096 1
23.101.130.223 |lhited Sates|147.237.0. 120 |mluimaka.idf.il|ET SCAN Potential SSH Scan 1
45. 63. 48. 159 147.237.0. 120 |ml uimaka.i df.il|ET SCAN Potenti al SSH Scan 1
183. 3. 202. 115 Chi na 147.237.0.120 |miluimaka.idf.il|ET SCAN Potential SSH Scan 1
198. 180. 198. 185 |Lhited Sates|147.237.0. 120 [mluimaka.idf.i |[ET SCAN NVAP -sS w ndow 1024 1




02-24-2016 to 02-25-2016

|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Geo Target Address|Ste Sgnature Action ‘Count

5.22.134.223  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 2313
Ret r ansn ssi on dr opped.

79.177.206.29 | srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.

2 54.52 86 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 2304
Ret r ansn ssi on dr opped.

109.66.18.74  |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.

2 52 54 122 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 792
Ret r ansn ssi on dr opped.

79.180. 168. 205 |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 720
Ret r ansni ssi on dr opped.

2 54.0.146 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 513
Ret r ansn ssi on dr opped.

79.181.30.118 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 378
Ret r ansni ssi on dr opped.

79.176. 184. 210 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 324
Ret r ansn ssi on dr opped.

46.19.86.218  |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 198
Ret r ansni ssi on dr opped.

2.52.156. 43 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 197

31.154.150. 67 |Israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.

2.54.180.216 [ srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 144
Ret r ansni ssi on dr opped.

2.54. 48. 196 I srael 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.

149.88.5.103  |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 144
Ret r ansni ssi on dr opped.

185. 120. 126. 24 147.237.0. 120 |ml ui maka. i df . i |dr op SAMrul e drop 132

217.194.198. 109|l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 57

217.194. 198. 109]l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 57

46. 19. 85. 225 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

185. 120. 126. 23 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 37

46. 19. 85. 36 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 36

46. 19. 85. 36 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 36

2.52.158. 62 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 34

94. 230. 86. 211 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 28

79. 182. 96. 103 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

79. 183. 160. 81 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

109. 64. 24. 176 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

94. 230. 86. 207 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 24

31.154. 2. 162 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence i; ;et ransmt with different w ndow noni t or 21

31.210.187.166 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 20

31.154.2.162  |israel 147.237. 0. 120 |nil uimaka i of . i {Bad TCP sequence ig;e”a“s"“ wthdifferent wndow 1. 19

213.57.153. 178 I srael 147.237. 0. 120 |nil ui maka. i df .i [Bad TCP sequence fzg;e”ansm't wthdfferent wndow 0o 1o

94. 230. 86. 129 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 18

79.177.187.103 |Israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet g ) 18
Ret r ansni ssi on dr opped.

46. 19. 85. 121 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 18

46.19. 85. 232 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 18

62.0.75.140 [Israel 147. 237.0. 120 |nil vi maka.i o . i {Bad TCP sequence o retransmt wthdfferent window o pover  f17

63. 99. 16. 220 Lshlmt:s 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Invalid ACK nunber noni t or 17

37.142.192. 174 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

63. 99. 16. 220 g‘;tt:: 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber aert 16

5.28.164. 3 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

46.16. 142. 100 Cypr us 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

185. 3. 144. 37 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 16

85. 130. 204. 250 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 16

87.70.11. 190 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK - > RST rej ect 16

85. 130. 204. 250 |l srael 147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN -> SYN- ACK - > RST rej ect 16

192.114. 23.18 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

199. 203. 240. 49 | srael 147. 237. 0. 120 |nil uimaka. i df .i |[Bad TGP sequence fzg;e”ansm't w th different w ndow noni t or 13

199.203.215.1 |lIsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Invalid ACK nunber noni t or 11

213.8.70.101  |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.




02-24-2016 to 02-25-2016

|Top Attackers In V\AF|

At acker

Devi ce

Geo Target Address |Ste Sgnature Action ‘Count

212.179. 21. 194 |l srael 147.237.0.120|mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 212.179. 21. 194 B ock 9

95. 86. 127. 94 | srael 147.237.0. 120 |mluimaka.idf.i|Miltiple Unauthori zed URL Access from 95.86.127. 94 B ock 5

80. 86.94. 7 Ger many 147.237.0. 120 |ml uimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 80. 86. 94. 7 B ock 5

212.179.21. 194 |l srael 147.237.0.120|mluimaka.idf.i|D stributed PHP Attenpt B ock 4

95. 86. 127. 94 | srael 147.237.0. 120 |m! ui maka.i df . i |PHP At t enpt B ock 3

81. 218.56. 171 |1 srael 147. 237. 0. 120 nil i maka.i of . i D stributed Uhknown Paraneter on ww niluimaka.idf.il/scriptresource. axd B ock 2
par armet er wh48617274

213.8.71. 26 | srael 147.237.0. 120 |ml ui maka. i df . i |hknown Par anet er wb48617274 in ww m | ui maka.idf.il/scriptresource. axd B ock 2
Unaut hori zed URL Access to

82. 80. 81. 209 | srael 147.237.0. 120 |ml ui maka. i df . i v ml ui maka. i df.il/tenpl ates/ general /v i shuri maka.idf.il/1044-he/ishurima |B ock 2
Spx

82. 81. 32. 63 | srael 147.237.0. 120 |ml uimaka. i df. i |Lhaut hori zed URL Access to ww il uimaka.idf.il/tenpl ates/ general / general . aspx |B ock 1

46. 19. 85. 232 | srael 147.237.0. 120 |ml ui maka.idf.i|Mal formed URL B ock 1
Unaut hori zed URL Access to

149. 78. 23. 178 |l srael 147.237.0. 120 |ml uimaka. i df.illww mluimaka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishurima |B ock 1
Spx

212.179.21. 194 |l srael 147.237.0. 2120 |ml uimaka.idf.i|PHP Attenpt B ock 1

93.113.125. 11 |Ronani a 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to / B ock 1

46.19. 85. 232 | srael 147.237.0. 120 |m! ui maka. i df . i |[Unknown HTTP Request Met hod r0ssws45 in URL B ock 1

185. 35. 62. 11 Sntzerland [147.237.0.120|mluimaka.idf.ilUaut horized URL Access to 147.237.0. 120/ B ock 1

81.218.56.171 |Israel 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to v il ui maka.idf.il/sip storage/fil es/5/1935. gi f B ock 1

5.29.187. 130 | srael 147.237.0. 120 |mluimaka.idf.i|D stributed PHP Attenpt B ock 1

5.29.187.130 | srael 147.237.0. 120 |ml ui maka.idf.i|Uaut hori zed UR. Access to waww mil uimaka.idf.il/xnirpc. php B ock 1

80. 86. 94. 7 Ger nany 147.237.0.120|ml uimaka.idf.i|Uaut hori zed UR. Access to ww mil uimaka.idf.il/tenplates/sitenap/sitenap. aspx |B ock 1
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