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02-22-2016 to 02-23-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address | gnature | Device Action |DP.location. Location |Count |
212.179.54. 237 |Israel 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 6
82.80.217.70 | srael 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 3
66. 249. 81. 230 | srael 147.237.0.120 |nmiluimaka idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2
222.208.63.226 |China 147.237.0.120 |miluimaka idf.il |Invalid TGP Hags drop BBL- Fr ankf urt 2
66. 249. 81. 227 | srael 147.237.0.120 |mluimaka idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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02-22-2016 to 02-23-2016

|Top Attackers In FW |

A tacker

Target Address |Ste

Sgnature

w ndow scal e

Ceo

62.90.10.180 |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

46.19.86.119 [l srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret ransni ssi on dr opped.

82.81.58.112 |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

134, 191. 232. 92 [I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.

66. 249. 93. 209 glatteesd 147.237.0. 120 |m | ui maka. i df . i |dr op drop 1905

79.178. 122. 236 |l srael 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 1314
Ret ransni ssi on dr opped.

66. 249. 93. 209 glattssd 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 697

66. 249. 93. 209 gq;::s 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Invalid ACK nunber aert 625

37.26.148. 155 |lsrael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 290

37.26.148. 155 |lsrael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 290

66. 249. 93. 212 Lsh;:eeg 147.237.0. 120 |ml ui maka. i df . i |drop drop 221

46. 19. 85. 22 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 194

79.183.129. 98 |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 180
Ret r ansni ssi on dr opped.

66. 249. 93. 212 gq;::s 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber aert 155

79.176.61.135 |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

79.180.15.99 [ srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

77.127.2.70  |israel 147. 237.0. 120 |nil ui maka. i o i | M9 Engi ne: TCP [nvalid nvalid segnent retransmssion. Facket |y o, 144
Ret r ansni ssi on dr opped.

79.181.30. 118 [Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

77.127. 163. 124 |I srael 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

79.178.31.102 |[Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

79. 176. 184. 210 |I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.54.157.246  |Israel 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

66. 249. 93. 212 glattssd 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 134

Lhited L e
66. 249. 93. 215 Sates 147.237.0. 120 |l ui maka. i df.ildrop drop 101
37.26.149.174 |israel 147.237. 0. 120 |nil vi maka. i df . i |Bad TGP sequence SINHAK retransmit with different roni t or 100
w ndow scal e

109. 226.22. 11 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |noni tor 92

79.178.115.36 |lsrael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |noni t or 92

2.54.254.131 |Israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet drop 90
Ret r ansn ssi on dr opped.

37.26.149. 174 |lsrael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 82

46.19.86.130 |Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 81
Ret r ansn ssi on dr opped.

80. 246. 130. 169 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence noni t or 74

79.181. 223. 206 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 72

149. 78. 39. 93 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 64

2.52.9.131 | srael 147.237.0.120|ml uimaka.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 64

149. 78. 42. 87 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 57

79.181. 223. 206 |l srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 56

185. 27. 105. 66 | srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 54
Ret r ansni ssi on dr opped.

46.19. 85. 201 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 50

84.111.38.217 |lsrael 147.237.0. 120 |l uimaka.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 49

2.52.2.45 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

149. 78. 42. 87 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |nonitor 45

149. 78. 42. 87 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 42

46. 19. 85. 126 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 40

46.19. 85. 126 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 40

46.121. 252. 217 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence SYNretransmt wth different w ndow scal e [noni t or 40

66. 249. 93. 215 ;h;tt:: 147.237.0.120|mluimaka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 38

66. 249. 93. 215 Lsh;:eeg 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber aert 38

132. 64. 25. 35 | srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence SYNretransmt wth different w ndow scal e [noni t or 38

46.19. 85. 167 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 37

46.19.85.94 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence SINRAK retransmt with different noni t or 36




02-22-2016 to 02-23-2016

|Top Attackers In V\AF|

‘Attacker Geo

Target Address [Ste

Sgnature

Devi ce
Action

‘Count

46.19. 85. 107 | srael 147.237.0. 120 |ml uimaka. i df . i |Unknown HTTP Request Method rh in URL Bl ock 2
84.228. 240. 81 |Israel 147.237.0. 120 |ml uimaka.idf.i|PHP At enpt Bl ock 2
84.228.240.81 |lsrael 147.237.0. 120 |ml ui maka. i df. i |Uhaut hori zed URL Access to ww mil ui maka.idf.il/aj ax/ updat est at us. php B ock 2
. - . . .{Unhaut hori zed URL Access to
40.77.167.10 Uited Sates |147. 237.0. 120 m|uimaka i df.i mluimaka.idf.il/tenpl ates/shared/ usercontrol s/ header upper/ Bl ock 2
Uhknown Paraneter fileld in
212.117.136.6 |Israel 147.237.0. 120 |ml uimaka. i df. i lvwwv m | ui maka. i df.il/consol e/ core/ doc_ngr/|i brary/ manage/ r esour ce/ getfi | econte |B ock 2
nt . hh. asp
84.108.17.153 |l srael 147.237.0. 120 |m! ui maka.i df. i |Lhaut hori zed URL Access to waw il ui maka.idf.il/14 B ock 2
91. 196. 50. 33 Pol and 147.237.0.120|ml uimaka.idf.i|Uhaut hori zed UR. Access to testpd. pospr.waw pl / t est proxy. php Bl ock 2
79.181.101. 40 |Israel 147.237. 0. 120 |nil uimaka.i df . i |Uhaut hori zed URL Access to v nil ui maka.idf.il/1446-he/ il ui m aspxa€?a€Z |B ock 2
46. 19. 85. 107 | srael 147.237.0. 120 |ml ui maka.idf.i|Mal formed URL B ock 2
84.228.240.81 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 84. 228. 240. 81 B ock 2
128. 232.110. 28 LKJinr:gegom 147.237.0. 120 |ml ui maka. i df . i fUhaut hori zed URL Access to 147.237.0. 120/ B ock 2
79.181.101. 40 |Israel 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw mil ui maka. i df.il/1446-he/ m| ui maspx’ Bl ock 2
213.8.71. 26 | srael 147.237.0. 120 |ml ui maka. i df . i |hknown Par anet er wb48617274 in ww m | ui maka.idf.il/scriptresource. axd B ock 1
66. 249. 93. 212 |[Israel 147.237.0.120|mluimaka.idf.i|Dstributed Drectory Traversal (In UR) Bl ock 1
195. 160. 242. 40 || srael 147.237.0. 120 |ml uimaka.i df.i|Too Many of the Same Response Code (404) in Session from 195. 160. 242. 40 B ock 1
81.218.56.171 |Israel 147.237.0. 120 |m ! ui maka. i df . i |Uhknown Paranet er wbh48617274 in wwv milui maka.idf.il/scriptresource. axd Bl ock 1
66. 249. 93. 209 |l srael 147.237.0.120|mluimaka. idf.i|Orectory Traversa (In LR) Bl ock 1
66. 249. 93. 215 |l srael 147.237.0.120|mluimaka. idf.i|Dstributed Drectory Traversal (In UR) Bl ock 1
66. 249. 93. 209 |l srael 147.237.0. 120 |mluimaka.idf.i|Drectory Traversal - 16 B ock 1
213.8.71. 26 | srael 147.237.0. 120 |ml uimaka.idf.i|Uaut hori zed UR. Access to www il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f Bl ock 1
- . . JURL is Above Root Director
66.249. 93. 209 |l srael 147.237.0. 120 |m| ui maka. i df . i WI\wmIuimaka.idf.iI/../..)l/inages/shared/hp/ga]leryj)age. ong B ock 1
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