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02-18-2016 to 02-19-2016

|Top Attackers In IPS|

Attacker Address \Attacker Go |Target Addr ess |Ste |SgnaI ure |I:evi ce Action \Ooum |
195. 189.193. 1 | srael 147.237.0.120 mluimaka.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 14
192.115. 133. 45 | srael 147.237.0. 120 nil uimaka.idf.il C1000004: HITP: options nethod (M crosoft) B ock 2

46. 120. 204. 172 | srael 147.237.0.120 mluimaka.idf.il C1000008: HTTP: Xenu User Agent B ock 1




02-18-2016 to 02-19-2016

|Top Attackers In |D|

Attacker Address
93.113.125. 11

| Attacker Geo
Ronmani a

| Target Address
147.237.0. 120

|Ste
ml ui maka. i df.

| gnature
ET SCAN NVAP -sS w ndow 1024

|Oount

198.23.112. 119

Lhited Sates

147.237.0.120

| ui maka. i df.

ET SCAN Potential SSH Scan

91. 201. 236. 113

Lkrai ne

147.237.0.120

m | ui maka. i df .

ET SCAN NVAP -sS w ndow 1024

195. 88. 209. 6

Russi an Federation

147.237.0.120

m | ui maka. i df.

ET SCAN Potential VNC Scan 5900- 5920

=y =Y =Y




02-18-2016 to 02-19-2016

|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

Sgnature

Ceo

Sreaning Engi ne:

TP Invalid

Inval i d segnent

r et ransni ssi on.

Packet

109. 66. 183. 140 |l srael 147.237.0. 120 |ml uimaka.idf.i S . drop 4608
Ret r ansni ssi on dr opped.

91.148.217.199 |Netherlands |147.237.0. 120 |l ui maka i of . (X" €3M N9 Egine: TP Invalid Invalid segnent retransmssion. Packet |, 1602
Ret r ansm ssi on dr opped.

2 54.36. 151 | srael 147. 237. 0. 120 i ui maka.i of . i Srearmng Enjgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 693
Ret r ansni ssi on dr opped.

82.81.88. 98 I'sr ael 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 576
Ret r ansm ssi on dr opped.

87.68.41. 74 I srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 576
Ret r ansni ssi on dr opped.

109. 64. 98. 166 |l srael 147.237. 0. 120 il ui maka. i of .i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 288
Ret r ansm ssi on dr opped.

109. 64. 4. 42 I srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 180
Ret r ansni ssi on dr opped.

2.54.161. 52 I'sr ael 147.237. 0. 120 il ui maka. i of .i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 153
Ret r ansm ssi on dr opped.

2.52.168. 169 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 150

79.176. 184. 210 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

62.219.238.10 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 144
Ret r ansn ssi on dr opped.

2.52.187.203 | srael 147.237.0.120|nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 129

2.54.0.96 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 116

2.54.0. 96 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 116

185. 27. 105. 154 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 90
Ret r ansn ssi on dr opped.

79.181.118. 105 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 90
Ret r ansni ssi on dr opped.

84.228.111.120 |israel 147.237. 0. 120 il ui maka. i of .i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 90
Ret r ansn ssi on dr opped.

207.232.21.105 |lsrael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence :Z ;etransmlt W th different wndow noni t or 78

46.19.86.125 [Israel 147.237. 0. 120 il ui maka. i of .i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 72
Ret r ansn ssi on dr opped.

79.182. 180. 175 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 72
Ret r ansni ssi on dr opped.

149. 78. 165. 30 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 49

2.52.1.72 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 49

46.19. 85. 223 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

31.168.194.98 | srael 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

37. 26. 146. 245 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 36

79.183. 122. 207 |Israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.

46. 19. 85. 12 | srael 147.237.0. 120 |ml ui maka.i df.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 36

79.181.137.11 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

46. 19. 85. 63 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 36

79.181.179.57 |israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.

46. 19. 85. 130 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 32

109. 253. 222. 136|l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 25

37.46. 39. 87 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 21

46.19. 85. 100 | srael 147.237.0.120|nml uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 20

46.19. 85. 189 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 20

185.3.144. 111 |israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 18
Ret r ansni ssi on dr opped.

109. 66. 157. 154 |1 srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 18
Ret r ansn ssi on dr opped.

148. 177. 129. 213|Eur ope 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 18
Ret r ansni ssi on dr opped.

192.198. 151. 36 |Europe 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 17

31.210. 186. 10 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 17

37.26.147.218 | srael 147.237.0.120|nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

79.179.227.201 |lsrael 147.237.0.120|nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

212.143. 240. 134|l srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

80.179.201. 104 |Israel 147.237.0.120|ml uimaka.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 16

213.57.215.42 |lsrael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval id ACK nunber noni t or 16

2.54.3.76 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 16

46.19. 86. 194 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16

176. 13. 3. 227 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 16

87. 69. 238. 94 | srael 147.237.0. 120 |m ui maka.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

46. 19. 85. 55 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 16




02-18-2016 to 02-19-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address |Ste

dgnature

Devi ce

Action

‘Count

185. 110. 109. 119 147.237.0.120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 185. 110. 109. 119 B ock 11
174. 129. 237. 157 |Uni ted Sates |147. 237. 0. 120 |nil ui maka i f i (Cr2ULNOr i zed UL Access to Bock |2
v il ui maka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
134. 191. 249. 39 E?Ir:g}egom 147.237.0. 120 |m ui maka. i df . i |Lhaut hori zed URL Access to waw mil ui maka. i df.il/894-he/ m | ui maspxhttp:/ B ock 2
79.182.174. 30 | srael 147.237.0.120|mluimaka.idf.i|D stributed Uhaut hori zed URL Access on waw mil ui maka.idf.il/xnhrpc. php B ock 1
46. 19. 85. 255 | srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhknown HTTP Request Met hod from 46. 19. 85. 255 B ock 1
46.19. 85. 219 | srael 147.237.0. 120 |mluimaka.idf.illllegal HITP \krsi on B ock 1
212.179.21.194 |lsrael 147.237.0. 120l uimaka.idf.i |PHP Attenpt B ock 1
104. 128. 144. 131|Canada 147.237.0. 120 |ml ui maka.i df . i |Uhaut hori zed URL Access to 147.237.0.120/ B ock 1
79.178.108. 209 |lsrael 147.237.0. 120 |ml uimaka.idf.i|PHP Attenpt B ock 1
46. 19. 85. 255 | srael 147.237.0. 120 |ml uimaka.idf.i|Abnornmal | y Long Request met hod B ock 1
185. 110. 109. 119 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter vir in ww nmlui maka.idf.il/1422-he/ m | ui maspx B ock 1
134. 191. 249. 39 LKTI;gegom 147. 237. 0. 120 |nil ui maka. i of . i |Suspi ci ous Response Gode B ock 1
81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in www mlui maka.idf.il/scriptresource. axd B ock 1
46. 19. 85. 255 | srael 147.237.0. 120 |ml uimaka. i df . i |Unaut hori zed HTTP Met hod B ock 1
46. 19. 85. 219 | srael 147.237.0. 120 |ml ui maka.idf.i|Mal forned URL keep-al i ve B ock 1
212.179.21.194 |Israel 147.237.0. 120 |ml ui maka. i df.i|Uhaut hori zed URL Access to ww mil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
- . . - JURL is Above Root Director
185. 89. 217. 225 147.237.0. 120 |m| ui maka. i df . i v il ui maka, i dfil/. ./iynages/ shar ed/ hp/ hp_i con. png B ock 1
128. 232. 110. 28 z";ggom 147. 237. 0. 120 |nil ui maka. i df . i {Unaut hori zed URL Access to 147.237.0. 120/ B ock 1
79.178.108. 209 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to waw m | ui maka.idf.il/xnirpc. php B ock 1
46. 19. 85. 255 | srael 147.237.0. 120 |mluimaka.idf.illllegal HITP \ersion B ock 1
199. 255. 138. 45 |lhited Sates|147.237. 0. 120 |nil uimaka. i df.il|eMi | Hoardi ng B ock 1
46.19. 85. 174 | srael 147.237.0. 120 |ml uimaka.idf.i|PHP Att enpt B ock 1
81.218.241.26 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Par anet er wb48617274 in v mluimaka.idf.il/ B ock 1
46.116. 40. 91 | srael 147.237.0.120|mluimaka.idf.illllegal Byte Gode Character in Mthod B ock 1
46. 19. 85. 219 | srael 147.237.0. 120 |m! ui maka.i df. i |Unhaut hori zed HTTP Met hod B ock 1
213.151. 47. 152 |l srael 147.237.0. 120 |ml ui maka.idf.i|Mil tipl e Uhaut hori zed URL Access from 213. 151. 47. 152 B ock 1
133. 130. 49. 166 |Japan 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 133. 130. 49. 166 B ock 1
79.182.174. 30 | srael 147.237.0.120|mluimaka.idf.i|D stributed PHP Attenpt B ock 1
46. 19. 85. 255 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Mal formed URL from 46. 19. 85. 255 B ock 1
46.19. 85. 174 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to waw mi | ui maka.idf.il/xnirpc. php B ock 1
212.179.21.194 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Mil ti pl e Uhaut hori zed URL Access from 212.179. 21. 194 B ock 1
169. 229. 3. 91 Lhited Sates|147.237.0. 120 |mluimaka. idf.i|Dstributed |1l egal Byte Gde Character in Mthod B ock 1
93.113.125. 11 Romani a 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to / B ock 1
46. 116. 40. 91 | srael 147.237.0.120|mluimaka.idf.i [NJLL Character in Met hod B ock 1
46. 19. 85. 219 | srael 147.237.0. 120 |m ui maka. i df . i [Uhknown HTTP Request Met hod Gonnection: in URL keep-alive B ock 1
Unhaut hori zed URL Access to
213.151. 47. 152 |Israel 147.237.0. 120 |mlui maka. i df . i lwawv m | ui m aka. i df . i1/ &a=u&ed=0ahukewi j 3f wi 44dl ahvhf hokhym axeqf ggi maa& |B ock 1
usg=af gj cne5p7mpntma58u2cj znf g7azoanw
185. 110. 109. 119 147.237.0. 120 |ml ui maka. i df. i |Lhknown Paraneter vi in ww mlui maka.idf.il/1422-he/ m| ui maspx B ock 1
- . . - {Uhaut hori zed URL Access to
133.130. 49. 166 |Japan 147.237.0. 120 m| uimaka. i df .| viwv il ui maka. i df . i | /tenpl at es/ gener al / ww behat sdaa. org. i | Bl ock !
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