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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address

|9 gnature

| Devi ce Action |CP I ocation. Location |Count |

193. 242.218.25 [Satzerl and 147.237.0.120 |niluimaka.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 275
82.80.217.70 | srael 147.237.0.120 |mluimaka idf.il |B ock Wip All Nets drop BBL.- | srael 3
79.176. 4. 235 | srael 147.237.0.120 |miluimaka idf.il |B ock Np Al _Net drop BA.- | srael 1
185. 89. 217. 227 147.237.0.120 |niluimaka idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
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02-17-2016 to 02-18-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 93. 215 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sA (2) 2
185. 130. 5. 240 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 216. 146. 151 Chile 147.237.0.120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
194. 63. 140. 74 Russi an Federation 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
103. 224. 167. 30 S ngapor e 147.237.0.120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
188. 64. 169. 106 Russi an Federation 147.237.0.120 nluimaka.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 104 Lkrai ne 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 Chi na 147.237.0.120 mluimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
36.72.228.72 | ndonesi a 147.237.0.120 mluimaka.idf.il ET SCAN NMAP -sS wi ndow 4096 1




02-17-2016 to 02-18-2016

|Top Attackers In FW |

A tacker

Attacker Address Geo ‘Tar get Address|Ste Sgnature
149.78.3.164 [ srael 147.237. 0. 120 [nil ui maka. i df .i |HTTP Format Sizes Wser-Agent " header | ength exceeded monitor (3230
naxi num al | oned | engt h

62.90. 45. 1 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 2870
Ret r ansni ssi on dr opped.

79.183. 137. 203 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.

79.178.0.149  |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

81.218.201. 231 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.

2.52.160. 41 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

109. 67.107.92 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.

87. 68. 41. 74 I'sr ael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 2160
Ret r ansni ssi on dr opped.

84.228.36.252 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 1242
Ret r ansn ssi on dr opped.

62.219.121. 106 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 1224
Ret r ansni ssi on dr opped.

79.176.184. 210 |Israel 147. 237. 0. 120 |ni | ui maka. i o i | 629 Endi net TG trval i d Invalid segnent retransnission. Packet drop 576
Ret r ansni ssi on dr opped.

79. 180. 160. 132 i srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 468
Ret r ansni ssi on dr opped.

77.127.205. 203 |Israel 147. 237. 0. 120 |ni | ui maka. i o i | 62 9 Endi net TGP nval i Invalid segnent retransnission. Packet drop 225
Ret r ansni ssi on dr opped.

79.181. 118. 105 |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 153
Ret r ansni ssi on dr opped.

2.54.141. 22 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

79.182.180. 175 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

79.181.179.57 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

82.81.33. 15 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 121

46. 19. 85. 203 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 82

46. 19. 85. 105 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 81

2.54.132.9 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 81
Ret r ansn ssi on dr opped.

149. 78. 54. 234 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 64

2.52.163. 69 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64

37. 26. 148. 247 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 64

109. 64. 204. 102 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 49

84.109. 126. 246 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

46. 19. 85. 203 | srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence SS;{:-":O( retransmt with different w ndow noni t or 49

46. 19. 85. 21 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

109. 64. 204. 102 i srael 147.237. 0. 120 [nil ui maka. i df . i |Bad TGP sequence :?a\:‘fm retransmt wth different wndow | o0 |49

37.26. 146. 145 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 49

46.19. 85. 179 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

37.26. 147. 229 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

46.19. 85. 237 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack rej ect 49

79.177. 149. 65 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

31.168. 81. 94 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nuniber noni t or 40

37.26.147. 137 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 36

2.54.146. 12 I'sr ael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

252 5 77 | srael 147. 237. 0. 120 il ui maka.i df . i Sreani ng Er_]gl ne: TGP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 85. 108 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 36

79.178.225.178 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

37.26.149.213 |lsrael 147.237.0. 120 |m| ui maka.i df .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 36

46. 16. 142. 100 |[Cyprus 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 32

37.142.68.141 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 27
Ret r ansni ssi on dr opped.

46.19. 85. 108 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber alert 26

46. 19. 85. 193 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 26

2.52.168. 169 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 26

94.230.86.112 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 25

46.19. 85. 193 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 25

109. 186. 168. 164 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 25

37.26.149. 190 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25
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46. 120. 18. 45 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 46. 120. 18. 45 B ock 13
46. 120. 18. 45 | srael 147.237.0.120|mluimaka.idf.i|D stributed PHP Attenpt B ock 8
212.179.21.194 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Mil ti pl e Unhaut hori zed URL Access from 212.179. 21. 194 B ock 5
87.68. 254. 48 | srael 147.237.0. 120 |m! ui maka. i df . i |Unhaut hori zed HTTP Met hod B ock 4
87. 68. 254. 48 | srael 147.237.0. 120 |ml uimaka. i df.i|Lhaut hori zed UR_ Access to ww nil uimaka.idf.il/sip storage/files/5/ B ock 3
31.168.123. 149 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Redundant HITP Headers in header Referer B ock 3
212.179.21.194 |lsrael 147.237.0. 120 |ml uimaka.idf.i|PHP Attenpt B ock 3
31.44.137.182 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthori zed URL Access from 31. 44. 137. 182 B ock 2
Unaut hori zed URL Access to
95. 86. 77. 185 | srael 147.237.0. 120 |m| ui maka. i df . i jwaw. m | ui m aka. i df . i |/ &a=u&ed=0ahukew 6nb_olv7kahvgszokhrx_ayOqf ggi maa |B ock 2
&usg=af gj cne5p7mdpntna58u2cj znf g7azoanw
- . .0 stributed Unaut hori zed URL Access on
2.54.39. 100 | srael 147.237.0. 120 |m| ui maka. i df . i v i | Ui maka, i df . i | / 1442- hel m | Ui m aspxa€23€7 B ock 2
212.143.90. 173 |lsrael 147.237.0. 120 |m! ui maka. i df . i |Lhknown Paranet er wb48617274 in ww mi |l ui maka.idf.il/scriptresource. axd B ock 2
37.142. 64. 36 | srael 147.237.0. 120 |mluimaka.idf.i|D stributed PHP Attenpt B ock 2
46. 120. 18. 45 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/aj ax/ updat est at us. php B ock 2
37.142. 64. 36 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw il ui maka.idf.il/xnrpc. php B ock 2
5.22.135. 196 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to www il ui maka. i df.il/1442-he/ m| ui m aspxa€?a€Z B ock 2
L . . {0 stributed Uhaut hori zed URL Access on
2.52.170. 143 | srael 147.237.0. 120 |m| ui maka. i df . i vy i | Ui m aka, i df . i | / 1442- he/ mi | Ui m aspxa€73€7 B ock 2
87. 68. 254. 48 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 87. 68. 254. 48 B ock 1
85. 250. 136. 113 |l srael 147.237.0.120 |mluimaka.idf.i|Mil tipl e Uhaut horized URL Access from 85. 250. 136. 113 B ock 1
212. 143.90. 173 |l srael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed URL Access to wwwu il uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
79.181. 119. 253 |l srael 147.237.0. 120 |ml uimaka.idf.i|D stri buted PH? Attenpt B ock 1
176. 13. 18. 104 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/1442-he/ m | ui m aspxa€- B ock 1
37.26. 146. 151 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unhaut hori zed URL Access to wwn mil ui maka.idf.il/1431-he/ m | ui m aspxa€?a€z B ock 1
85. 250. 136. 113 |l srael 147.237.0. 120 |ml ui maka. i df . i |lUhknown Paraneter Desk in wwy mil ui maka.idf.il/894-he/ ml ui maspx B ock 1
85. 64. 93. 168 | srael 147.237.0.120|mluimaka.idf.i|D stributed PHP Attenpt B ock 1
212.179.21.194 |lsrael 147.237.0. 120 |ml ui maka. i df. i |Uhaut hori zed URL Access to ww nil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
192.116. 232. 69 |Israel 147, 237. 0. 120 |nil ui maka i df . {NKNOWN Paramet er wbag617274 in . Bl ock 1
wan mil ui maka. i df . i | / shared/ aj ax/ cr eat ecapt chai nage. aspx
62.205.116. 98  |Bel gi um 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed UR. Access to waw nmil ui maka.idf.il/1442-he B ock 1
149. 88. 73. 50 | srael 147.237.0.120|mluimaka.idf.i|D stributed PHP Attenpt B ock 1
46. 19. 85. 234 | srael 147.237.0. 120 |mluimaka.idf.i|Mal formed URL http/1.1 B ock 1
Unhaut hori zed URL Access to
31.44.137.182 |lsrael 147.237.0. 120 |ml ui maka. i df . i jwaw. mi | ui m aka. i df . i |/ &a=u&ved=0ahukew f 8nBeup_kahwkwcwkhyl wbf oqf gghna |B ock 1
a&usg=af gj cne5p7mdpntna58u2cj znf g7azoanw
85. 250. 136. 113 |l srael 147.237.0. 120 |ml ui maka.i df.i |Lhknown Paraneter D in ww m | ui maka.idf.il/894-he/ ml ui maspx B ock 1
79.181.119. 253 |Israel 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 79. 181. 119. 253 B ock 1
185. 35. 62. 11 Sntzerland |147.237.0. 120 |ml uimaka.idf.iUhaut hori zed URL Access to 147.237.0. 120/ B ock 1
120. 141. 193. 113|Ml aysi a 147.237.0. 120 |ml uimaka.idf.i |Enai| collector robots 14 B ock 1
L . {0 stributed Unaut hori zed URL Access on
5.22.135.196 | srael 147.237.0. 120 |mluimaka. i df . i wow i | ui maka, i df . i |/ 1442- hel m | Ui m aspxa€23€7 B ock 1
85. 250. 136. 113 |Israel 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter Deskt in www mluimaka.idf.il/894-he/ ml ui maspx B ock 1
85. 64. 93. 168 | srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 85. 64. 93. 168 B ock 1
Lhi ted L . JURL is Above Root Drector
198.204. 249. 34 Sates 147.237.0. 120 ml urmaka. i df .1 v miluimaka.idf.il/. ./s)rl1ared/ user cont r ol s/ f oot er/ 1230- he/ m | ui m aspx Bl ock !
66.249.66.55 I srael 147. 237, 0. 120 |ril ui maka i of . (13U NOrT zed URL Access to Bock |1
wan il ui maka. i df . i |/ shar ed/ user cont r ol s/ header upper/
46. 19. 85. 234 | srael 147.237.0. 120 |ml uimaka. i df . i |Unaut hori zed HTTP Met hod B ock 1
149. 88. 73. 50 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 149. 88. 73. 50 B ock 1
85. 250. 136. 113 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhknown Paraneter De in waw ml uimaka.idf.il/894-he/ ml ui maspx B ock 1
79.181. 119. 253 |l srael 147.237.0. 120 |ml ui maka. i df. i |Uhaut hori zed URL Access to ww nil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
L . . - {URL is Above Root Director
185. 89. 217. 233 147.237.0. 120 |m| ui maka. i df . i o i | i maka.idf i1/ ./iynages/ shar ed/ hgy hp i con. png B ock 1
120. 141. 193. 113|Mil aysi a 147.237.0. 120 |mluimaka.idf.ileMi | Hboardi ng B ock 1
85. 250. 136. 113 |l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter Deskto in waw m | ui maka.idf.il/894-he/ m | ui maspx B ock 1
85. 64. 93. 168 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to ww nil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
207.46.13.17 | ted 147, 237. 0. 120 |nil ui maka i of . |Vt hori zed LRL Access to Bl ock 1
Sates wav m | ui maka. i df. il /tenpl at es/ honepage/ honepage. aspx
79.178. 148. 89 | srael 147.237. 0. 120 |nil uimaka.i df . i [Unhaut hori zed URL Access to wwn mil ui maka. i df .il/1442-he/ m | ui m aspxa€?a€z B ock 1
46.19. 85. 234 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown HITP Request Method |uimaspx in URL waww miluimaka.idf.ilhttp/1.1 B ock 1
149. 88. 73. 50 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to ww nil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
94.102. 49. 78 Net her | ands |147. 237. 0. 120 |nil ui maka. i df. i JUnaut hori zed UR. Access to savash. org/ B ock 1
31.168.123. 149 |Israel 147.237.0. 120 |ml uimaka. i df . i |[Redundant HITP Headers Ref erer B ock 1
85. 250. 136. 113 |l srael 147.237.0. 120 |ml ui maka.i df. i |Lhknown Paraneter Des in ww mlui maka.idf.il/894-he/ ml ui maspx B ock 1
L . . JUnaut hori zed URL Access to
79.181. 147. 208 |l srael 147.237.0. 120 |mluimaka. i df . i wiw i | ui maka, i df . i 1/ tenpl at es/ gener al / waw behat sdaa. org, i | B ock 1
61.135.190.72 |China 147.237.0. 120 |m!l ui maka.i df . i |Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1
192. 116. 232. 69 |lsrael 147.237.0.120|mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 192.116. 232. 69 B ock 1
141.212.122.193 g‘;:ﬁd 147.237.0. 120 |ml uimaka. i df.i|Unaut hori zed URL Access to 147.237.0. 120/ B ock 1
46. 19. 85. 234 | srael 147.237.0. 120 |mluimaka.idf.il|lllegal HITP \ersion B ock 1
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