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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
82. 80.217.70 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
107. 150. 60. 77 Lhited Sates 147.237.0.120 | uimaka.idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1




02-16-2016 to 02-17-2016

|Top Attackers In IPS|

Attacker Address |Attacker Go |Target Address |Ste |Davi ce Action
46. 120. 204. 172 | srael 147.237.0. 120 mluimaka.idf.il Q008: HITP: Xenu User Agent B ock 1
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Attacker Address
103. 53. 52. 107

| Attacker Geo

| Target Address
147.237.0. 120

|Ste
ml ui maka. i df.

| gnature
ET SCAN Potential SSH Scan

|Oount

195. 88. 209. 6

Russi an Federation

147.237.0.120

| ui maka. i df.

ET SCAN Potential VNC Scan 5900- 5920

94. 102. 49. 102

Net her | ands

147.237.0.120

m | ui maka. i df .

ET SCAN Potential VNC Scan 5900- 5920

185. 130. 5. 179

147.237.0.120

m | ui maka. i df.

ET SCAN NVAP -sS w ndow 1024

=y =Y =Y




02-16-2016 to 02-17-2016

|Top Attackers In FW |

A tacker

Devi ce

Geo Target Address |Ste Sgnature Action ‘Count

84.94.199.60 |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

147.236.38.29 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2025
Ret ransni ssi on dr opped.

84.228. 111. 120 |I srael 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 720
Ret r ansni ssi on dr opped.

87.68.41.74  |israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 666
Ret ransni ssi on dr opped.

79. 181. 145. 160 |l srael 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TQP Inval i d Invalid segent retransmssion. Packet drop 432
Ret r ansni ssi on dr opped.

2.54.135.223 [Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 225
Ret ransni ssi on dr opped.

2.52.0.72 I srael 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

2.54.162.22  [Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

94. 159. 157. 202 |I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

79. 176. 184. 210 |l srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

79.181. 118. 105 |I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

77.125. 126. 229 |I srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

2.54.62.142  |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.54.150.252 [l srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

2.54.178.110 |Israel 147.237. 0. 120 il ui maka. i of .i (2 " €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

62.219.238.10 |[Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

84.95.217.170 |lsrael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 122

62. 219. 198. 6 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100

46. 19. 86. 118 | srael 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack rej ect 100

109. 65. 202. 47 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100

109. 226. 17. 135 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 98

109. 67. 166. 179 |I srael 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet drop 90
Ret r ansn ssi on dr opped.

149. 78. 239. 136 |l srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 74

149. 78. 239. 136 [ srael 147. 237. 0. 120 [nil uimaka. i df .i |Bad TCP sequence SINFACK Tetransmt wth different rmoni t or 74

w ndow scal e

149.78.43.80 |israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

46. 19. 85. 65 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 61

79.176.198.55 |lsrael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 53

95.35.158.38 I srael 147.237. 0. 120 |l ui maka. i df .i |Bad TCP sequence SINFACK retransnit with different mnitor |52

w ndow scal e

46.117.19.102 |lsrael 147.237.0. 120 |ml ui maka.i df.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 49

46.19. 86. 183 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

2.52.36.242 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

37.26.149. 175 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

46. 19. 85. 85 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 36

46. 19. 85. 67 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 36

46. 19. 85. 67 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36

46.19. 85. 232 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

46. 19. 85. 85 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber alert 36

82.80. 140. 175 |l srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 36

198. 204. 249. 34 glattssd 147.237.0.120|mluimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |nonitor 32

46. 19. 85. 57 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 28

46. 19. 85. 65 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 26

89. 139. 185. 203 |l srael 147.237.0. 120 |m! ui maka.i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 85. 99 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 25

31.210. 187. 167 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 25

37.26. 146. 237 |l srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 25

87. 68. 69. 252 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

77.127.147.58 |lsrael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

79.177.176.94 |l srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence SYNretransmt wth different w ndow scal e [noni t or 22

79.177. 164.99 |Israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TQP Inval i d Invalid segment retransmssion. Packet drop 18
Ret r ansni ssi on dr opped.

207. 232. 12. 216 [ srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 18
Ret ransni ssi on dr opped.




02-16-2016 to 02-17-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste Sgnature ) Count
Ceo Action
212.179.21.194 |lsrael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 212.179. 21. 194 B ock 6
109. 67. 163. 199 |l srael 147.237.0.120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 109. 67. 163. 199 B ock 4
212.179.21.194 |lsrael 147.237.0. 120 |mluimaka.idf.i|D stributed PHP Attenpt B ock 3
81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv milui maka.idf.il/scriptresource. axd B ock 3
Unaut hori zed URL Access to
94.188. 161. 250 |Israel 147.237.0.120 |mluimaka. i df.ilww mluimaka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishurimas |B ock 3
px
109. 67. 163. 199 |lsrael 147.237.0. 120 |mluimaka.idf.i|D stributed PHP Attenpt B ock 2
79.182.115. 102 |lsrael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 79.182. 115. 102 B ock 2
185. 89. 217. 225 147. 237. 0. 120 |nil ui maka i of . [ L 'S Above Foot Drectory . Bl ock 1
wan il ui maka. i df.il /.. /i mages/ shared/ hp/ hp_i con. png
109. 160. 141. 34 |l srael 147.237.0. 120 |m | ui maka. i df . i |PHP At tenpt B ock 1
Unaut hori zed URL Access to
79.182.115. 102 |Israel 147.237.0. 120 |mluimaka.idf.illww mlui maka.idf.il/tenplates/honepage/ <ht m ><head><titl e>502 bad B ock 1
gat eway</ tit| e></ head><body bgcol or=
54. 166. 27. 225 g];::: 147.237.0. 120 |ml ui maka. i df . i |Unhaut hori zed URL Access to 147.237.0. 120/ B ock 1
149. 78. 32. 19 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw nmil ui maka. i df.il/aj ax/ updat est at us. php B ock 1
79.177. 34. 105 I srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthori zed URL Access from 79. 177. 34. 105 Bl ock 1
185, 89. 217. 226 147. 237. 0. 120 |nil ui maka. i of . [ L 'S Above Foot Drectory . B ock 1
v mi |l ui maka. i df.il/../images/ shared/ hp/ hp i con. png
109. 160. 141. 34 |l srael 147.237.0. 120 |mluimaka.idf.i|Uhaut hori zed URL Access to www nmil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
61. 135.190. 71 Chi na 147.237.0. 120 |ml uimaka. i df . i |Unhaut hori zed URL Access to 147.237.0. 120/ B ock 1
174.129. 237. 157 gﬁ;ttg: 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to waw mil ui maka.idf.il/21439-he/ mul ui maspx Bl ock 1
79.177. 34. 105 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed LR Access to ww mil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
2.54.186. 54 | srael 147.237. 0. 120 |nil uimaka. i df . i [Uhaut hori zed URL Access to wwwn mil ui maka.idf.il/1353-he/ nil ui m aspxa€?a€z B ock 1
Lhited - .. . JURL is Above Root Drectory
198.204. 249. 34 Sates 147.237.0. 120 | umaka. i df .| viwv il ui maka.idf.il/../shared usercontrol s/ header upper/ Bl ock !
149. 78. 32. 19 | srael 147.237.0. 120 |mluimaka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 149. 78. 32. 19 B ock 1
Lhi ted L . . . {Uhaut hori zed URL Access to
68.180.229. 121 Sates 147.237.0. 120 ! ui maka. i df .| v il ui maka. i df. i1/t enpl at es/ general / waw behat sdaa. org. i | Bl ock !
176.13.19. 176 I srael 147.237.0. 120 |ml ui maka. i df . i fUnaut hori zed URL Access to waw m | ui maka.idf.il/1431- Bl ock 1
109. 160. 141. 34 |Israel 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 109. 160. 141. 34 Bl ock 1
37.26. 146. 190 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to ww mil ui maka. i df.il/1431-he/ n| ui m aspxa€?a€Z B ock 1
212.76.125.186 |lsrael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 212, 76. 125. 186 B ock 1
149. 78. 32. 19 I srael 147.237.0. 120 |mluimaka.idf.i|PHP Attenpt Bl ock 1
107. 150. 60. 77 LSthlatt:sd 147.237.0. 120 |ml uimaka. i df . i fUnaut hori zed URL Access to www. 1916wh. conl Bl ock 1
79.177. 34. 105 | srael 147.237.0. 120 |mluimaka.idf.i|D stributed PHP Attenpt B ock 1
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