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W 77.126.168.73, |srael
212.179. 46. 189, |srael
W 213.57.111. 46, |srael
146. 185.57. 8, |srael
W 212.199. 154. 194, |srael
l 5.29.227.158, Israel
W 173.208. 206. 206, Wnited Sates
W 212.59. 30. 110, Lithuania
70.39.157.193, Lhited Sates
l 80.178. 144. 84, |srael




02-15-2016 to 02-16-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |9 gnature | Devi ce Action | P | ocati on. Locat i on

146. 185.57. 8 | srael 147.237.0. 120 mluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3
212.179. 46. 189 | srael 147.237.0. 120 mluimaka.idf.il Bl ock Wp Al Nets drop BBL- | srael 3
146. 185. 239. 100 Russi an Federation 147.237.0. 120 mluimaka.idf.il bl ock-sp-traf1 drop BBL- Fr ankf urt 1
173. 208. 206. 206 Lhited Sates 147.237.0.120 mluimaka.idf.il bl ock-sp-traf1 forward CP-Tehi | a 1
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02-15-2016 to 02-16-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste | gnature | count |
40. 118. 160. 70 Lhited Sates [147.237.0.120 |miluimaka.idf.il |ET SCAN Potential SSH Scan 1
188. 126. 77. 138 Sweden 147.237.0.120 |mluimaka idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.26. 147. 142 | srael 147.237.0.120 |mluimaka. idf.il |SERVER VWEBAPP generic server HITP Auth Header buffer overfl ow attenpt 1
183. 60. 48. 25 Chi na 147.237.0.120 |mluimaka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
212.59. 30. 110 Li t huani a 147.237.0.120 |mluimaka.idf.il |SERVER APACHE Apache Tontat V¢b Applicati on Manager access 1




02-15-2016 to 02-16-2016

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo Target Address|Ste Sgnature Action ‘Count

185.3.144.74  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 2984
Ret r ansn ssi on dr opped.

2.54.135. 27 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 2304
Ret r ansni ssi on dr opped.

79.180.48. 168 |l srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 2304
Ret r ansn ssi on dr opped.

82. 80. 58. 74 I'sr ael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 1800
Ret r ansni ssi on dr opped.

79.181. 145. 160 |Israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 1188
Ret r ansn ssi on dr opped.

109. 253. 137. 225|I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 1170
Ret r ansni ssi on dr opped.

109. 66. 19. 232 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 1156
Ret r ansn ssi on dr opped.

185. 3.147.207  |Israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 900
Ret r ansni ssi on dr opped.

87.68.41. 74 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 432
Ret r ansn ssi on dr opped.

79.181. 118. 105 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 360
Ret r ansni ssi on dr opped.

79.182. 103. 142 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 225
Ret r ansn ssi on dr opped.

79.181. 112. 201 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 180
Ret r ansni ssi on dr opped.

252 97 4 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret ransn ssi on dr opped.

79.178.51.233 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2 52 25 109 | srael 147. 237. 0. 120 |nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret ransn ssi on dr opped.

79.182.180. 175 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

84.228.111. 120 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret ransn ssi on dr opped.

46. 19. 85. 23 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 100

46. 19. 85. 23 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 100

2.52.149.217  |israel 147. 237. 0. 120 il ui maka. i df i " S3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . ) 90
Ret r ansni ssi on dr opped.

46. 19. 85. 166 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 84

46. 19. 86. 96 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 81

176.12. 160. 2 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 81

46. 19. 85. 166 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 81

46. 19. 85. 50 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 80

2.52.57.155 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 66

79.179.122.100 |lsrael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 64

62.219. 198. 6 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64

46.121. 95. 105 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64

79.181.170. 170 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 45

46.19. 85. 220 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 37

2.52.174.180 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 36

46. 19. 85. 238 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36

37.26.148. 232 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

109. 67. 152. 76 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

46. 19. 85. 245 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36

46. 19. 85. 245 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 36

192. 116. 239. 196l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber aert 36

37.26.148.133 |lsrael 147.237.0. 120 |ml ui maka.i df . i |SYN At t ack SYN -> SYN ACK - > RST rej ect 36

81.218.35.242 |l srael 147.237. 0. 120 |nil ui maka. i df .i [Bad TCP sequence fzg;e”ansm't withdifferent wndow —foiior [36

37. 26. 149. 147 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 36

46. 19. 85. 238 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 36

46. 19. 86. 96 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36

192. 116. 239. 196l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 36

80.179.114.27 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 33

80.179.114.27 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 32

46. 19. 85. 50 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 32

46.19. 85. 117 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 26

46. 19. 85. 221 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Invalid ACK nunber noni t or 26

46. 19. 85. 45 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 25




02-15-2016 to 02-16-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Jte Sgnature ) Count
Ceo Action
77.126.168. 73 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tiple Unhauthorized URL Access from 77.126. 168. 73 B ock 4
80. 178. 144. 84 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to v mil ui maka.idf.il/1316-he/ m | ui m aspxa€?a€Z B ock 1
5.29. 227. 158 | srael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed UR. Access to ww miluimaka.idf.il/xnirpc. php B ock 1
213. 57. 89. 98 | srael 147.237. 0. 120 |nil uimaka. i df . i [Uhaut hori zed URL Access to vy mil ui maka.idf.il/1325-he/ m | ui m aspxa€?a€z B ock 1
- . . {0 stributed Uhaut horized URL Access on
109. 67.137. 112 |l srael 147.237.0. 120 |m| ui maka. i df . i wa i | Ui m aka, i df . i |/ 1325- he/ m | Ui m aspxa€?a€7 B ock 1
77.126.168. 73 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter Desk in wwy nil ui maka.idf.il/894-he/ ml ui maspx B ock 1
Lhited - . . {0 stributed Uhknown Paraneter on
70.39.157.193 Sates 147.237.0. 120 ! uimaka. i df .1 wan il ui maka. i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter & Bl ock !
Unhaut hori zed URL Access to
213.151.41.99 | srael 147.237.0.120 |ml uimaka. i df . i lwawv mi | ui m aka. i df . i|/&a=u&ed=0ahukew 02- uuuvr kahvdj q8khynDasi gf ggi maa& |B ock 1
si g2=695t or kvi | mnecgxwdr 6vbw&usg=af gj cne5p7m@pntna58u2cj znf g7azoanw
212.59.30.110 |Lithuania 147.237.0. 120 |ml uimaka. i df . i |Unaut hori zed URL Access to 147.237.0. 120/ nanager/ ht m B ock 1
- . . {0 stributed Lhaut horized URL Access on
81.218.56.171 | srael 147.237.0. 120 |mluimaka. i df . i wiw il Ui maka, i of . i 1/si p_storagel fil es/ 5/ 1935, gi f B ock 1
77.126.168.73 |lsrael 147.237.0. 120 |ml ui maka.i df. i |Uhknown Paraneter D in ww m | ui maka.idf.il/894-he/ ml ui maspx B ock 1
- . . {0 stributed Lhaut hori zed URL Access on
46. 19. 85. 85 | srael 147.237.0. 120 |m| ui maka. i df . i wh i | Ui m aka i df . i 1 /1325- he/ m | Ui m aspxa€23€7 B ock 1
213.57.111. 46 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 213.57. 111. 46 B ock 1
128. 232. 110. 28 z";ggom 147.237.0. 120 |nil ui maka. i df . i |Unaut hor i zed URL Access to 147. 237. 0. 120/ Bock |1
77.126.168. 73 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter Deskt in ww mluimaka.idf.il/894-he/ ml ui maspx B ock 1
Lhited - . . - {Uhaut hori zed URL Access to
70.39.157.193 g o o 147.237.0. 120 mlurmaka i of 1) 0| G moaka, i df . 1/ 894- hel mai |t o: noked il ui m@i | i df i | Bl ock !
2.54.163. 233 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to ww mil ui maka. i df.il/1316- he/ m| ui m aspxa€?a€Z B ock 1
212.199. 154. 194|l srael 147.237.0.120|ml uimaka.idf.i|Uaut hori zed UR. Access to wwu il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1
81.218. 241. 25 | srael 147.237.0. 120 |m! ui maka. i df . i |hknown Paranet er wb48617274 in www mluimaka.idf.il/ B ock 1
77.126.168. 73 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paranmeter De in wan ml ui maka.idf.il/894-he/ ml ui maspx B ock 1
46.19. 86. 152 | srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to waw m | ui maka.idf.il/1325-he/ m | ui maspxé€- B ock 1
213.57.111. 46 | srael 147.237.0. 120 |ml uimaka.idf.i|PHP Attenpt B ock 1
173. 208. 206. 206 g];::: 147.237.0. 120 |ml uimaka.i df . i |Unaut hori zed URL Access to wwww 1916wh. comd B ock 1
77.126.168. 73 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter Deskto in waw m | ui maka.idf.il/894-he/ ml ui maspx B ock 1
Lhi ted - . . . {Uhknown Paraneter & in
70.39.157. 199 Sates 147.237.0. 120 m| urmaka. i df .1 vy mi | ui maka. i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
5.29. 227. 158 | srael 147.237.0.120|ml uimaka.idf.i|PHP Attenpt B ock 1
212.199. 154. 194|l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv milui maka.idf.il/scriptresource. axd B ock 1
84.110. 36. 69 | srael 147.237.0. 120 |ml ui maka. i df . i |Lhknown Paraneter _ in waww nil ui maka.idf.il/894-he/ nil ui maspx B ock 1
77.126.168. 73 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter Des in waw ml uimaka.idf.il/894-he/ ml ui maspx B ock 1
66. 249. 81. 227 | srael 147.237. 0. 120 |nil uimaka.i df . i [Unaut hori zed URL Access to v mil ui maka.idf.il/1316-he/ m | ui m aspxa€?a€Z B ock 1
213.57.111.46 |lsrael 147.237.0. 120 |ml ui maka. i df. i |Uhaut hori zed URL Access to ww nil ui maka.idf.il/aj ax/ updat est at us. php B ock 1
198. 20. 69. 74 Lshlmt:s 147.237.0. 120 |ml ui maka. i df . i fUnhaut hori zed URL Access to 147.237.0. 120/ B ock 1
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