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Top Attackers

66. 249. 81. 224, | srael

192. 118. 27. 253, | srael
169.229.3.91, Lhited Sates
82.80.217.70, |srael

31. 168. 225. 146, |srael
66.249.81.230, Lhited Sates
212.179. 46. 189, |srael
81.218. 159. 66, | srael
222.186. 130. 223, China
95.86.123.9, Israel




02-14-2016 to 02-15-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |9 gnature | Devi ce Action |CPlocation. Location |Count |
66. 249. 81. 224 | srael 147.237.0.120 |niluimaka.idf.il |TQP handshake violation, first packet not syn drop BBL- Fr ankf urt 210
31. 168. 225. 146 | srael 147.237.0.120 |mluimaka.idf.il |B ock Udp Al Nets drop BBL- | srael 3

82. 80. 217. 70 | srael 147.237.0.120 |nmiluimaka.idf.il |Block Udp All Nets drop BBL- | srael 3
212.179. 46. 189 | srael 147.237.0.120 |nmiluimaka.idf.il |Block Udp All _Nets drop BBL- | srael 3
222.186.130. 223 |China 147.237.0.120 |mluimaka. idf.il |Frk_Under Attack Con Htp dr op BBL- Fr ankf urt 2
222.186.130. 223 |[China 147.237.0.120 |mluimaka.idf.il |FFk Purple Gon Limt Htp drop BBL- Fr ankf urt 1
81.218. 56. 125 | srael 147.237.0.120 |mluimaka.idf.il |B ock UWdp All Nets drop BBL.- | srael 1

109. 66. 0. 130 | srael 147.237.0.120 |mluimaka. idf.il |L4 Source or Dest Port Zero drop BBL- | srael 1




02-14-2016 to 02-15-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



02-14-2016 to 02-15-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |gte

|9 gnature | count |
66. 249. 81. 230 Lhited Sates |147.237.0.120 | uimaka.idf.il ET SCAN NVAP -sA (2) 3
40. 76. 48. 99 Lhited Sates |147.237.0.120 il uimaka.idf.il ET SCAN Potential SSH Scan 1
123. 220. 251. 190 Japan 147.237.0. 120 mluimaka.idf.il SERVER- APACHE Apache Tontat Wb Appli cati on Manager access 1




02-14-2016 to 02-15-2016

|Top Attackers In FW |

A tacker

Geo Target Address |Ste Sgnature

2.52.15.149  |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 3033
Ret r ansni ssi on dr opped.

79. 180. 154. 208 |l srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.

2.54.59.119  |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

62.219. 151. 187 [ srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.

82.102. 184. 211 |I srael 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TQP Inval i d Invalid segent retransmssion. Packet drop 1332
Ret r ansni ssi on dr opped.

79. 181. 118. 105 i srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 450
Ret r ansn ssi on dr opped.

79. 176. 184. 210 |I srael 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 432
Ret r ansni ssi on dr opped.

2.54.167.23  [Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 414
Ret r ansn ssi on dr opped.

2.54.63.185  |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 369
Ret r ansni ssi on dr opped.

46.19. 86. 116 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack rej ect 289

79. 181. 145. 160 I srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 288
Ret r ansn ssi on dr opped.

79. 180. 127. 208 i srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 234
Ret r ansni ssi on dr opped.

2.54.175.7 I srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segent retransmssion. Packet drop 225
Ret r ansn ssi on dr opped.

81. 218. 204. 248 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |noni t or 188

46.19.85.34  |lsrael 147. 237. 0. 120 |nil ui maka i of . {2/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

185. 120. 125. 24 147 237. 0. 120 il vi maka.i df i S rean ng &gl ne: TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansn ssi on dr opped.

2.52.17.160  |Israel 147.237. 0. 120 il ui maka. i of .i (" €M N9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

46.19.86.116  |Israel 147.237. 0. 120 |nil vi maka. i df .i |Bad TCP sequence SINHAK retransmt with different moni t or 121

w ndow scal e

37.46. 39. 44 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 121

81.218. 204. 248 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 111

81.218. 204. 248 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 106

79.176.232. 187 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 103

2.54.60.225  |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 90
Ret r ansni ssi on dr opped.

149.78.43.80 |l srael 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 90
Ret ransni ssi on dr opped.

46.19. 86. 116 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 82

79. 180. 210. 230 i srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 81
Ret r ansni ssi on dr opped.

37.46. 38. 224 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 81

2.52.18.112  |israel 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet drop 81
Ret r ansn ssi on dr opped.

2.52.40. 22 | srael 147.237.0. 120 |ml ui maka.i df.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 65

149. 88. 246. 189 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64

46. 19. 85. 140 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64

81.218. 68.234 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 64

109. 64. 163. 90 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence noni t or 52

46.19. 86. 176 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 51

2.52.139. 57 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 50

79.179. 116. 183 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

46.19. 86. 163 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 40

82.81.13.170 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 40

46. 19. 86. 75 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 38

46.19. 86. 116 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 37

87.69.219. 104 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 36

46. 19. 85. 69 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 36

77.125.13.200 |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.

46.19. 85. 21 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 36

46. 19. 85. 69 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 36

77.125. 108. 214 i srael 147.237. 0. 120 il ui maka. i of i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 36
Ret ransni ssi on dr opped.

89. 139. 150. 64 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

109. 67. 34. 29 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

2.54.144.47  |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.

46.19.86.75  |Israel 147.237.0. 120 |nil uimaka i df.i {Bad TCP sequence SINRAK retransmt with different moni t or 29

w ndow scal e




02-14-2016 to 02-15-2016

|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Ste Sgnature

‘Count

Ceo Action
192. 118. 27. 253 |l srael 147.237.0. 120 |mluimaka.idf.iIMil ti pl e Unaut hori zed URL Access from 192. 118. 27. 253 B ock 8
192. 118. 27. 253 |l srael 147.237.0. 120 |ml ui maka.i df . i {Unaut hori zed HTTP Met hod Bl ock 7
46. 19. 86. 25 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to wwv mil uimaka.idf.il/1438 B ock 3
81. 218. 159. 66 | srael 147.237.0. 120 |ml ui maka. i df.i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/1439he/ m | ui m aspx B ock 3
95. 86. 123. 9 | srael 147.237.0. 120 |ml ui maka.idf.iMil tipl e Unaut hori zed URL Access from 95. 86. 123. 9 B ock 3
192.116. 166. 6 I srael 147.237.0.120|ml uimaka.idf.i D stributed Uhaut hori zed URL Access on wan mil ui maka. i df.il/1438 B ock 2
87.69. 130. 233 | srael 147.237.0. 120 |ml ui maka. i df . i {Uhaut hori zed URL Access to waw mi | ui maka.idf.il/xnmrpc. php B ock 1
- . .JD stributed Uhaut horized URL Access on
80.178.190. 178 |[Israel 147.237.0. 120 |mluimaka.idf.i wa i | ui m aka, i df . i |/ 1439- he/ mi | Ui m aspxa€2a€7 B ock 1
212.143.173. 198|l srael 147.237.0. 120 |ml uimaka. i df.i|Lhaut hori zed URL Access to wwn nil uimaka.idf.il/sip storage/files/5/ 1935. gi f B ock 1
2.54.158. 67 I srael 147.237.0. 120 |ml uimaka. i df . i {Uhaut hori zed URL Access to waw nmil ui maka. i df.il/894-he/ m | ui maspx. Bl ock 1
141. 212.122. 112 gﬁ;ttg: 147.237.0. 120 |ml ui maka. i df . i {Unaut hori zed URL Access to /X B ock 1
109. 66. 151. 125 |lsrael 147.237.0. 120 |mil uimaka. i df . i {Uhaut hori zed URL Access to wau nil ui maka.idf.il/1439-he/ nil ui maspxa€?a€Z |B ock 1
82. 80. 192. 100 | srael 147.237.0. 120 |ml uimaka. i df.iUhaut hori zed UR. Access to niluimaka.idf.il/1439-he B ock 1
- . . . |Dstributed Whaut horized URL Access on
217.132.129. 157 |l srael 147.237.0. 120 |mluimaka.idf.i o i | ui m aka, i df . i |/ 1439- he/ mi | i m aspxa€?a€7 B ock 1
Lhi ted A . . . JURL is Above Root Drectory
198.204. 249. 34 Sates 147.237.0. 120! uimaka. i df .| wwn il ui maka.idf.il/../shared/ usercontrol s/ header upper/ Bl ock !
46.19. 86.7 I srael 147.237.0. 120 |ml ui maka. i df . i {Unaut hori zed URL Access to waw nil ui maka.idf.il/1438 B ock 1
- - R A AT AeR AROR —
169. 229. 3. 91 Whited 147 237. 0. 120 mi1 Ui maka. i f . i II~I egal Byte Code Character in Method @HAAAAT, AEAR AA?AR [ #4] ] JOAS B ock 1
Sates | A[ [#24] ]
123. 220. 251. 190|Japan 147.237.0. 120 |ml ui maka. i df.i {Uhaut hori zed URL Access to 147.237.0. 120/ manager/ ht m B ock 1
93.172.58. 137 | srael 147.237.0. 120 |ml ui maka. i df.ilUhaut hori zed URL Access to waw nmil ui maka.idf.il/1439he/ m | ui m aspx B ock 1
80.178.190. 178 |l srael 147.237.0. 120 |nil uimaka. i df . i {Unaut hori zed URL Access to wawn nil ui maka.idf.il/1439-he/ nil ui maspxa€?a€Z |B ock 1
212.143.173. 198|l srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Paranet er wh48617274 in waw ml uimaka.idf.il/scriptresource. axd B ock 1
31.168. 185.0 | srael 147.237.0. 120 |ml uimaka. i df . i fUhaut hori zed URL Access to www mil ui maka. i df . il/1439-he/ mul ui m aspx B ock 1
149. 78. 26. 82 | srael 147.237.0. 120 |nil uimaka. i df . i |Unaut hori zed URL Access to www mil ui maka. i df.il/1435-he/ m| ui m aspxa€?a€Z |H ock 1
A . . . |Dstributed Whaut horized URL Access on
109. 67.15. 75 | srael 147.237.0.120 |mluimaka.idf.i i | Ui m aka, i df . i |/ 1439- he/ mi | i m aspxa€2a€7 B ock 1
82.166. 233. 145 |l srael 147.237.0. 120 |ml uimaka. i df . i fUhaut hori zed URL Access to waw mi | ui maka.idf.il/1325-heni | ui maspx Bl ock 1
212.143.90. 173 |l srael 147.237.0. 120 |ml uimaka. i df . i lLhaut hori zed URL Access to wwn il uimaka.idf.il/sip storage/files/5/ 1935. gi f Bl ock 1
A . . . |Dstributed Whauthorized URL Access on
2.54.50. 155 | srael 147.237.0. 120 |mluimaka.idf.i i | ui m aka, i df . i |/ 1439- he/ mi | Ui m aspxa€2a€7 B ock 1
169. 229.3.91 LSthlatt:sd 147.237.0.120|mluimaka.idf.illl1legal Byte Gde Character in URL B ock 1
139.181.48.2 g];::: 147.237.0.120 |mluimaka.idf.i{Mil ti pl e Unaut hori zed URL Access from 139. 181. 48. 2 B ock 1
95. 86. 116. 26 | srael 147.237.0. 120 |ml ui maka. i df . i lUhaut hori zed URL Access to waw nil ui maka. i df.il/1438he/ il ui m aspx Bl ock 1
213.8.71.26 I srael 147.237.0. 120 |ml uimaka. i df . i llhaut hori zed URL Access to wwn mil uimaka.idf.il/sip storage/files/5/ 1935. gi f Bl ock 1
37.26. 148. 243 I srael 147.237.0. 120 |ml uimaka. i df . i {Unaut hori zed URL Access to waw nil ui maka.idf.il/1439-he/ m | ui maspxa€?a€Z |B ock 1
Lhi ted A . . lUhaut hori zed URL Access to
157.85. 39. 229 Sates 147.237.0. 120 | uimaka. i df .| wan mi | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
122.201.19. 100 |Mongolia 147.237.0.120|mluimaka. i df.i|Enail collector robots 14 B ock 1
87.69. 130. 233 I srael 147.237.0. 120 |ml uimaka.i df.i |PHP Att enpt Bl ock 1
61. 135. 190. 69 Chi na 147.237.0.120|ml ui maka.i df . i {Unaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
212.143.90. 173 |Israel 147.237.0. 120 |m| ui maka. i df . i |{Lhknown Par anet er wb48617274 in www m | uimaka.idf.il/scriptresource. axd B ock 1
A . . . |Dstributed Whaut horized URL Access on
2.54.135.130 | srael 147.237.0.120 |mluimaka.idf.i W i | Ui m aka, i df . i |/ 1439- he/ mi | i m aspxa€?a€7 B ock 1
Lhi ted o .. lUnknown HTTP Request Method @YAA:A:AT; AcAe AA?AG] [ #4]] JOAS
169. 229.3.91 Sates 147.237.0. 120 |mluimaka.idf.i Iﬁp[[#24]] in WL B ock 1
139. 181.48.2 Lsh'mt:: 147.237.0. 120 |ml ui maka. i df . i fUhaut hori zed URL Access to waww nil ui maka.idf.il/tenpl at es/ honepage/ 0 B ock 1
81. 218. 241. 26 I srael 147.237.0. 120 |ml ui maka. i df . i fUnknown Paraneter wb48617274 in waww mluimaka.idf.il/ Bl ock 1
213.8.71.26 I srael 147.237.0. 120 |m | ui maka. i df . i {Uhknown Paraneter wh48617274 in waw m |l uimaka.idf.il/scriptresource. axd Bl ock 1
192.118. 27. 253 |l srael 147.237.0. 120 |m| ui maka. i df . i |Lhaut hori zed UR. Access to vww mluimaka.idf.il/sip storage/files/5/ B ock 1
46. 19. 85. 59 | srael 147.237.0. 120 |mil uimaka. i df . i {Uhaut hori zed URL Access to wan nil ui maka.idf.il/1438-he/ nil ui maspxa€?a€Z |B ock 1
169. 229. 3. 91 g‘;ttees 147.237.0. 120 |m| ui maka.i df.ijAbnornmal | y Long Request net hod B ock 1
122.201.19. 100 |Mongol i a 147.237.0. 120 |ml uimaka.i df.ileMi | Hoardi ng Bl ock 1

02-14-2016 to 02-15-2016




