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02-13-2016 to 02-14-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
79.177. 149. 88 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3




02-13-2016 to 02-14-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste |Davi ce Action |Count
155. 94. 254. 143 Lhited Sates |147.237.0.120 mluimaka idf.il [16634: HITP. Apache HITP Server nod_status Request B ock 1




02-13-2016 to 02-14-2016

|Top Attackers In |D|

Attacker Address
94. 230. 86. 239
59.45.79. 117
83.220.171. 102

| Attacker Geo

| srael

Chi na

Russi an Federation

| Target Address
147.237.0. 120
147.237.0. 120

|gte
nil uimaka.idf.il
nluimaka. idf.il

| gnature
ET SCAN NVAP -sA (2)

|Count

147.237.0.120

miluimaka. i df.il

ET SCAN Potential SSH Scan

ET SCAN Potential SSH Scan




02-13-2016 to 02-14-2016

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo ‘Tar get Address|Ste Sgnature Action ‘Count
193.37.128. 175 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 6912
Ret r ansni ssi on dr opped.
79.179.5.116  |israel 147.237. 0. 120 il vi maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 2304
Ret r ansn ssi on dr opped.
79.179. 206. 138 |l srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 864
Ret r ansni ssi on dr opped.
79.176.184. 210 |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 468
Ret r ansn ssi on dr opped.
2.54.172.162  |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 450
Ret r ansni ssi on dr opped.
109. 65. 34. 253 [Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 414
Ret r ansn ssi on dr opped.
79.179.55.114 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.
185. 120. 126. 31 147.237.0. 120 |ml ui maka. i df .i|dr op SAMrul e drop 233
79.182.59.44  [Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
149.78.43.80  |Israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.
79.183. 126. 235 [l srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
109. 66.213. 18 |Israel 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 90
Ret r ansni ssi on dr opped.
2.54.25. 245 I'srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 81
Ret r ansni ssi on dr opped.
46.19. 86. 182 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 65
46.121.91. 145 |Israel 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN - > SYN ACK -> Ti neout rej ect 59
L R SYNPAXK retransnmit with different .
46.121. 91. 145 | srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence . noni t or 49
w ndow scal e
84.228.5.120  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 45
Ret r ansni ssi on dr opped.
46. 19. 85. 154 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 36
213. 8. 204. 65 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 30
84.110. 211. 82 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 25
213.8.204.65  |Israel 147.237. 0. 120 |nil uimaka i f . i {Bad TCP sequence SYNPACK Tetransmt wth different monitor |22
wi ndow scal e
5.102.242.194 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 21
77.126.167. 244 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, ) 18
Ret r ansni ssi on dr opped.
84.111.224. 201 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 16
5. 29. 59. 242 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 16
46. 19. 86. 120 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 16
213.57.215.42 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 16
46.19.85.186  |Israel 147.237.0. 120 |nil uimaka. i df . i |Bad TCP sequence SYNFACK Tetransmit with different rmoni t or 16
W ndow scal e
77.127.126.23 |lsrael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
84.111.224.201 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 16
77.127.126.23  |israel 147.237. 0. 120 il uimaka. i of . i |Bad TCP sequence SINHAK retransmt with di fferent moni t or 16
W ndow scal e
213.57. 215. 42 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 13
31.210.188. 126 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 10
5.22.135.101 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 10
46.121.18.5 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9
2 54 56.114 | st ael 147. 237 0. 120 il vi maka.i df . i Sreannng Et:lgl ne: TGP Invalid Invalid segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
46. 19. 85. 150 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 9
79.176. 26. 61 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 9
79.176.130.67 | srael 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
37.46. 38. 205 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 9
5.102. 195. 157 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 9
5.22. 135. 93 I'sr ael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 9
Ret r ansn ssi on dr opped.
2 54.38.59 | srael 147. 237. 0. 120 it ui m akas i df . i Sreani ng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
149.78.45.222  |israel 147.237. 0. 120 |nil vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 9
Ret r ansn ssi on dr opped.
46.19.85.171 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9
5.22.135.176 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 6
188. 120. 148. 197l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
31.210.187. 77 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
5. 29.54. 96 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
31.210.188. 127 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4




02-13-2016 to 02-14-2016

|Top Attackers In V\AF|

At acker

Devi ce

Geo Target Address |Jte Sgnature Acti on ‘Oount
87.69.223.222 |lsrael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw mil ui maka.idf.il/1435 Bl ock 2
61. 135. 190. 198 |Chi na 147.237.0. 120 |ml uimaka. i df . i |Unaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
Unaut hori zed URL Access to
95. 86. 95. 98 | srael 147.237.0. 120 |m| ui maka. i df . i jwwn mi | ui m aka. i df . i | / &a=u&ved=0ahukew u66l f upxkahuet r okhf | - cnogf ggi maadsi g2 |B ock 1
=j qgbj 9ci yyl 2zbuzbl 6hr g&usg=af gqj cne5p7mdpntma58u2cj znf g7azoanw
64. 79. 85. 205 g"alt:g 147.237.0. 120 |m| ui maka. i df . i |Lhaut hori zed LRL Access to mil uimaka.idf.il/shared/ usercontrol s/ header upper/ Bl ock 1
199. 255. 138. 45 gq;;;‘: 147.237.0. 120 |mluimaka. i df .i |Enai | collector robots 14 Bl ock 1
80. 246. 133. 134 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw il ui maka.idf.il/1435 Bl ock 1
199. 255. 138. 45 g:att:: 147.237.0. 120 |mluimaka.idf.illeMi| Hboarding Bl ock 1
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