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02-12-2016 to 02-13-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address \Ste |Sgna1ure |Davi ce Action |Oount |
188. 165. 15. 64 France 147.237.0. 120 mluimaka. idf.il @28: HITP. AhrefBot craw er B ock 1
188. 165. 15. 27 France 147.237.0. 120 mluimaka.idf.il @28 HITP. AhrefBot craw er B ock 1




02-12-2016 to 02-13-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature |count |
59.45.79. 117 Chi na 147.237.0. 120 nmluimaka.idf.il ET SCAN Potential SSH Scan 2
74.122.192.101 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
125. 212. 232. 146 i et nam 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
187.95. 18. 51 Brazil 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
208. 115. 124. 106 Lhited Sates 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
125. 212. 232. 146 \i et nam 147.237.0. 120 | uimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 179 147.237.0. 120 nmluimaka.idf.il ET SCAN Potential SSH Scan 1
195. 88. 209. 6 Russi an Federation 147.237.0. 120 | uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




02-12-2016 to 02-13-2016

|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |Ste dgnature

79.178.152.38 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 4823
Ret r ansn ssi on dr opped.

79.176.128.44 |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.

109.65.25.52  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 2025
Ret r ansn ssi on dr opped.

2.54.181.0 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 612
Ret r ansni ssi on dr opped.

2 54.174. 92 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 450
Ret r ansn ssi on dr opped.

79.176.184. 210 |israel 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 432
Ret r ansni ssi on dr opped.

149.78.43.80  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 288
Ret r ansn ssi on dr opped.

109. 67. 41. 186 |l srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 288
Ret r ansni ssi on dr opped.

79.179. 206. 138 |l srael 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 288
Ret r ansn ssi on dr opped.

109. 64. 117. 68 | srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

46. 19. 86. 2 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 193

185. 120. 125. 57 147. 237. 0. 120 |nil ui maka.i df . i Sreani ng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

79.181.118. 105 [Israel 147. 237. 0. 120 il ui maka. i df i [ " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 144
Ret r ansni ssi on dr opped.

84.228.111.120 |Israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.

109. 65. 185. 186 |l srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 144
Ret r ansni ssi on dr opped.

79.179.55.114 |israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.

79.182.142.9  [israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet 144
Ret r ansni ssi on dr opped.

84.228. 202. 188 |israel 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 144
Ret r ansni ssi on dr opped.

46. 19. 85. 92 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 65

80. 74. 107. 118 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

46. 19. 86. 2 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 37

5.22.131. 71 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36

5.22.131. 71 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 36

149. 78. 146. 229 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 25

46. 19. 85. 18 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 25

79.182. 59. 44 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 25

46. 19. 85. 30 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

37. 46. 38. 23 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 18

37.142.64. 29 | srael 147.237.0. 120 |ml ui maka.i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 16

79. 182. 160. 49 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 16

46. 19. 85. 18 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 16

149.78.192. 193 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 16

149. 78.192. 193 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 16

84.228.130. 149 |Israel 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16

93.172.157.99 |lsrael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 16

77.125.151. 17 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

40.77.167. 68 g‘;ttees 147.237.0. 120 |m| ui maka.i df.ildrop SAMrul e drop 12

79.180. 14. 158  |Israel 147. 237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

2.52.30.41 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9

46. 19. 85. 30 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9

79.183. 15. 216 | srael 147. 237. 0. 120 nil ui maka.i df . i Srearmng Er_19| ne: TP Invalid Inval i d segnent retransnission. Packet drop 9
Ret ransn ssi on dr opped.

73. 202. 246. 27 LShIaIts: 147.237.0. 120 |ml uimaka.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 9

84.109. 241. 169 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

46.120. 181. 192 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9

84.110. 108. 205 |l srael 147.237.0. 120 |ml uimaka. i df . i Strean i Er_1g| ne: TP Invalid Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

46. 19. 85. 44 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 8

2.52.23.192 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

203. 124. 120. 217|S ngapor e 147.237.0. 120 |ml ui maka. i df . i |dr op SAMrul e drop 5

46.117.16.175 |Israel 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Invalid ACK nunber noni t or 4

46. 19. 86. 74 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Ste

Sgnature

Devi ce

‘Count

Geo Action
87. 68. 62. 196 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unhaut hori zed URL Access from 87. 68. 62. 196 B ock 16
212.76. 125. 64 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 212. 76. 125. 64 B ock 2
37 46. 38. 23 — 147 237. 0. 120 nil ui maka. i df . i Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL/ Paraneter(+) from B ock 1
37.46. 38. 23
Uhaut hori zed URL Access to
212.76. 125. 64 | srael 147.237.0. 120 |ml ui maka. i df . i jwawwv mi | ui maka. i df.il/1230-he/ m | ui m aspx&a=u& ed=0ahukew qOn65zvhkahxj dp |B ock 1
okhvznbgagf ggl nae&usg=af gj cnf 7xdcssyxsr nr r ve8uj ugl nf gysg
87.68. 62. 196 | srael 147.237.0. 120 |m | ui maka. i df . i |Lhknown Paraneter cellularTyp in wan mlui maka.idf.il/1422-he/ il ui maspx B ock 1
87.68. 62. 196 | srael 147.237.0. 120 |m | ui maka. i df.i |Lhknown Paraneter cell in ww nmlui maka.idf.il/1422-he/ nm| ui maspx B ock 1
46.19. 85. 74 | srael 147.237.0. 120 |l uimaka. i df . i [Unaut hori zed URL Access to waw mil ui maka.idf.il/1436-he/ nil ui m aspxa€?a€Z B ock 1
141. 212. 122. 177 g‘;tt:: 147.237.0. 120 |m| ui maka. i df . i fUhaut hori zed URL Access to 147.237.0. 120/ B ock 1
87.68. 62. 196 | srael 147.237.0. 120 |m| ui maka. i df. i |Lhknown Paraneter cellular in vww nmlui maka.idf.il/1422-he/ nil ui maspx B ock 1
87.68. 62. 196 | srael 147.237.0. 120 |ml ui maka. i df. i |Lhknown Paraneter ¢ in ww nmlui maka.idf.il/1422-he/ m| ui maspx B ock 1
37.142. 64. 36 | srael 147.237.0. 120 |mluimaka. i df.i |PHP Att enpt B ock 1
87. 68. 62. 196 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter v in ww mlui maka.idf.il/1422-he/ m | ui maspx B ock 1
87. 68. 62. 196 | srael 147.237.0. 120 |m| ui maka. i df . i |Lhknown Paraneter cel lu in v m | ui maka.idf.il/1422-he/ m| ui maspx B ock 1
66. 249. 78. 191 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed UR. Access to wwu il ui maka.idf.il/tenpl ates/sitenap/sitenap. aspx |B ock 1
Uhaut hori zed URL Access to
149. 88. 178. 145 |l srael 147.237.0.120 |ml uimaka. i df .iww mil uimaka.idf.il/tenpl ates/general /waw i shurimaka.idf.il/1044-he/ishurimas |B ock 1
pXx
87.68. 62. 196 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhknown Paraneter cellularT in ww nmlui maka.idf.il/1422-he/ ml ui maspx B ock 1
87. 68. 62. 196 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter ce in ww mlui maka.idf.il/1422-he/ m| ui maspx B ock 1
37.142. 64. 36 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to waw m | ui maka.idf.il/xnrpc. php B ock 1
87. 68. 62. 196 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter vi in www mlui maka.idf.il/1422-he/ ml ui maspx B ock 1
87. 68. 62. 196 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter cel lul in ww il ui maka.idf.il/1422-he/ nil ui maspx B ock 1
80. 246.133. 33 |l srael 147.237.0. 120 |m| ui maka. i df .i |Lhaut hori zed URL Access to wwu mi |l ui maka.idf.il/1435 B ock 1
2.54.62.173 | srael 147.237.0. 120 |mi| uimaka. i df . i [Uhaut hori zed URL Access to www nil ui maka.idf.il/1316-he/ nil ui m aspxa€?a€z B ock 1
87.68. 62. 196 | srael 147.237.0. 120 |m | ui maka. i df . i |Lhknown Paraneter cellul arTy in ww nilui maka.idf.il/1422-he/ m| ui maspx B ock 1
87.68. 62. 196 | srael 147.237.0. 120 |m | ui maka. i df. i |Lhknown Paraneter cel in www mlui maka.idf.il/1422-he/ ni| ui maspx B ock 1
37.142.207.148 |Israel 147.237. 0. 120 [ril ui maka i o . [ 18U NOr 1 2ed URL Access to Bock |1
wawe m | ui maka. i df . il /tenpl at es/ honepage/ honepage. aspx
87.68. 62. 196 | srael 147.237.0. 120 |ml ui maka. i df.i|Uhknown Paraneter vir in wwy nmluimaka.idf.il/1422-he/ nil ui maspx B ock 1
87.68. 62. 196 | srael 147.237.0. 120 |m | ui maka. i df.i |Lhknown Paraneter cellula in ww nmlui maka.idf.il/1422-he/ m | ui maspx B ock 1
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