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02-10-2016 to 02-11-2016

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address | gnature | Device Action |DP.location. Location |Count |
66. 249. 81. 230 | srael 147.237.0.120 |niluimaka. idf.il |TCP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 179
66. 249. 81. 227 | srael 147.237.0.120 |niluimaka idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 159
212.179.54.237 |lsrael 147.237.0.120 |mluimaka idf.il |B ock Udp Al Nets drop BA.- | srael 6
79.178. 56. 146 | srael 147.237.0.120 |[miluimaka idf.il |B ock Up Al _Nets drop BB_- | srael 3
81.218. 56. 125 | srael 147.237.0.120 |mluimaka idf.il |B ock Wdp Al Nets drop BB.- | srael 1




02-10-2016 to 02-11-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address
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|Sgna1ure

|Eevi ce Action
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02-10-2016 to 02-11-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature

46.61. 32. 19 Russi an Federation 147.237.0.120 nmluimaka.idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.0. 120 mluimaka. idf.il ET SCAN NVAP -sS wi ndow 1024 1
118. 193. 133. 132 Chi na 147.237.0. 120 mluimaka. idf.il ET SCAN Potential SSH Scan 1
195. 88. 209. 6 Russi an Federati on 147.237.0. 120 mluimaka. idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 93. 209 Lhited Sates 147.237.0.120 mluimaka.idf.il ET SCAN NVAP -sA (2) 1
91.201. 236. 114 Lkr ai ne 147.237.0.120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
121. 201. 27. 61 Chi na 147.237.0. 120 mluimaka. idf.il ET SCAN Potential SSH Scan 1




02-10-2016 to 02-11-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

Sgnature

Devi ce

S reaning Engi ne:

TP Invalid

Invali d segnent

ret ransm ssi on.

Packet

Action

‘Count

62.219.211. 179 |Israel 147.237.0.120 |mluimaka. i df . i S . drop 4616
Ret r ansni ssi on dr opped.

79.177.204.128 |israel 147.237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 4338
Ret ransni ssi on dr opped.

79.178.98.78  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 2304
Ret r ansni ssi on dr opped.

5.22. 131. 46 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 2304
Ret ransni ssi on dr opped.

2.54.129. 40 I srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 2034
Ret r ansni ssi on dr opped.

2.54. 168. 88 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 1170
Ret ransni ssi on dr opped.

79.180. 142. 209 |Israel 147.237. 0. 120 il ui maka i df i " €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 882
Ret r ansn ssi on dr opped.

79.176.184. 210 |israel 147.237. 0. 120 |nil ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 522
Ret ransni ssi on dr opped.

79.181.118. 105 |Israel 147.237. 0. 120 il ui maka i df i " €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 432
Ret r ansn ssi on dr opped.

109. 67. 41. 186 |l srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 378
Ret ransni ssi on dr opped.

109. 65. 154. 44 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 288
Ret r ansn ssi on dr opped.

79.182.142.9  |israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 288
Ret ransni ssi on dr opped.

2.52. 38, 44 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 288
Ret r ansn ssi on dr opped.

2.52.190. 66 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 162
Ret ransni ssi on dr opped.

2.52. 39, 43 I srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . ) 144
Ret r ansn ssi on dr opped.

2.54. 146. 83 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 144
Ret ransni ssi on dr opped.

185. 120. 125. 57 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansn ssi on dr opped.

79.176.8.127  |israel 147. 237. 0. 120 il vi maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 144
Ret ransni ssi on dr opped.

79.179.28.185 |Israel 147.237. 0. 120 |l ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet . 144
Ret r ansn ssi on dr opped.

81.218.171. 253 |israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 144
Ret ransni ssi on dr opped.

46.19.85.129  |Israel 147. 237. 0. 120 |nil ui maka. i of .i |[Bad TGP sequence SINRAK retransmt with different noni t or 121

w ndow scal e

192.116. 48. 142 [ srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 117
Ret ransni ssi on dr opped.

46.116. 202. 83 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 106

2 5451 110 | srael 147. 237. 0. 120 il ui maka.i df . i Sreamlng Er_]gl ne: TGP Invalid Inval i d segnent retransnission. Packet drop 81
Ret r ansni ssi on dr opped.

31.154.146.32 [l srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 72
Ret r ansni ssi on dr opped.

62. 219. 198. 6 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 68

46. 19. 85. 81 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 64

149. 88. 207. 122 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 64

37.26.146. 173 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 49

46.19.85.0 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 41

2.52.186. 185 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 38

46.19.85.0 | srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence Wﬂ retransmt with different noni t or 36

w ndow scal e

46. 19.85.0 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 36

46. 19. 85. 102 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36

46.19. 85. 102 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 36

2.54.254. 131 I srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

46. 19. 85. 77 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 36

31.168.77.155 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 36
Ret r ansni ssi on dr opped.

46.19.85.0 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 36

46.19. 85. 115 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 36

46. 19. 85. 77 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 36

212.179. 223. 120]l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 36

46.19. 85. 129 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 28

46.19. 86. 214 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 25

46. 19. 85. 129 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 25

87.69. 188. 148 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 85. 239 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 25

64. 110. 145. 18 ;ato\e/: L'etre 147.237. 0. 120 [nil ui maka. i df . i |Bad TGP sequence Inval i d ACK nunber noni t or 25

46.116. 18. 253 |l srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 25

46.19. 85. 239 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber aert 18




02-10-2016 to 02-11-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address [Ste
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] - . . {Unaut hori zed URL Access to
157.85.39. 32 United Sates(147. 237. 0. 120|ml uimaka i df .| v i | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 3
2.54.8.254 | srael 147.237.0. 120 |ml ui maka.i df.i|Uhaut hori zed UR. Access to v nil ui maka.idf.il/1435 B ock 2
Lhited - . . . {Unknown Paraneter & in
83.223.122.11 Ki ngdom 147.237.0. 120 | urmaka. i df .1 wan milui maka. i df.i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 2
54.174.56.131 |lhited Sates|147.237.0. 120 |ml uimaka.idf.i[|Suspi ci ous Response Code B ock 2
84.108.251.55 |lsrael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to ww mil ui maka. i df.il/1435-he/ mi| ui m aspxa€?a€Z B ock 2
128. 232. 110. 28 LKTI;gegom 147. 237. 0. 120 |nil ui maka. i df . i {Unaut hor i zed URL Access to 147.237.0. 120/ B ock 2
87.69. 223. 222 | srael 147.237.0.120|mluimaka.idf.i|D stributed Uhauthori zed URL Access on wan il ui maka.idf.il/1435 B ock 1
66. 249. 75. 235 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waww mil ui maka. i df.il/header upper/ B ock 1
: - . . .{Unhaut hori zed URL Access to
207.46.13. 63 United Sates|147. 237. 0. 120 | uimaka. i df .| wwv i | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
141.212.122. 177|Whited Sates|147. 237. 0. 120 |ml uimaka.i df .i JUnaut hori zed URL Access to 147.237.0. 120/ B ock 1
Lhi ted - . . {Unaut hori zed URL Access to
83.223.122. 11 |\ ogqom  |147- 237 O 120 mluimaka i i} i i maka, i df i 1/894- hef nai | to: moked_mi | ui @i | i df i | Block (1
40.77.167.40  |Uited Sates|147. 237. 0. 120 [ril ui maka i of . (12U OTT z8d URL Access to Bock |1
wanv i | ui maka. i df . i|/tenpl at es/ shared/ user cont r ol s/ navnenu/
185. 35. 62. 11 Sntzerland |147.237.0.120|nluimaka. idf.ijUnaut hori zed URL Access to 147.237.0. 120/ B ock 1
Unaut hori zed URL Access to
95. 86. 64. 147 | srael 147.237.0. 120 |ml ui maka. i df. i |wawv m | ui m aka. i df.il/1184-he/ m | ui m aspx&a=u&ed=0ahukewj m ogwj - 3kahwn |Bl ock 1
k50kha- 8agagf gghmaa&usg=af qj cngr 8ynbaxacy 5nko_awst 17kwu0g
66. 249. 75. 235 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed UR. Access to waw mluimaka.idf.il/tenpl ates/general / mlui maspx |B ock 1
2.54.149. 88 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw nil ui maka.idf.il/894-he/ ml ui maspx. B ock 1
213.8.71. 26 | srael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed URL Access to vwwv mil uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
157. 55. 39. 32 Lhited Sates|147.237. 0. 120 |ml ui maka.i df .i|Uhaut hori zed UR. Access to ww mil ui maka.idf.il/tenpl ates/fag/ fag. aspx B ock 1
197.45.132. 185 |Egypt 147.237.0.120|nl uimaka.idf.i |PHP Attenpt B ock 1
Unhaut hori zed URL Access to
95. 86. 77. 185 | srael 147.237.0. 120 |ml ui maka. i df . i jwww. m | ui m aka. i df . i |/ &a=u&ed=0ahukewj gortt no3kahwl hhokhs_ga64qf ggi ma |B ock 1
a&usg=af qj cne5p7nmdpntna58u2cj znf g7azoanw
L . . . {Uhaut hori zed URL Access to
66.249.75. 235 | srael 147.237.0. 120 m| urmaka. i df .1 wan mil ui maka. i df.il/tenpl at es/ shared/ user cont r ol s/ header upper / Bl ock !
2 54.171. 88 | srael 147. 237. 0. 120 |nil i maka.i of . i gug,tz; rLenglslwdth/Falfwdth Lhi code Encodi ng on URY Paraneter(+) from B ock 1
213.8.71. 26 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in www mlui maka.idf.il/scriptresource. axd B ock 1
61.135.190. 197 |China 147.237.0. 120 |ml ui maka. i df . i |lUnaut hori zed URL Access to 147.237.0. 120/ B ock 1
197. 45. 132. 185 |EHgypt 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed UR. Access to waw m | ui maka.idf.il/xnrpc. php B ock 1
81. 218. 241. 26 | srael 147.237.0. 120 |m ! ui maka. i df . i |[Unknown Par armet er wbh48617274 in waw m | ui maka.idf.il/ B ock 1
5.102.195.182 |Israel 147. 237, 0. 120 |ril ui maka i o, {(13ULhori zed LR Access to Bock |1
viewv i | ui maka. i df. i | /resource/ userfol | ow esour ce/ creat e/
157.55.39. 103 |Lhited Sates|147.237.0. 120 |nil uimaka.i df.i |Uhaut hori zed URL Access to www nil ui maka.idf.il/tenpl ates/ general / general . aspx |B ock 1
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