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Top Attackers 

194.90.25.122, Israel

79.179.195.92, Israel

212.179.21.194, Israel

37.142.64.36, Israel

176.13.7.238, Israel

2.54.46.76, Israel

46.19.86.121, Israel

46.19.85.146, Israel

109.253.157.250, Israel

5.102.226.66, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

79.179.195.92 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 9

183.60.48.25 China 147.237.0.120 miluim.aka.idf.il Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

 02-09-2016 to 02-10-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 02-09-2016 to 02-10-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 3

 02-09-2016 to 02-10-2016 



Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

79.180.190.48 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

2.54.164.91 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

185.120.126.12 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.54.2.114 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

62.90.181.44 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

217.132.22.148 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1791

109.65.39.234 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1314

79.176.184.210 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 684

79.182.142.9 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 576

2.52.150.159 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 486

2.52.155.114 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 432

2.52.151.114 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 342

79.181.118.105 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

2.52.151.146 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 270

2.52.151.148 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 261

87.68.23.97 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

2.52.62.239 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

109.65.43.167 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

2.52.23.156 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 207

2.54.151.219 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 196

2.52.180.79 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 183

23.92.16.220
United
States

147.237.0.120 miluim.aka.idf.ildrop drop 169

2.52.154.122 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.67.41.186 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.163.109 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

217.132.19.207 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.52.187.51 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.254.131 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.183.223.205 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.52.190.144 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.162.90 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 117

46.19.85.123 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 100

2.52.151.96 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 90

62.0.75.117 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 90

2.52.158.35 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 81

2.52.152.71 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 81

77.125.142.43 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 54

23.92.16.220
United
States

147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 49

46.19.85.123 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 49

46.19.85.160 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 49

37.26.148.174 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 49

82.166.219.158 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

46.19.85.27 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

93.172.59.71 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

46.19.85.31 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 36

2.54.149.8 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

82.80.144.24 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

79.178.134.153 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

46.19.85.31 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.109 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 36

 02-09-2016 to 02-10-2016 



Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

194.90.25.122 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 10

2.54.46.76 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 4

212.179.21.194 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 4

176.13.7.238 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 4

5.102.226.66 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/894-he/miluim.aspx. Block 3

79.178.135.28 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1432-he/miluim.aspxâ€?â€Ž Block 3

66.249.82.85 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 3

46.19.86.121 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1432-he/miluim.aspxâ€?â€Ž Block 3

109.253.157.250 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 3

176.13.9.109 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

37.142.64.36 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/xmlrpc.php Block 2

84.108.144.49 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

109.66.224.222 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

80.246.133.91 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

80.178.197.137 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

2.52.180.79 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

37.142.64.36 Israel 147.237.0.120 miluim.aka.idf.ilPHP Attempt Block 2

95.86.95.222 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/&sa=u&ved=0ahukewjo7rj5zerkahukopokhzz9adeqfggimaa&si
g2=ppfc9pil5hi_zbsfw1xela&usg=afqjcne5p7m9pmcma58u2cjznfg7azoamw

Block 2

77.127.159.91 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

46.19.86.180 Israel 147.237.0.120 miluim.aka.idf.ilRedundant HTTP Headers from 46.19.86.180 Block 2

109.253.159.139 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

46.19.85.111 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 2

81.218.241.25 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/ Block 2

46.19.85.146 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method 455041390.; in URL _pk_ses.104.b624=* Block 1

95.86.119.108 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/894-he/miluim.aspx. Block 1

80.246.133.75 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

2.54.38.136 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

46.19.86.184 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

109.253.219.38 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

46.19.85.141 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

37.26.148.176 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

79.182.218.132 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

2.54.146.101 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

2.52.157.49 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

176.13.9.217 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

46.19.85.91 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL Block 1

23.92.16.220
United
States

147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to / Block 1

79.179.139.11 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

2.54.40.55 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

61.135.190.71 China 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

109.253.222.156 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

46.19.85.146 Israel 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version Block 1

37.26.149.137 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/894-he/miluim.aspx. Block 1

85.250.165.244 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1431-he/miluim.aspxâ€?â€Ž Block 1

2.54.167.235 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

66.249.93.175 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

46.19.86.180 Israel 147.237.0.120 miluim.aka.idf.ilRedundant HTTP Headers Referer Block 1

176.13.20.98 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

46.19.85.91 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method ly55 in URL Block 1

31.168.28.177 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

80.246.133.217 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

79.182.183.47 Israel 147.237.0.120 miluim.aka.idf.ilDistributed PHP Attempt Block 1

2.52.130.7 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

66.249.81.227 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

46.19.85.146 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL _pk_ses.104.b624=* Block 1

80.246.133.37 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

2.54.175.54 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

2.54.37.249 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

37.26.146.163 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter Desktop in www.miluim.aka.idf.il/ Block 1

79.182.183.47 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/xmlrpc.php Block 1

2.54.55.192 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

2.52.150.209 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1

217.132.26.105 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.asp
x

Block 1

66.249.81.230 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown Parameter on www.miluim.aka.idf.il/ parameter Desktop Block 1
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