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|Top Attackers | n DDoS- Def ence |

Attacker Address
31. 168. 133. 226

| Attacker Geo

| Target Address

|9 gnature

| Devi ce Action |CP | ocati on. Locat i on
| srael 147.237.0. 120 nil uimaka.idf.il B ock_Udp Al Nets drop BBL.- | srael
81. 218. 56. 245 | srael 147.237.0. 120 nluimaka.idf.il Bl ock Up Al Nets drop BBL- | srael
147. 236. 238. 250 | srael 147.237.0.120 mluimaka. idf.il ock Wdp Al _Nets drop

BBL- | srael
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Attacker Address | Attacker Geo
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02-08-2016 to 02-09-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 81. 224 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sA (2) 2
198. 16. 78. 34 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
123. 25. 21. 23 Vi et nam 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Geo Target Address |Ste Sgnature Action ‘Count
79. 183. 145. 143 |I srael 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
109. 66. 163. 12 |Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 2304
Ret ransni ssi on dr opped.
185. 120. 126. 4 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
31.154.86.11 | srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.
62.90.3.152  |Israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TQP Inval i d Invalid segent retransmssion. Packet drop 1926
Ret r ansni ssi on dr opped.
109. 66. 113. 43 |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 1544
Ret ransni ssi on dr opped.
79.183.34.93 |Israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 1440
Ret r ansni ssi on dr opped.
79.182.142.9 |israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 378
Ret ransni ssi on dr opped.
2.54. 48. 36 I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.
79.182. 202. 187 |I srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
2.54.54.222  |israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
87.68.23.97  [Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
79.181. 118. 105 |I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
2.54.129.143 [Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
2.54.186. 147 |Israel 147.237. 0. 120 il ui maka. i of .i (2 " €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 108
Ret r ansni ssi on dr opped.
79.179.174.54 |lsrael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 108
37.26.148.202 |lsrael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 100
79.179. 174.54 |Israel 147. 237. 0. 120 || uimaka. i f . i [Bad TCP sequence SINRAK retransmt with different noni t or 99
w ndow scal e
46. 19. 85. 137 | srael 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 94
85. 130. 242. 199 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 94
84.109. 180. 223 |l srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 81
2.52.15.105 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 81
84. 109. 180. 223 |I srael 147.237. 0. 120 |nil vi maka. i df . i |Bad TGP sequence SINHAK retransmit with different roni t or 81
w ndow scal e
109. 66. 26. 67 |l srael 147.237. 0. 120 il ui maka. i of .i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 72
Ret ransni ssi on dr opped.
191. 242.179. 82 |Brazil 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 66
191. 242. 179. 82 |Brazil 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence WA{K retransmt with different noni t or 66
w ndow scal e
46. 19. 85. 212 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 62
95. 35. 16. 15 | srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 62
85. 130. 242. 199 |l srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 53
46. 19. 86. 75 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 51
46. 19. 85. 29 | srael 147.237.0. 120 |ml ui maka.i df.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 50
46. 19. 85. 30 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49
2.52.49. 57 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49
46. 19. 85. 209 | srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 38
77.126.61.62  |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.
2.54.18.149  |israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 36
Ret ransni ssi on dr opped.
2.52.52.14 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36
79.176. 184. 210 |I srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransmission. Packet drop 36
Ret r ansni ssi on dr opped.
64.110.144.10 |ltay 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 36
96. 52. 151. 38 Canada 147.237.0. 120 |m! ui maka.i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 34
109. 67. 52. 164 |l srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 32
46.19. 85. 137 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 30
37.26.147.173 |l srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 29
84.228.142.65 |l srael 147.237. 0. 120 il ui maka. i of i [/ €3MN9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 27
Ret ransni ssi on dr opped.
2.52.49. 57 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 26
46.19. 85. 216 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 26
2.52.49. 57 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 26
46.19. 85. 134 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 26
2.52. 140. 253 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 26
46. 19. 85. 206 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 26
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Ceo Action
Uhaut hori zed URL Access to
77.125.110. 215 |lsrael 147.237.0. 120 |m| ui maka. i df . i lww mi| ui maka. i df.il/tenpl ates/ general /v i shuri maka.idf.il/1044-hel/ishurimas |B ock 4
pX
46.121.157.96  |israel 147. 237.0. 120 |nil vi maka, i of . {11 NOr i zed LR Access to Bock |4
v il ui maka. i df . i |/ resource/ userfol | ow esour ce/ creat e/
81.218. 36. 195 | srael 147.237.0. 120 |m| ui maka. i df . i {Unaut hori zed HTTP Met hod B ock
L . . . |Dstributed Whaut horized URL Access on
109. 253. 138. 46 |[Israel 147.237.0. 120 |mluimaka.idf.i v i | Ui m aka. i df i1/ 1432-he/ nil ui m aspxé€?é€2 Bl ock
- . .JD stributed Uhaut horized URL Access on
84.228. 200. 213 |l srael 147.237.0.120 |mluimaka.idf.i i | ui maka, i df . i |/ 1432- he/ mi | Ui m aspxa€?a€7 B ock 3
85. 64. 137. 90 | srael 147.237.0. 120 |mil uimaka. i df . i |Uhaut hori zed URL Access to wamw nil ui maka.idf.il/1427-he/ nil ui m aspxa€?a€z B ock 2
81.218.36.195 |lsrael 147.237.0. 120 |ml ui maka.idf.ifMil ti pl e Uhaut hori zed URL Access from 81.218. 36. 195 B ock 2
79.180. 0. 176 | srael 147.237.0. 120 |ml uimaka. i df.ilhaut hori zed UR. Access to milui maka.idf.il/nai n/ hone/ def aul t. aspx B ock 2
81. 218. 36. 195 | srael 147.237.0. 120 |mluimaka.i df.i lPost Request - Mssing Content Type from 81.218. 36. 195 B ock 2
213.8.71. 26 | srael 147.237.0. 120 |ml uimaka. i df . i llhaut hori zed URL Access to wwn il uimaka.idf.il/sip storage/files/5/ 1935. gi f B ock 1
46. 19. 85. 134 | srael 147.237.0. 120 |m| ui maka. i df . i {Unknown HTTP Request Met hod endToFri end. aspx?& =he& =1432 in URL B ock 1
L . . |Dstributed Whaut horized URL Access on
2.52.146. 121 I srael 147.237.0. 120 |mluimaka.idf.i v i | Ui maka. i df i1/ 1432-he/ nil ui m aspxé€?é€2 Bl ock 1
- . .JD stributed Uhaut horized URL Access on
84.108. 24. 184 | srael 147.237.0. 120 |mluimaka.idf.i i | ui maka, i df . i |/ 1432- he/ mi | Ui m aspxa€?a€7 Bl ock 1
79.181. 100. 224 |Israel 147.237.0. 120 |ml uimaka. i df.i {Uhaut hori zed URL Access to waww m | ui maka.idf.il/1432-x8xZ/ m | ui m aspx B ock 1
L . - IUhaut hori zed URL Access to
66. 249. 78. 191 | srael 147.237.0.120 |mluimaka.idf.i ww i | Ui maka, i df i 1/t enpl at es/ gener al / vw behat sdaa. or g, i | B ock 1
46. 19. 85. 28 I srael 147.237.0. 120 |ml uimaka. i df . i {lUnknown HTTP Request Method 1:00 in URL Bl ock 1
194. 114. 146. 227l srael 147.237.0. 120 |m| ui maka. i df . i {Lhaut hori zed URL Access to wwu il uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
81.218. 36. 195 | srael 147.237.0. 120 |ml uimaka. i df.ilhaut hori zed UR. Access to wwu miluimaka.idf.il/sip storage/files/5/ B ock 1
77.126.167.251 |lsrael 147.237.0. 120 |ml uimaka.i df.i{Uhaut hori zed URL Access to ww mi | ui maka.idf.il/nefakdi mhtnabout: bl ank B ock 1
R . - {Uhaut hori zed URL Access to
213.8.87.22 I srael 147.237.0. 120 | urmaka. i df .| wan il ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
A . . . |Dstributed Whaut horized URL Access on
46. 19. 86. 61 | srael 147.237.0.120 |mluimaka.idf.i i | ui maka, i df . i |/ 1432- hel ni | Ui m aspxa€2a€? B ock 1
R . - {Uhaut hori zed URL Access to
5. 9.94.207 Ger many 147.237.0. 120 | urmaka. i df .| wan m | ui maka. i df.il/tenpl at es/ honepage/ shar ed/ user cont r ol s/ header upper / Bl ock !
132. 64. 205. 32 | srael 147.237.0. 120 |m| ui maka. i df . i {Lhaut hori zed UR. Access to ww il uimaka.idf.il/tenpl ates/ general / undefi ned B ock 1
84.108. 24. 184 | srael 147.237.0. 120 |mil uimaka. i df . i {Uhaut hori zed URL Access to wamwu nil ui maka.idf.il/1432-he/ nil ui m aspxa€?a€z B ock 1
Unaut hori zed URL Access to
66. 249. 78. 191 I srael 147.237.0.120 |mluimaka. i df.ihww niluimaka.idf.il/tenpl ates/general /waw i shurimaka.idf.il/1044-he/ishurimas |B ock 1
pX
46.19. 85. 134 | srael 147.237.0.120|ml uimaka.idf.i|Abnornal | y Long Request net hod B ock 1
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df . i {Uhknown Paranet er wbh48617274 in waw ml uimaka.idf.il/scriptresource. axd B ock 1
Unaut hori zed URL Access to
95. 86. 81. 113 | srael 147.237.0. 120 |m | ui maka. i df . i bwaw mi | ui m aka. i df . i1/1293-he/ m | ui m aspx&a=u&ed=0ahukew p7sceg-j kahvenw |B ock 1
4khe6qgdxeqf ggf nag&usg=af gj cnf r eej d1zwuuhkkt yv- 2j j r pd6hcq
81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df.i|lhaut hori zed URL Access to wwn mil uimaka.idf.il/sip storage/files/5/ 1935. gi f B ock 1
R . . . |Dstributed Uhaut horized URL Access on
213.8.204.7 I srael 147.237.0. 120 |mluimaka.idf.i i | ui maka, i df . i |/ 1432- he/ mi | i m aspxa€?a€7 Bl ock 1
46. 19. 85. 28 | srael 147.237.0. 120 |mlui maka.idf.i|lllegal HITP \ersion B ock 1
177.240.111. 115|Mexi co 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
84. 108. 80. 76 | srael 147.237.0. 120 |ml ui maka.idf.ilhaut hori zed UR. Access to miluimaka.idf.il/1 B ock 1
66. 249. 93. 171 | srael 147.237.0. 120 |ml ui maka. i df.i lUhaut hori zed URL Access to 147.237.0. 120/ B ock 1
46.19. 85. 134 I srael 147.237.0. 120 |ml ui maka.idf.i{Mal formed URL Bl ock 1
Lhi ted - .. JURL is Above Root Directory
198.204. 249. 34 Sates 147.237.0. 120! uimaka. i df .| wwv il uimaka.idf.il/../shared usercontrol s/ header upper/ Bl ock !
104. 131. 84. 107 g‘;ttees 147.237.0. 120 |ml ui maka. i df . i fUhaut hori zed URL Access to 147.237.0. 120/ B ock 1
81.218.56.171 | srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Paranet er wh48617274 in waw m |l uimaka.idf.il/scriptresource. axd B ock 1
79.181. 100. 224 |l srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 79. 181. 100. 224 B ock 1
62. 90. 76. 107 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to wamwu nil ui maka.idf.il/1355-he/ nil ui m aspxa€?a€z B ock 1
46. 19. 85. 28 | srael 147.237.0. 120 |ml ui maka.idf.i{Mal formed URL gnt B ock 1
185. 89. 217. 234 147.237.0. 120 |l ui maka i of . i | L 1S Aoove Root D rectory . B ock 1
wan i | ui maka. i df.il/../images/ shared/ hp/ hp_i con. png
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