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02-07-2016 to 02-08-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |9 gnature |Device Action  |DPlocation. Locati on | Count |
84.109. 17. 238 | srael 147.237.0.120 ml uimaka.idf.il HTTP- POST- Segnent ed- DoS dest - r eset BBL.- | srael 227
84.111. 125. 88 | srael 147.237.0.120 n | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 18
31.168. 133. 226 | srael 147.237.0.120 mluimaka.idf.il B ock_UWp Al _Nets drop BBL- | srael 3
0.0.0.0 147.237.0.120 mluimaka.idf.il HTTP- POST- Segnent ed- DoS dest - r eset BBL- | srael 2
81.218. 56. 125 | srael 147.237.0.120 mluimaka.idf.il B ock_Udp Al _Nets dr op BBL- | srael 2
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|Top Attackers In IPS|

Attacker Address
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02-07-2016 to 02-08-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
59.45.79. 117 Chi na 147.237.0.120 niluimaka.idf.il ET SCAN Potential SSH Scan
92. 48. 119. 89 Uni ted Ki ngdom 147.237.0.120 nluimaka.idf.il ET SCAN Potential SSH Scan

188. 126. 77. 138

Sweden

147.237.0. 120

mlui maka. i df.

ET SCAN NVAP -sS w ndow 1024

75.159. 188. 149

Canada

147.237.0.120

mlui maka. i df.

ET SCAN NVAP -sS w ndow 1024

185. 130. 5. 200

147.237.0. 120

m | ui maka. i df.

ET SCAN Potential SSH Scan

™= =S EE




02-07-2016 to 02-08-2016

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo ‘Tar get Address|Ste Sgnature Action ‘Count

149. 78. 254. 198 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 4608
Ret r ansni ssi on dr opped.

212.235.119.5 | srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.

79.177.180.86 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.

79.177.195.199 |israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.

2.54.169.233  |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.

149, 78. 254, 209 |I srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.

84.94.192.114 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 1314
Ret r ansni ssi on dr opped.

109. 65.177.81 [ srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 612
Ret r ansn ssi on dr opped.

84.228.202. 188 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 432
Ret r ansni ssi on dr opped.

87. 68. 23. 97 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 324
Ret r ansn ssi on dr opped.

79.181.118. 105 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.

77.125.79.219 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 225
Ret r ansn ssi on dr opped.

87.68.153.107 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 189
Ret r ansni ssi on dr opped.

46.19. 85. 122 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 171

46. 19. 85. 122 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 169

109. 64.81. 120 |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

79.181. 150. 190 [Israel 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

84. 229. 156. 31 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 144

79.179. 36. 58 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 123

192. 115. 177. 202|l srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 123

2.54.6.109 I srael 147. 237. 0. 120 |nil ui maka i of . {2/ 63MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 108
Ret ransni ssi on dr opped.

37.26. 147. 154 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 101

46. 19. 85. 67 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 100

2.54.173. 253 I srael 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 81
Ret r ansni ssi on dr opped.

2.54.22.172 I'sr ael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, ) 81
Ret r ansni ssi on dr opped.

46.19. 86. 191 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 81

37.26.148.199 |lsrael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 81

212.143.119. 120|I srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 64

212. 143. 119. 120|i srael 147.237. 0. 120 il uimaka. i of . i |Bad TCP sequence SINHAK retransmt with di fferent monitor |64

W ndow scal e

79. 183. 99. 207 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

46. 19. 85. 154 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 49

85. 65. 1. 28 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 45

2.52.5.214 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 38

46. 19. 85. 39 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 37

82. 80. 179. 250 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36

46.19. 85. 193 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 36

87.68. 253. 90 | srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence SYMAG( retransmt with different noni t or 36

wi ndow scal e

46. 19. 85. 35 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36

2.54.135.204  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.

194. 90. 25. 90 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 36

46. 19. 85. 149 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 36

46. 19. 85. 35 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36

87. 68. 253. 90 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 36

149.78.7.28 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 36

79.182. 112. 243 |israel 147. 237. 0. 120 |nil ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.

149.78. 252. 230 |israel 147.237. 0. 120 [nil ui maka. i df . i |Bad TGP sequence :’Zgge”ansm't W th different wi ndow moni t or 35

46. 19. 86. 195 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 33

2.52.162.151 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 30

185. 32. 114. 63 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 30

37. 26. 148. 214 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 29




02-07-2016 to 02-08-2016

|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address [Ste

dgnature

Devi ce
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Ceo
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220.181. 132. 218|Chi na 147.237.0. 120 |ml uimaka. i df.i|Unaut hori zed URL Access to 147.237.0. 120/ 894- he/ m | ui m aspx Bl ock 1
84.228. 250. 105 |l srael 147. 237. 0. 120 |nil uimaka. i df . i |Unaut hori zed URL Access to wwn mil ui maka. i df.il/1429-he/ m | ui m aspxa€?a€Z Bl ock 1
o . . . {Uhaut hori zed URL Access to
66. 249.78. 191 | srael 147.237.0. 120 ! uimaka. i df i v mil ui maka. i df.il/tenpl at es/ general / ww behat sdaa. org. i | Bl ock !
192.116. 232. 69 |l srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 1
81. 218. 241. 26 I srael 147.237.0. 120 |ml ui maka. i df . i f[Unknown Paraneter wb48617274 in waw mluimaka.idf.il/ Bl ock 1
61. 135.190. 71 Chi na 147.237.0. 120 |nmluimaka.idf.i D stributed Unaut hori zed URL Access on 147.237.0. 120/ Bl ock 1
Unaut hori zed URL Access to
89. 138. 96. 141 | srael 147.237.0. 120 |ml ui maka.i df . i jvww m | ui maka.idf.il/tenpl ates/ general /v i shuri maka.idf.il/1044-he/ishuri ma |B ock 1
Spx
Lhi ted A . . . {Uhknown Paraneter & in
70. 39.157. 195 Sates 147.237.0. 120! uimaka. i df . i v il ui maka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bt ock !
Unaut hori zed URL Access to
31. 168. 244. 88 I srael 147.237. 0. 120 |ml uimaka. i df . i fweww m | ui m aka. i df . i1/ undefi ned& =&=waw m | ui maka. i df . i | & and=1454848254 |B ock 1
428
192. 116. 232. 69 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd Bl ock 1
82.118. 236. 27 Bul garia 147.237.0. 120 |ml uimaka.i df.i|Unaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
66. 249. 78. 184 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed UR. Access to waw m | ui maka.idf.il/tenpl ates/ news/ news.in.aspx |B ock 1
132.67.112. 185 |Israel 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw mil ui maka.idf.il/nai n/ hone/ def aul t. aspx Bl ock 1
Lhited A . |0 stributed Unknown Paraneter on
70.39.157. 198 Sates 147.237.0. 120 ! uimaka. i df . i v il ui maka. i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter & Bt ock !
46. 19. 85. 65 | srael 147.237.0. 120 |mluimaka.idf.i|Ml forned URL Bl ock 1
192. 116. 232. 69 | srael 147. 237. 0. 120 |nil ui maka. i of . {1KNOWN Paraneter wb4g617274 in . B ock 1
wan mi | ui maka. i df . i | / shar ed/ aj ax/ cr eat ecapt chai nage. aspx
Unaut hori zed URL Access to
84.94.192. 114 | srael 147.237.0. 120 |ml ui maka.i df . i jvwwv m | ui maka.idf.il/tenpl ates/ general /v i shuri maka.idf.il/1044-he/ishuri ma |B ock 1
Spx
L . . JUhaut hori zed URL Access to
66. 249.78. 184 I srael 147.237.0. 120 ! uimaka. i df . i wan il ui maka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
141.212.122.81 g‘;ttees 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to /X B ock 1
Lhited A . . JUhaut hori zed URL Access to
70.39.157.199 g o 147.237.0. 120 mluimaka i of ) 0| i maka, i df i1/ 894- hel mi |t o: noked nil ui m@i | i df i | B ock !
46. 19. 85. 65 | srael 147.237.0. 120 |ml ui maka.i df . i [Uhknown HTTP Request Met hod . b624=* in URL B ock 1
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