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79.178.20. 85, |srael
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2.54.27.76, |srael
Il 149. 88. 209. 98, |srael
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W 207.46.13.188, Lhited Sates
146. 185. 239. 100, Russi an Federation
W 66. 249. 75. 227, |srael
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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo

| Target Address |ste |9 gnature | Devi ce Action | P | ocati on. Locat i on |count |
79.178. 20. 85 | srael 147.237.0. 120 mluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3
146. 185. 239. 100 Russi an Federation 147.237.0.120 mluimaka.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Geo ‘Tar get Address|Ste Sgnature Action ‘Count

79.183.39.223 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 7151
Ret r ansni ssi on dr opped.

2.54.26. 30 I'sr ael 147.237. 0. 120 il vi maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 2304
Ret r ansn ssi on dr opped.

212.199. 11. 157 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.

87.68.153.107 |Israel 147. 237. 0. 120 |ni| vi maka i df . | Mg Engi ne: TCP Inval id Invalid segnent retransmssion. Packet | 1224
Ret r ansn ssi on dr opped.

79.181.118. 105 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 720
Ret r ansni ssi on dr opped.

79.181. 150. 190 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 720
Ret r ansn ssi on dr opped.

84.228.202. 188 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 378
Ret r ansni ssi on dr opped.

79.179. 164. 248 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 225
Ret r ansn ssi on dr opped.

2.54.52. 205 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

185. 120. 126. 25 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

185. 120. 126. 62 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

2.52.49.0 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 130

2.52.182. 105 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 100

79.182. 202. 187 |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 74
Ret r ansni ssi on dr opped.

217.132.146. 175|l srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 64

2.52.34.80 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 63

37. 26. 149. 193 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 49

77.125.94. 138 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 49

82.166.247. 198 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 49

46. 19. 86. 229 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 41

46. 19. 85. 211 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 37

109. 67.30. 176 |l srael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.

46.19. 85. 211 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36

87.68. 151. 2 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

87.68.151. 2 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence . AK retransmt wth different noni t or 36

wi ndow scal e

185.3.144. 106 |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 36
Ret r ansni ssi on dr opped.

109. 66. 1. 62 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 30

46.19. 85. 103 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 28

46. 19. 85. 22 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 26

109. 66. 112. 10 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 26

79.181.112. 220 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 25

79.176.171. 1 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 85. 22 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber aert 25

82.166.247. 200 |lsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 86. 229 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 25

79.179.114. 183 |lsrael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 20

79.181. 32. 234 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 20

2.54.180. 252 I srael 147.237.0. 120 |ml uimaka.i df . i Strean 9 E'.qg' ne: T invalid nvalid segnent retransmssion. Packet drop 18
Ret r ansni ssi on dr opped.

46. 19. 85. 142 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 17

149. 78. 196. 32 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 17

2.52.34.80 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16

2.52.34.80 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 16

46.120.249.10 |Israel 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 16

46.19. 85. 142 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 13

82.81.57.4 | srael 147.237.0.120 || ui maka. i of . i {Bad TGP sequence ?:;;e”ansm't wthdifferent wndow oo |11

46.19. 85. 103 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 10

2.52.34.80 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN - > SYN ACK -> Ti neout rej ect 10

46.19. 85. 124 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 9

79.183.58.174 | srael 147. 237. 0. 120 |nil ui maka. i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet g 9
Ret r ansni ssi on dr opped.

31.210. 187. 237 |lsrael 147.237.0. 120 |ml uimaka.i df . i Strean "9 E'.qg' ne: T invalid nvalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
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Unaut hori zed URL Access to
31.44.137.145 |lsrael 147.237.0. 120 |m| ui maka. i df . i lwaw. m | ui m aka. i df . i | / &a=u&ed=0ahukevwj - 8j | o6upkahupaxnkhdyf dmyqf ggi maa& |B ock 4
usg=af qj cne5p7mdpntna58u2cj znf g7azoanw
176.13.6. 34 | srael 147.237. 0. 120 |nil uimaka. i df . i |Unhaut hori zed URL Access to waw mil ui maka.idf.il/1428-he/ nil ui m aspxa€?a€Z B ock 3
2.54.27.76 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unhaut hori zed URL Access to wwn mil ui maka.idf.il/1431-he/ nil ui m aspxa€?a€z B ock 2
109. 253. 213. 30 |l srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter Desktop in waw milui maka.idf.il/ B ock 1
66. 249. 75. 227 |l srael 147.237.0. 120 |m| ui maka. i df. i |haut hori zed URL Access to wun nil uimaka.idf.il/tenpl ates/ news/ news. i n. aspx B ock 1
149. 78. 95. 24 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter Desktop in ww nil ui maka.idf.il/ B ock 1
Lhited - .. . lUnaut hori zed URL Access to
207.46.13. 188 Sates 147.237.0. 120 | umaka. i df .| wan m | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66. 249. 78. 198 |l srael 147.237.0. 120 |ml uimaka.idf .i|Uhaut hori zed URL Access to wwu mi |l ui maka.idf.il/tenpl ates/sitenap/sitenap. aspx |B ock 1
149 88.209. 98 | srael 147. 237. 0. 120 nil ui maka. i df . i Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL/ Parangter(+) from B ock 1
149. 88. 209. 98
85. 64. 5. 251 | srael 147.237.0. 120 |ml ui maka.i df.il|lhaut hori zed URL Access to waw milui maka.idf.il/894-he B ock 1
169. 229.3.91 g;:g: 147.237.0.120|mluimaka. idf.illl11egal Byte Gode Character in Mthod B ock 1
61.135.190. 72 |Chi na 147.237.0. 120 |ml ui maka.i df.i|Uhaut hori zed URL Access to 147.237.0.120/ B ock 1
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