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194. 54. 168. 65, |srael
109. 253. 209. 18, |Israel

I 46.19.85.74, |srael

194.72.238. 241, United Ki ngdom
81.218.56.171, Israel

213.151. 46.56, |srael

79.182. 200. 127, |srael

89.248.174. 81, Net herl ands
79.179.203. 93, |srael

112. 33.3. 175, China
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02-03-2016 to 02-04-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address |Ste |S gnat ure |Davi ce Action |Oount |
194. 54. 168. 65 | srael 147.237.0. 120 mluimaka.idf.il Cl22: HITP. Access to - .exe or .dl| Perm t 2
188. 165. 15. 132 France 147.237.0.120 mluimaka.idf.il @28: HITP. AhrefBot craw er B ock 1




02-03-2016 to 02-04-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Count
89. 248. 174. 81 Net her | ands 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131 Canada 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 4096 1
193. 201. 227. 84 Lkrai ne 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
91.142.174. 82 Lkr ai ne 147.237.0. 120 mil uimaka.idf.il ET SCAN Potential SSH Scan 1
112.33.3. 175 Chi na 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
218.1.31. 135 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1




02-03-2016 to 02-04-2016

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo ‘Target Address |Ste Sgnature Action ‘Count

109. 66.36.35  |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 4608
Ret r ansni ssi on dr opped.

2.52.157.191  |israel 147. 237. 0. 120 |nil ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 2745
Ret r ansn ssi on dr opped.

79.179.203.93 |Israel 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2313
Ret r ansni ssi on dr opped.

195.200. 205.2 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.

109. 66. 113. 43 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

84.228. 252. 153 i srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet dr op 2304
Ret r ansn ssi on dr opped.

79.177.119. 247 |israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

87.68.157.102 | srael 147. 237. 0. 120 |nil vi maka. i df . | 3MNg Engi ne: TCP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansn ssi on dr opped.

176.12. 155. 173 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

46.19.86.123  |israel 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 2120
Ret r ansn ssi on dr opped.

84.95.130.81  |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 882
Ret r ansni ssi on dr opped.

5.22.134.189  |israel 147. 237. 0. 120 |nil ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 674
Ret r ansn ssi on dr opped.

79.183.181. 120 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 513
Ret r ansni ssi on dr opped.

79.179.28.185 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet dr op 360
Ret r ansn ssi on dr opped.

87.68. 23.97 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 288
Ret r ansni ssi on dr opped.

84. 228.202. 188 |i srael 147. 237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet dr op 288
Ret r ansn ssi on dr opped.

79.176. 184. 210 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 216
Ret r ansni ssi on dr opped.

85. 65. 62. 71 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

185. 120. 126. 62 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

176.12. 154. 137 [Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

79.176.63.76 |l srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

109. 64. 163. 109 [Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.

77.127. 161. 100 |Israel 147. 237. 0. 120 |nil ui maka. i of . i [SYN Attack SYN -> SYN-ACK - > RST rej ect 122

79.179. 8. 53 I srael 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmission. Packet drop 117
Ret r ansni ssi on dr opped.

77.127. 241. 103 |l srael 147.237. 0. 120 |nil ui maka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 82

46.19.86.106  |Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segent retransmssion. Packet drop 63
Ret r ansni ssi on dr opped.

2.52.185. 227 | srael 147.237.0. 120 |m| ui maka.idf.i |SYN At ack SYN -> SYN ACK -> RST rej ect 50

199. 203. 151. 209|l srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49

37.26.148.232 |l srael 147.237. 0. 120 |nil ui maka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

79.179.51.191 |Israel 147.237. 0. 120 |nil ui maka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 49

46.19. 86. 96 I srael 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet drop 45
Ret r ansni ssi on dr opped.

84.111. 20. 148 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 37

149.78.32.224  |israel 147.237. 0. 120 |nil uimaka.i of . i |Bad TCP sequence Ssca:em( retransmt wth different wndow | oo f3g

46.19. 85. 131 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 36

46. 19. 85. 117 | srael 147.237.0. 120 |m| ui maka.idf.i |SYN At ack SYN -> SYN ACK -> RST rej ect 36

77.126.62. 81 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 36

82.81.55.167 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet dr op 36
Ret r ansni ssi on dr opped.

46.19. 85. 131 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 36

37.26.149.210 |lsrael 147.237.0. 120 |m| ui maka. i df.i |SYN At ack SYN -> SYN ACK -> RST rej ect 36

149. 78. 32. 224 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 36

46. 19. 85. 129 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 29

2.52. 33. 49 I srael 147.237. 0. 120 |nil ui maka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 26

109.65. 11. 173 |Israel 147. 237. 0. 120 |nil ui maka. i of . i [SYN Attack SYN -> SYN ACK - > RST rej ect 25

212. 143. 240. 134|l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 25

212. 143. 240. 134|lI srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence scal :CK retransmt with different w ndow noni t or 25

46.121.128.98 |l srael 147.237. 0. 120 |nil ui maka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 25

217. 132. 103. 134]I srael 147. 237. 0. 120 |nil ui maka. i of . i [SYN At tack SYN -> SYN ACK - > RST rej ect 25

62. 219. 44. 190 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 20

66. 249, 81. 227 | ted 147.237. 0. 120 |l vi maka. i df . i {dr op Wnexpect ed post SYN packet - RST or SWN |, ) 20

Sates expect ed
66. 249. 81. 227 g‘;:ﬁd 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 20
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|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address |Ste Sgnature Action ‘Count
109. 253. 209. 18 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unhauthorized URL Access from 109. 253. 209. 18 B ock 4
194. 54. 168. 65 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 194. 54. 168. 65 B ock 3
81.218.56.171 |lsrael 147.237.0. 120 |m| ui maka. i df . i |Lhaut hori zed URL Access to wwwu il uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 2
194. 54, 168. 65 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tiple vti_from194.54. 168. 65 B ock 2
79.182.200. 127 |l srael 147.237.0. 120 |ml uimaka. i df .i|Unaut hori zed HTTP Met hod B ock 1
68. 180. 229, 121 |United Sates |147.237. 0. 120 |nil uimaka i f i (o2t hori zed UL Access to Bl ock 1
wn i | ui maka. i df . i |/ shared/ user cont r ol s/ header upper /
208. 115.113. 89 |Lhited Sates |[147.237.0.120|mlui maka.idf.i|lhaut hori zed UR.L Access to wan niluimaka. idf.il/te B ock 1
Unaut hori zed URL Access to
79.177.193. 156 |l srael 147.237.0. 120 |m| ui maka. i df.ilwawn mlui maka.idf.il/tenpl ates/ general /wawn i shurimaka.idf.il/1044-he/ishuri mal|B ock 1
Spx
46. 19. 85. 74 | srael 147.237.0. 120 |m| ui maka. i df . i |Lhknown HTTP Request Method 4bl; in UR idf _cellular redirect=tosite B ock 1
194. 54. 168. 65 |l srael 147.237.0. 120 |ml ui maka.idf.i|Lhaut hori zed UR_ Access to www mil uimaka.idf.il/ vti_bin/owssvr.dl| B ock 1
80.178. 121. 228 |l srael 147.237.0. 120 |ml ui maka.idf.i|Mil tipl e Uhaut hori zed URL Access from 80.178. 121. 228 B ock 1
’ - . . . {Uhaut hori zed URL Access to
70.39.157.192 |lhited Sates |147.237.0.120|mluimaka.idf.i waw i | i m aka, i df . i |/ 894- he/ nai | t o: moked_m | ui @i | i df .| B ock 1
213.151. 46.56 |l srael 147.237.0. 120 |ml ui maka.idf.i|Mil tipl e Uhaut hori zed UR. Access from 213. 151. 46. 56 B ock 1
175.158. 0. 1 :{jﬁiic o  [|147-237.0.120|niluimaka idf. i funaut hori zed URL Access to ww mil ui maka. idf .i1/994-8344-hef il uimaspx.  [B ock 1
Unknown Paraneter ei in
79.179.203.93 |[lsrael 147.237.0. 120 |m| ui maka. i df . i lvwwv m | ui maka. i df.il/consol e/ core/ doc_ngr/ i brary/ nanage/ resour ce/ getfil econte |B ock 1
nt . hh. asp
61. 135. 190. 197 |Chi na 147.237.0. 120 |ml ui maka.i df. i |Uhaut hori zed URL Access to 147.237.0.120/ B ock 1
194. 72. 238. 241 zlr:gegom 147.237.0.120 |ml uimaka. i df . i |Uhaut hori zed URL Access to / B ock 1
) - . . {0 stributed Unknown Paraneter on
70.39.157.196 |United Sates |147.237.0.120|mlumaka.idf. i wn il ui maka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter & Bl ock !
46.19. 85. 74 | srael 147.237.0.120|mluimaka.idf.i|ll1egal HITP \krsion B ock 1
Unaut hori zed URL Access to
213.151. 46.56 |lsrael 147.237.0. 120 |ml ui maka. i df . i jwawwv m | ui m aka. i df . i|/&a=u&ed=0ahukew bnevok9zkahvj vbgkhbneaxoqf ggl mae |B ock 1
&usg=af gj cne5p7nmdpntna58u2cj znf g7azoanw
79.182. 200. 127 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthorized URL Access from 79. 182. 200. 127 B ock 1
L .. JURL is Above Root Directory
66. 249. 81. 230 |lsrael 147.237.0.120 |mluimaka.idf.i wowd i | ui maka. i of.i1/../../i mages/ shared/ hy nav_bg. png B ock 1
194.72. 238. 241 llilhlr:;gom 147.237.0. 120 |m| ui maka. i df . i jLhaut hori zed URL Access to niluimaka.idf.il/xyzzy B ock 1
89.248.174. 4 Net her | ands 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1
) - . . JUnknown Paraneter & in
70.39.157.199 |United Sates |147.237.0.120|mlumaka.idf. i wwy nill ui maka. i df.i|/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
46.19. 85. 74 | srael 147.237.0. 120 |ml ui maka.idf.i|Mil forned UR. i df cellular redirect=tosite B ock 1
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