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| Target Address |ste |9 gnature | Devi ce Action | P | ocati on. Locat i on |count |
212.179. 54. 237 | srael 147.237.0. 120 mluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 6
146. 185. 239. 100 Russi an Federation 147.237.0.120 mluimaka.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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|Top Attackers In |D|

Attacker Address|Atacker Geo|Target Address |Ste

|S gnature

|C0unt |
66.249.81. 224 |lhited Sates|147.237.0. 120 |mlui maka.idf.il|[ET SCAN NVAP -sA (2) 1
115. 29. 224. 200 |Chi na 147.237.0. 120 |ml ui maka.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 64 |Chi na 147.237.0.120 |ml uimaka.idf.il[ET SCAN Potential SSH Scan 1
114. 32. 254. 107 |Tai wan 147.237.0. 120 |mluimaka. i df .il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
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|Top Attackers In FW |

A tacker

Target Address |Ste

Sgnature

Ceo

Sreaning Engine: TQP Invalid

Inval i d segnent

r et ransni ssi on.

Packet

2.54.135. 107 | srael 147.237.0. 120 |ml uimaka. i df . i . drop 4608
Ret r ansni ssi on dr opped.

87.68.36.67  [Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 2304
Ret r ansm ssi on dr opped.

79.179.28.185 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 666
Ret r ansni ssi on dr opped.

79.178. 176. 179 |I srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 414
Ret r ansm ssi on dr opped.

185. 120. 126. 62 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 324
Ret r ansni ssi on dr opped.

79.177.12. 217 |israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 324
Ret r ansm ssi on dr opped.

84. 228. 202. 188 | srael 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 288
Ret r ansni ssi on dr opped.

79. 176. 184. 210 i srael 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 288
Ret r ansm ssi on dr opped.

2.52.22.78 I srael 147.237. 0. 120 |nitl ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

109. 67. 189. 37 |Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 225
Ret r ansm ssi on dr opped.

109.65.2.135  |Israel 147.237. 0. 120 |nitl ui maka. i of i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

77.125.79.219 |[israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 225
Ret r ansm ssi on dr opped.

62. 219. 198. 6 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 164

79. 183. 100. 215 i srael 147.237. 0. 120 |nil ui maka. i of .i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet . ) 162
Ret r ansni ssi on dr opped.

46.19. 85. 176 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 144

109. 66. 192. 43 |Israel 147.237. 0. 120 |nitl ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

176.12.155.50 | srael 147. 237. 0. 120 |nitl ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

2.54. 55, 48 I srael 147.237. 0. 120 |nitl ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.54.166.132 |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

176.12.155.57 |Israel 147.237. 0. 120 |nitl ui maka. i of i (27 €M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

46.19.86.20  |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 126
Ret r ansni ssi on dr opped.

46. 19. 85. 32 | srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 121

37.26.146.201 |lsrael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 100

46.19. 85. 109 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 100

2.52.162. 14 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 100

46. 19. 85. 109 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 100

46.19.86.80  [Israel 147.237. 0. 120 |nitl ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet drop 81
Ret r ansm ssi on dr opped.

2.54.16. 139 I srael 147.237. 0. 120 |nil ui maka. i of i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 81
Ret r ansni ssi on dr opped.

199. 203. 47. 194 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 81

176. 12. 155. 231 |I srael 147.237. 0. 120 |nitl ui maka. i of i (2 €3M N9 Bngi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 81
Ret r ansni ssi on dr opped.

46.19.85.1 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 81

46. 120. 154. 252 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 81

79.177.130. 228 |l srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence SN retransmt wth different w ndow scal e |nonitor 81

2.52.180. 134 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 81

176. 12. 154. 68 | srael 147.237. 0. 120 |nil ui maka. i of .i (2" €M N9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

46.19. 85. 165 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 64

46. 19. 85. 98 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 64

46. 19. 85. 165 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 64

46.121. 80. 14 | srael 147.237.0. 120 |nml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 64

46.19. 85. 153 | srael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack rej ect 64

192.117.155.7 |Israel 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 62

46.19. 85. 71 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 61

5. 29. 41. 240 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 49

79.176. 7. 205 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 49

149. 88.27.8 | srael 147.237.0. 120 |nml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 39

46.19. 85. 230 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 37

83.130.104.72 |israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 36
Ret r ansni ssi on dr opped.

85. 64. 76. 72 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN Attack SYN -> SYN- ACK -> RST rej ect 36

46.19. 85. 190 | srael 147.237.0. 120 |nml ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 36

147. 236. 34. 168 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36
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46.117.59. 138 | srael 147.237.0. 120 |ml uimaka. i df .i|Unaut hori zed HTTP Met hod Bl ock 3
81.218.56.171 | srael 147.237.0. 120 |m ! ui maka. i df . i |Uhknown Paranet er wbh48617274 in www milui maka.idf.il/scriptresource. axd Bl ock 3
Unhaut hori zed URL Access to
37.46.39.5 I srael 147.237.0. 120 |mluimaka.idf.ilwwy mluimaka.idf.il/tenpl ates/ general /wwy i shuri maka.idf.il/1044-he/ishuri ma |B ock 2
Spx
192. 115. 177. 202|l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to wwv nmil ui maka. i df.il/894-he/ nmil ui maspx/ Bl ock 2
66.110.41.5  |United Sates|147. 237. 0. 120 |ril vi maka i of . | 2ULNOr T zed UL Access to Bock |2
wan il ui maka. i df . i |/ shared/ user cont r ol s/ header upper/
89.138.181. 179 |lsrael 147.237.0. 120 |m! ui maka. i df . i |Unhaut hori zed HTTP Met hod B ock 2
46.117.59. 138 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthorized URL Access from46.117.59. 138 Bl ock 2
Lhi ted L . . . {Uhknown Paraneter & in
83.223.122.12 Ki ngdom 147.237.0. 120 ! uimaka. i df . i wan ml ui maka. i df . i Iy/terrpl at es/ sendt of ri end/ sendt of ri end. aspx Bt ock 2
73.49.59. 148 Lhited Sates|147. 237. 0. 120 |ml ui maka. i df . i |Suspi ci ous Response Code Bl ock 2
- .. - JURL is Above Root Director
185. 89. 217. 233 147.237.0.120 |mluimaka.idf.i v i | i moakal i df i1/ ./iymiges/ shar ed/ hp/ hp. i con. png Bl ock 2
46. 19. 85. 195 | srael 147.237.0. 120 |ml ui maka.i df. i |Lhknown Paraneter ce in wwv mlui maka.idf.il/1422-he/ m| ui maspx B ock 1
89.138.181. 179 |Israel 147.237.0. 120 |ml ui maka. i df.i|Uhaut hori zed UR_ Access to wwu il uimaka.idf.il/sip storage/files/6/ Bl ock 1
81.218. 70. 243 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wb48617274 in www milui maka.idf.il/scriptresource. axd Bl ock 1
46.19. 85. 195 | srael 147.237.0. 120 |m! ui maka.i df . i |Lhknown Paraneter vi in waw mlui maka.idf.il/1422-he/ m| ui maspx B ock 1
194. 72. 238. 241 LKJ?'r:gegom 147. 237. 0. 120 || ui maka. i df . i |Unaut hori zed URL Access to / B ock 1
169. 229. 3. 91 Lhited Sates|147.237.0. 120 |nluimaka. idf.i|l || egal Byte Code Character in Method AEgA?"\ A2A; A2ASAVFAcAVA.. AMARAY, |B ock 1
46.19. 85. 195 | srael 147.237.0. 120 |m!l ui maka.i df . i |Lhknown Paraneter cellul in ww nilui maka.idf.il/1422-he/ m| ui maspx B ock 1
85.64.39.133 | srael 147.237. 0. 120 |ril ui maka i o [2ULhor 1 2ed URL Access to Bock |1
wwv nitl ui maka. i df.i1/resourcel userfol | ow esour ce/ creat e/
81.218.56.171 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed URL Access to www il uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
220.181. 132. 218|Chi na 147.237.0.120|ml uimaka.idf.i|Unaut hori zed URL Access to 147.237.0. 120/ 894- he/ m | ui m aspx Bl ock 1
46. 19. 85. 230 | srael 147.237.0. 120 |ml ui maka.i df.i|Mal f ormed URL asp. net _sessi oni d=gzoi b5f h5j p0ohn23x3f zc45 B ock 1
189. 218. 244. 31 |Mexi co 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to /tnunbl ock. cgi Bl ock 1
46.19. 85. 195 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhknown Parangeter cellularTy in wawy il ui maka.idf.il/1422-he/ mil ui maspx Bl ock 1
46.19. 85. 195 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter cel in waw nmluimaka.idf.il/1422-he/ ml ui maspx Bl ock 1
141.212.122. 177|hited Sates|147. 237. 0. 120 |ml uimaka.i df .i JUnaut hori zed URL Access to 147.237.0. 120/ B ock 1
81.218.241.26 |lsrael 147.237.0. 120 |m! ui maka. i df . i |Uhknown Par anet er wb48617274 in v mluimaka.idf.il/ B ock 1
46.117.59. 138 | srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed UR_ Access to wwu nil uimaka.idf.il/sip storage/files/3/ Bl ock 1
46.19. 85. 195 | srael 147.237.0. 120 |ml ui maka. i df . i |Lhknown Paraneter vir in waw nmlui maka.idf.il/1422-he/nl ui maspx B ock 1
194. 72. 238. 241 LKJ?'r:gegom 147. 237. 0. 120 |ni ui maka. i df . i |Unaut hori zed LRL Access to miluimaka. i df.il/xyzzy B ock 1
169. 229. 3. 91 Lhited Sates|147.237.0. 120 |niluimaka.idf.i|[Val f or med URL AA»nt } 2A-b4x§3A%a+ Bl ock 1
46.19. 85. 195 | srael 147.237.0. 120 |ml ui maka.i df . i |Lhknown Paraneter cellula in ww nilui maka.idf.il/1422-he/ nil ui maspx B ock 1
46. 19. 85. 195 | srael 147.237.0. 120 |ml ui maka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 46. 19. 85. 195 B ock 1
89.138.181. 179 |lsrael 147.237.0.120|mluimaka.idf.i|Mil tipl e Uhaut horized URL Access from 89. 138. 181. 179 Bl ock 1
Unknown HTTP Request Met hod
46. 19. 85. 230 | srael 147.237.0. 120 |ml uimaka.idf.i|pk_i d. 104. b624=0f 069c83eb990731. 1449676981. 1. 1449676999. 1449676981. ; |B ock 1
in URL asp. net_sessi oni d=gzoi b5f h5] pOohn23x3f zc45
46.19. 85. 195 | srael 147.237.0. 120 |ml ui maka. i df . i |lUhknown Paraneter cellularTyp in waw mlui maka.idf.il/1422-he/ ml ui maspx Bl ock 1
149.78. 149.5 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to ww nil uimaka.idf.il/tenplates/general /general . aspx |B ock 1
46. 19. 85. 195 | srael 147.237.0. 120 |ml ui maka. i df . i |Lhknown Paraneter cell in ww mlui maka.idf.il/1422-he/ m| ui maspx B ock 1
Lhited - . . -{Uhaut hori zed URL Access to
83.223.122.12 |\ ogom  |147- 237 0. 120 mluimaka il i) i i maka i df i 1/894- he/ mai | t o: moked_mi | ui @i | i df i Bl ock !
46.19. 85. 230 | srael 147.237.0. 120 |ml uimaka.idf.i|Abnornmal | y Long Request met hod Bl ock 1
194. 90. 25. 122 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er desktop in waw mluimaka.idf.il/ Bl ock 1
169. 229. 3. 91 Lhited Sates|147. 237. 0. 120 |nil uimaka.i df .i [Unknown HTTP Request Met hod Af£gA?7\ A2A; A?ASAVFAcAVA... A™MARAY, B ock 1
46.19. 85. 195 | srael 147.237.0. 120 |ml ui maka.idf.i|Uhknown Parangter cellular in ww mlui maka.idf.il/1422-he/ ml ui maspx Bl ock 1
46.19. 85. 195 | srael 147.237.0. 120 |ml ui maka.i df . i |Lhknown Paraneter ¢ in ww nlui maka.idf.il/1422-he/ n| ui maspx B ock 1
81.218.70.243 |lsrael 147.237.0. 120 |m! ui maka.i df. i |Lhaut hori zed URL Access to ww il uimaka.idf.il/inages/shared/ nailthis.gif B ock 1
46.19. 85. 195 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter v in www mlui maka.idf.il/1422-he/ ml ui maspx Bl ock 1
192. 115. 200. 193]l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to mil uimaka.idf.il/894-he/,il ui maspx Bl ock 1
169. 229. 3. 91 Lhited Sates|147.237. 0. 120 |l uimaka. i df.i JAbnornal | y Long Request request version Bl ock 1
46.19. 85. 195 | srael 147.237.0. 120 |ml ui maka. i df .i|Uhknown Paraneter cellu in ww nmluimaka.idf.il/1422-he/ nm| ui maspx Bl ock 1
5.102.254.207 |israel 147. 237. 0. 120 il ui maka i of i (M L7 P € Fullwidth/ kel fwi dth Uni code Bncoding on URU Paraneter (+)  from B ock 1
5.102. 254. 207
46.19. 85. 230 | srael 147.237.0. 120 |mluimaka.idf.illllegal HITP \kersion Bl ock 1
213, 8. 245, 50 | sragl 147. 237. 0. 120 |ni | ui maka i df . i D stributed Uhknown Paraneter on ww mluimaka.idf.il/scriptresource. axd 8 ock 1
par anet er wh48617274
46.19. 85. 195 | srael 147.237.0. 120 |ml ui maka. i df. i |Lhknown Paraneter cellularT in waw nilui maka.idf.il/1422-he/ nl ui maspx B ock 1
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