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Top Attackers 

46.19.85.195, Israel

212.179.54.237, Israel

46.117.59.138, Israel

89.138.181.179, Israel

81.218.56.171, Israel

46.19.85.230, Israel

169.229.3.91, United States

83.223.122.12, United Kingdom

66.119.41.5, United States

37.46.39.5, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

212.179.54.237 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 6

146.185.239.100 Russian Federation 147.237.0.120 miluim.aka.idf.il block-sp-traf1 drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 02-02-2016 to 02-03-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilET SCAN NMAP -sA (2) 1

115.29.224.200 China 147.237.0.120 miluim.aka.idf.ilET SCAN Potential VNC Scan 5900-5920 1

61.240.144.64 China 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1

114.32.254.107 Taiwan 147.237.0.120 miluim.aka.idf.ilET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

2.54.135.107 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

87.68.36.67 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.179.28.185 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 666

79.178.176.179 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 414

185.120.126.62 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

79.177.12.217 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 324

84.228.202.188 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

79.176.184.210 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

2.52.22.78 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

109.67.189.37 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

109.65.2.135 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

77.125.79.219 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

62.219.198.6 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 164

79.183.100.215 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 162

46.19.85.176 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 144

109.66.192.43 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

176.12.155.50 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.55.48 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.166.132 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

176.12.155.57 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.86.20 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 126

46.19.85.32 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 121

37.26.146.201 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 100

46.19.85.109 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 100

2.52.162.14 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 100

46.19.85.109 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 100

46.19.86.80 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

2.54.16.139 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

199.203.47.194 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 81

176.12.155.231 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 81

46.19.85.1 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 81

46.120.154.252 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 81

79.177.130.228 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 81

2.52.180.134 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 81

176.12.154.68 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

46.19.85.165 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 64

46.19.85.98 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 64

46.19.85.165 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 64

46.121.80.14 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 64

46.19.85.153 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack reject 64

192.117.155.7 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 62

46.19.85.71 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 61

5.29.41.240 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 49

79.176.7.205 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 49

149.88.27.8 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 39

46.19.85.230 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 37

83.130.104.72 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

85.64.76.72 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

46.19.85.190 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

147.236.34.168 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 36
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

46.117.59.138 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized HTTP Method Block 3

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 3

37.46.39.5 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.a
spx

Block 2

192.115.177.202 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/894-he/miluim.aspx/ Block 2

66.119.41.5 United States 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/shared/usercontrols/headerupper/

Block 2

89.138.181.179 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized HTTP Method Block 2

46.117.59.138 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 46.117.59.138 Block 2

83.223.122.12
United
Kingdom

147.237.0.120 miluim.aka.idf.il
Unknown Parameter &y in
www.miluim.aka.idf.il/templates/sendtofriend/sendtofriend.aspx

Block 2

73.49.59.148 United States 147.237.0.120 miluim.aka.idf.ilSuspicious Response Code Block 2

185.89.217.233 147.237.0.120 miluim.aka.idf.il
URL is Above Root Directory
www.miluim.aka.idf.il/../images/shared/hp/hp_icon.png

Block 2

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter ce in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

89.138.181.179 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/6/ Block 1

81.218.70.243 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter vi in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

194.72.238.241
United
Kingdom

147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to / Block 1

169.229.3.91 United States 147.237.0.120 miluim.aka.idf.ilIllegal Byte Code Character in Method Â£gÃ?^\Â˜2Â¡Ã?ÂšÂ½FÂ¤Â½Ã…Â™Ã®Â¼ Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellul in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

85.64.39.133 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/resource/userfollowresource/create/

Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

220.181.132.218 China 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/894-he/miluim.aspx Block 1

46.19.85.230 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL asp.net_sessionid=gzoib5fh5jp0ohm23x3fzc45 Block 1

189.218.244.31 Mexico 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to /tmunblock.cgi Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellularTy in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cel in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

141.212.122.177 United States 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

81.218.241.26 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/ Block 1

46.117.59.138 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/3/ Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter vir in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

194.72.238.241
United
Kingdom

147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to miluim.aka.idf.il/xyzzy Block 1

169.229.3.91 United States 147.237.0.120 miluim.aka.idf.ilMalformed URL Ã›Ã»mt}2Â¬b4×§3Ãša+ Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellula in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 46.19.85.195 Block 1

89.138.181.179 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 89.138.181.179 Block 1

46.19.85.230 Israel 147.237.0.120 miluim.aka.idf.il
Unknown HTTP Request Method
pk_id.104.b624=0f069c83eb990731.1449676981.1.1449676999.1449676981.;
in URL asp.net_sessionid=gzoib5fh5jp0ohm23x3fzc45

Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellularTyp in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

149.78.149.5 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/templates/general/general.aspx Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cell in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

83.223.122.12
United
Kingdom

147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/894-he/mailto:moked_miluim@mail.idf.il

Block 1

46.19.85.230 Israel 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request method Block 1

194.90.25.122 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter desktop in www.miluim.aka.idf.il/ Block 1

169.229.3.91 United States 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method Â£gÃ?^\Â˜2Â¡Ã?ÂšÂ½FÂ¤Â½Ã…Â™Ã®Â¼ Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellular in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter c in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

81.218.70.243 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/images/shared/mailthis.gif Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter v in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

192.115.200.193 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to miluim.aka.idf.il/894-he/,iluim.aspx Block 1

169.229.3.91 United States 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request request version Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellu in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

5.102.254.207 Israel 147.237.0.120 miluim.aka.idf.il
Multiple Fullwidth/Halfwidth Unicode Encoding on URL/Parameter(+)  from
5.102.254.207

Block 1

46.19.85.230 Israel 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version Block 1

213.8.245.50 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/scriptresource.axd
parameter wb48617274

Block 1

46.19.85.195 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellularT in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1
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