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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.179. 54. 237 | srael 147.237.0.120 nil uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 9
80. 70. 128. 129 | srael 147.237.0. 120 nmluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3
82. 80. 217. 70 | srael 147.237.0.120 mluimaka.idf.il Bl ock_Wp Al _Nets drop BBL- | srael 3
109. 65. 7. 75 | srael 147.237.0.120 mluimaka.idf.il Bl ock_Wp Al _Nets drop BBL- | srael 3
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|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |gte |9 gnature | count |
60.217.72. 16 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 148. 22. 26 Li t huani a 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
222.170.70. 222 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Tar get Address|Ste

Sgnature

Devi ce

‘Count

Geo Action
2.52. 156. 81 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.
79.180. 126. 182 |israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.
2.54.177. 27 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 1521
Ret r ansni ssi on dr opped.
79.176.3.117 [ srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id nvalid segnent retransmssion. Packet drop 1444
Ret r ansn ssi on dr opped.
62.219.238.10 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 468
Ret r ansni ssi on dr opped.
84.228.192.177 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 432
Ret r ansn ssi on dr opped.
84.228.202. 188 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.
79.181. 118. 105 |israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 288
Ret r ansn ssi on dr opped.
79.178.176.179 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.
2.54. 40. 220 I'sr ael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 288
Ret r ansn ssi on dr opped.
109. 66.192. 43 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 279
Ret r ansni ssi on dr opped.
46. 19. 86. 92 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 225
Ret r ansn ssi on dr opped.
79.180. 216. 110 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 225
Ret r ansni ssi on dr opped.
2.52.33. 201 I'sr ael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 180
Ret r ansn ssi on dr opped.
2 54.182. 84 | srael 147. 237. 0. 120 |t ui m akas i df . i Sreannng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 162
Ret r ansni ssi on dr opped.
2.54.187.75 | srael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
87.68. 23.97 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.
185. 120. 126. 62 147.237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
2.54.32. 232 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.
79.179. 213. 233 |israel 147. 237. 0. 120 il ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 140
Ret r ansn ssi on dr opped.
2 52 31.93 | srael 147. 237. 0. 120 it ui m akas i df . i Sreannng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.
209. 8. 157. 156 || srael 147. 237. 0. 120 |nil ui maka. i df .i [Bad TCP sequence SYNRACK retransmt with different monitor  [81
wi ndow scal e
80.178. 201. 148 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36
46. 19. 85. 55 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber alert 36
46. 19. 85. 55 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36
209. 88. 157. 156 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 34
188. 120. 148. 202|l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 31
46.121. 105. 122 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 29
80.178.138. 115 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 27
31. 210. 188. 22 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 27
46. 19. 85. 220 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 25
46.19. 86. 173 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 25
31.210. 186. 239 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16
77.126.24.147 |israel 147.237. 0. 120 [nil ui maka. i df .i |Bad TGP sequence SINRAK retransmit with different moni t or 16
W ndow scal e
213.57.163.11 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber aert 16
46. 19. 86. 54 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16
213.57.163.11 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16
212.235.72.236 |lsrael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
37.26. 148. 188 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 16
199. 203. 226. 21 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 85. 178 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 16
192.118. 117. 100]l srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16
212.235.72.236 |Israel 147. 237. 0. 120 |nil ui maka. i df .i [Bad TCP sequence SYNACK retransmt wth different monitor |16
W ndow scal e
46. 19. 86. 2 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16
77.126.24.147 |lsrael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
46. 19. 85. 24 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16
192.118. 27. 253 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 14
85.130. 175. 9 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 13
41.230.14.223 |Tunisia 147.237.0. 120 |ml ui maka. i df .i|dr op SAMrul e drop 13
192. 118. 27. 253 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 12
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|Top Attackers In V\AF|

Devi ce
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81.218.56.171 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wb48617274 in wwv milui maka.idf.il/scriptresource. axd B ock 4

192. 116. 232. 69 | srael 147. 237. 0. 120 |ni ui maka.i of . i O stributed Lhknown Paraneter on wawy ml ui maka.idf.il/scriptresource. axd B ock 2
par anet er wh48617274

192.118. 10. 10 |[lIsrael 147.237.0. 120 |l ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv milui maka.idf.il/scriptresource. axd B ock 2

212.150. 112. 56 |l srael 147.237.0. 120 |ml ui maka.i df . i |Unaut hori zed HTTP Met hod B ock 2

149.50. 77. 71 Lhited Sates|147.237. 0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw nmiluimaka.idf.il/login B ock 2

81.218.56.171 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to v il ui maka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 2

95. 86. 124. 93 | srael 147.237.0. 120 |ml uimaka.idf.i|Mil ti pl e Uhaut hori zed UR. Access from 95. 86. 124. 93 B ock 1

37.142. 64. 36 | srael 147.237.0.120|ml uimaka.idf.i|PHP Attenpt B ock 1
Unaut hori zed URL Access to

213.151.59.82 |lsrael 147.237.0. 120 |m | ui maka. i df . i jwaww mi | ui m aka. i df . i |/ &a=u&ved=0ahukew ki dy7ot t kahvcl wBkhvw boeqf ggi nea& |B ock 1
usg=af gqj cne5p7mdpntma58u2cj znf g7azoanw

194. 72. 238. 241 z“rf;gom 147. 237. 0. 120 |nil ui maka. i df . i {Unaut hori zed LRL Access to nil uimaka. i df.il/xyzzy B ock 1

158. 116. 225. 93 |Lhited Sates|147. 237. 0. 120 |ml ui maka. i df . i |Suspi ci ous Response Code B ock 1

213. 8. 245. 50 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to wan il ui maka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1

192. 116. 232. 69 |l srael 147.237.0. 120 |ml uimaka. i df. i |Lhaut hori zed URL Access to vwwv mluimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
Unaut hori zed URL Access to

95. 86. 124. 93 I srael 147.237.0. 120 |m| ui maka. i df . i [www mi | ui maka. i df . i |/ &a=u& ed=0ahukew py5sj | t t kahwj 73i khr x2dj ggf ggi maadus |B ock 1
g=af qj cne5p7nBpntma58u2cj znf g7azoanw

37.142. 64. 36 | srael 147.237.0. 120 |ml ui maka.i df. i |Uhaut hori zed UR. Access to ww mlui maka.idf.il/xnirpc. php B ock 1

212.150. 112. 56 |l srael 147.237.0.2120|ml uimaka.idf.i|Mil tipl e Uaut hori zed URL Access from 212.150. 112. 56 B ock 1

182.118. 53. 217 [Chi na 147.237.0. 120 |ml ui maka.i df . i |Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1

81.218.241.26 |lsrael 147.237.0. 120 |m! ui maka. i df . i |Uhknown Par anet er wb48617274 in ww mluimaka.idf.il/ B ock 1

31.154.168. 26 |l srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to niluimaka.idf.il/https:/nysearch. avg. con B ock 1

213. 8. 245. 50 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd B ock 1

141.212.122. 81 |Lhited Sates|147.237. 0. 120 |ml ui maka. i df. i |Uhaut hori zed URL Access to /X B ock 1

61. 135. 190. 200 |Chi na 147.237.0. 120 |ml uimaka.i df.i |Unhaut hori zed URL Access to 147.237.0. 120/ B ock 1

185. 89. 217. 233 147.237. 0. 120 il ui maka. i of i (T | Above Root Directory . B ock 1
wane mi | ui maka. i df.il/../inmages/ shared/ hp/ hp i con. png
Unhaut hori zed URL Access to

95. 86. 104. 120 |lsrael 147.237.0. 2120 |ml ui maka.idf.i|lwwv m | ui maka.idf.il/&a=u&ed=0ahukewi h6eav_nt kahuf f swkhzwi bOogf ggi raa& |B ock 1
usg=af qj cne5p7mdpntna58u2cj znf g7azoanw
Unaut hori zed URL Access to

37.60.42. 11 | srael 147.237.0. 120 |ml ui maka. i df . i [wwn m | ui m aka. i df . i | / &a=u&ed=0ahukew okrj yynpkahxi vr gkhu2- ccoqf ggi naa&u |B ock 1
sg=af qj cne5p7mdpntna58u2c¢j znf g7azoanw

213. 8. 245. 58 | srael 147. 237. 0. 120 i ui maka.i of . i O stributed Uhknown Paraneter on waw mil ui maka.idf.il/scriptresource. axd 8 ock 1
par armet er wh48617274

194. 72. 238. 241 LK!i"r:;c(ijom 147.237.0. 120 |mluimaka.idf.i |{Mil ti pl e Unaut hori zed URL Access from 194. 72. 238. 241 B ock 1

212.150. 112. 56 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed UR. Access to www mil uimaka.idf.il/sip storage/files/5/ B ock 1
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