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01-30-2016 to 01-31-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address
212.179.54. 237

| Attacker Geo

| Target Address |gte
| srael

|9 gnature |Device Action  |DP.Iocati on. Location |count |
147.237.0. 120 | uimaka.idf.il B ock_Up Al Nets drop BBL.- | srael 9
123. 151. 149. 222 Chi na 147.237.0.120 | uimaka.idf.il Frk_Under Attack_Con_Tcp drop BBL- Fr ankf urt 2
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-30-2016 to 01-31-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
162. 222. 185. 165 Lhited Sates 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
1. 64.62. 70 Hong Kong 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 148. 22. 26 Li t huani a 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1




01-30-2016 to 01-31-2016

|Top Attackers In FW |

Attacker Address

A tacker

Sgnature

Devi ce

‘Tar get Address|Ste

‘Count

Geo Action
5.22.135. 16 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 4349
Ret r ansni ssi on dr opped.
79.178.161.88 | srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.
84.228.202. 188 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 720
Ret r ansni ssi on dr opped.
79.176.1.157  |israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 612
Ret r ansn ssi on dr opped.
149. 78. 230. 122 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 180
Ret r ansni ssi on dr opped.
109.67.53.95  [Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
79.178.176.179 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.
2.52.26.19 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
185. 120. 126. 62 147. 237. 0. 120 |t ui m akas i df . i Sreani ng Er_]gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
109. 66. 213. 18 [Israel 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
2.52.57.142 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.
87. 68. 23. 97 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
46.19. 85. 227 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36
46. 19. 85. 40 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 36
46. 19. 85. 227 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 36
79. 183. 166. 208 |I srael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.
89.138.198. 214 |Israel 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 25
2.52.190. 231 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25
46. 19. 85. 40 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 25
31.168. 219. 155 |Israel 147. 237. 0. 120 |nil ui maka. i df .i [Bad TCP sequence SYNRACK retransmt with different monitor |18
w ndow scal e
31. 210. 188. 22 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 17
85. 250. 170. 175 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 16
85. 250. 170. 175 |l srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence SYMAG( retransmt with different noni t or 16
wi ndow scal e
31.210.186. 146 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 15
85.130. 195. 7 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 13
85.130. 195. 7 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
37.26.146.250 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 10
185.24.207.39  |Israel 147. 237. 0. 120 |nil ui maka. i df .i [Bad TCP sequence SYNRACK retransmt wth different monitor |9
wi ndow scal e
87.69. 16. 92 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
109. 160. 211. 223|l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 9
149.78.23.221 |lsrael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence Sgg (raetransrmt W th different wndow noni t or 9
79.179. 106. 214 |Israel 147.237. 0. 120 il ui maka. i df i [ S3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 9
Ret r ansni ssi on dr opped.
109. 160. 211. 223l srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence SYMAG( retransmt with different noni t or 9
wi ndow scal e
31.168.219. 155 |Israel 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
5. 102. 254. 255 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
37.46. 38. 247 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 5
37.46. 39. 47 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 54 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.146.250 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 4
77.125. 3. 211 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 85. 252 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
84. 94. 66. 64 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 4
94.230. 86. 238 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 4
5.22.135.180 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
46.117.175. 240 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
85. 65. 54. 220 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 82 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
109. 66. 137. 167 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 4
5.22.135. 188 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
5.22.131. 84 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4




01-30-2016 to 01-31-2016

|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Geo Target Address |Ste Sgnature Action ‘Oount
162. 243. 44. 92 gq;tt:: 147.237.0.120 |mluimaka.idf.ifMil ti pl e Unaut hori zed URL Access from 162. 243. 44. 92 B ock 3
66. 249. 75.235 I srael 147, 237. 0. 120 |ni| vi maka i df . {"2ULNOrT zed LRL Access to Bl ock 1
wan m | ui maka. i df . i |/ shared/ user control s/ header upper/
141.212. 122. 209 gq;tt:: 147.237.0. 120 |ml ui maka. i df . i f{Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1
66. 249. 75. 235 | srael 147.237.0. 120 |ml ui maka. i df . i {Uhaut hori zed UR. Access to waw m | ui maka.idf.il/tenpl at es/ news/ news. i n. aspx |B ock 1
66. 249. 73. 235 | srael 147.237.0. 120 |ml uimaka.idf.i|haut hori zed URL Access to ww nmiluimaka.idf.il/1 B ock 1
93.173. 253. 203 |l srael 147.237.0. 120 |m | ui maka.i df.i |PHP Att enpt B ock 1
Lhi ted L . . {Uhaut hori zed URL Access to
162.243. 44. 92 Sates 147.237.0. 120 | uimaka. i df .| ww i | ui maka. i df. i |/shared/ user cont rol s/ header upper/ Bl ock !
A . . lUhaut hori zed URL Access to
66.249.75.219 | srael 147.237.0. 120 | urmaka. i df .| wan mi | ui maka. i df .i1/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
93.173. 253. 203 |l srael 147.237.0. 120 |ml ui maka. i df . i {Uhaut hori zed URL Access to waw mi | ui maka.idf.il/xnmrpc. php B ock 1
187. 45. 193. 209 |Brazil 147.237.0. 120 |m| ui maka. i df . i {Lhknown Paraneter author in waww mluimaka. idf.il/ B ock 1
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