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01-28-2016 to 01-29-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo |Target Address |Ste | gnature | Device Action |CPlocation Location  |Count |
212.179. 54. 237 | srael 147.237.0.120 nmluimaka idf.il |Bock Udp All Nets drop BBL- | srael 12
54.67. 38. 74 Lhited Sates 147.237.0. 120 nluimaka idf.il |DOS httpdx- hreadrequest - FS dest - r eset BBL- Fr ankf urt 1
146. 185. 239. 100 Russi an Federation 147.237.0. 120 mluimaka. idf.il [bl ock-sp-trafl drop BBL- Fr ankf urt 1




01-28-2016 to 01-29-2016

|Top Attackers In IPS|

Attacker Address
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| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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01-28-2016 to 01-29-2016

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
94.76.11. 132 Bahrai n 147.237.0. 120 nluimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1




01-28-2016 to 01-29-2016

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Geo ‘Tar get Address|Ste Sgnature Action ‘Count

79.181.22.236 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 6662
Ret r ansni ssi on dr opped.

109. 65. 3. 56 I'sr ael 147.237. 0. 120 il vi maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 4608
Ret r ansn ssi on dr opped.

149. 78.224.23 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 4608
Ret r ansni ssi on dr opped.

2.52.30. 29 I'srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansn ssi on dr opped.

79.181.171.64 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 1440
Ret r ansni ssi on dr opped.

79.179.28.185 |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 324
Ret r ansn ssi on dr opped.

84.228.202. 188 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.

79.178.176.179 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 288
Ret r ansn ssi on dr opped.

109. 64. 227. 180 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 288
Ret r ansni ssi on dr opped.

2.54.166. 77 | srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 225
Ret r ansn ssi on dr opped.

37.26.147. 182 I srael 147.237.0. 120 |ml uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 225

109. 66.102. 11 |Israel 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 216
Ret r ansni ssi on dr opped.

79.181.118. 105 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet g 216
Ret r ansni ssi on dr opped.

31.168. 154. 252 |Israel 147.237. 0. 120 il ui maka i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.

79.183.9.134  [Israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

109. 67.41.186 |Israel 147.237.0. 120 |ml uimaka. i df . i Strean 9 E'.qg' ne: TP Invalid Invalid segnent retransmssion. Packet drop 90
Ret r ansni ssi on dr opped.

149. 78. 230. 122 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.

192. 118. 27. 253 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber alert 37

192.118. 27. 253 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 37

212.179. 223. 120]l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 36

46.19. 85. 117 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36

46. 19. 85. 212 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36

46.19. 85. 117 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36

46.19. 86. 165 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 36

46. 19. 85. 212 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36

46.19. 86. 231 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36

109. 253. 146.3 I srael 147. 237.0. 120 [nil vi maka. i f .i |Bad TOP sequence ?Z;;e”ansm't Wth different window moni t or 27

5.22.129.233  [israel 147. 237.0. 120 [nil i maka. i of . {2/ ™19 Endinet TP Invalid valid segnent retransmssion. Packet |y o 27
Ret r ansni ssi on dr opped.

46. 19. 85. 255 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 25

31.154.17.106 | srael 147.237. 0. 120 [nil ui maka. i df . i |Bad TGP sequence :’Zgge”ansm't W th different wi ndow moni t or 19

5.22.129. 87 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 18

5.22.129. 87 I'sr ael 147.237. 0. 120 il ui maka i df i [/ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 18
Ret r ansn ssi on dr opped.

79.183.13.110 |[Israel 147.237. 0. 120 [nil ui maka. i df . i |Bad TGP sequence SINPAK retransmit with different moni t or 16

wi ndow scal e

149. 78. 117. 86 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 16

46. 19. 85. 26 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16

94. 230. 86. 181 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 16

149.78.117.86 [Israel 147.237. 0. 120 [nil ui maka. i df . i |Bad TGP sequence SINPAK retransmt with different moni t or 16

wi ndow scal e

79.183.13.110 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 16

31.210.187.106 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16

46.19. 85. 216 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16

212.199. 251. 235|l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 13

212.199. 251. 227|l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 13

213.57.111.94 |lsrael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence Sgg (raetransrmt wth different wndow noni t or 13

46. 19. 85. 35 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 10

94. 230. 86. 165 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 10

94. 230. 86. 51 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 10

31.210.186.50 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9

5.29. 254. 189 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 9

109. 67. 35. 164 |l srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet g 9
Ret r ansni ssi on dr opped.

89. 138. 198. 214 |l srael 147.237.0. 120 |nl uimaka.i df.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9




01-28-2016 to 01-29-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste Sgnature ) Count
Ceo Action
95. 86. 119. 64 | srael 147.237.0. 120 |mluimaka.idf.i IMil ti pl e Unhaut hori zed URL Access from 95. 86. 119. 64 B ock 4
81.218.56.171 | srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Paraneter wh48617274 in waw m |l uimaka.idf.il/scriptresource. axd B ock 3
Unaut hori zed URL Access to
95. 86. 110. 121 | srael 147.237.0. 120 |ml ui maka. i df . i lwaw. m | ui m aka. i df . i|/&a=u&ed=0ahukew ei 4zr| czkahwdt hgkhxr 9af ygf ggi nea&us |Bl ock 3
g=af gj cne5p7nDpntma58u2cj znf g7azoanmw
Unaut hori zed URL Access to
95. 86. 119. 64 | srael 147.237.0. 120 |ml uimaka. i df.i lwawv m | ui m aka. i df . i | / &a=u&ved=0ahukewj 6vnr yk8zkahwdea8khedkcbsqgf gghnaa |B ock 3
&usg=af gj cne5p7mBpntna58u2cj znf g7azoanw
66. 249. 79. 110 | srael 147.237.0. 120 |ml uimaka. i df . i lUhaut hori zed URL Access to waw mi | ui maka.idf.il/headerupper/ B ock 1
46.19. 85. 101 | srael 147.237.0. 120 |ml uimaka.idf.i{Mal f or med URL B ock 1
Unaut hori zed URL Access to
212.76. 98. 96 | srael 147.237.0. 120 |ml ui maka. i df . i lwaww mi | ui m aka. i df . i | / &a=u&ved=0ahukew 03nxoj c3kahxf gq8kht sr dkngf ggi maa& |B ock 1
usg=af qj cne5p7mdpntna58u2cj znf g7azoanwv
192. 115. 67. 2 | srael 147.237.0. 120 |mluimaka.idf.illllegal Byte Gde Character in Mthod Bl ock 1
169. 229. 3. 91 g];::: 147.237.0. 120 |mluimaka.idf.illllegal Byte Gde Character in Header Val ue B ock 1
46.19. 85. 125 | srael 147.237.0. 120 |ml ui maka.idf.i|Mal formed URL _pk_ses. 104. b624=* B ock 1
192. 198. 151. 44 |Eur ope 147.237.0. 120 |ml uimaka. i df . i lUhaut hori zed URL Access to v m | ui maka.idf.il/1316- he/ n ui m aspx Bl ock 1
- A A AT ACF A AR AN AL APOK A Ao
169. 229 3. 91 Lhi ted 147. 237. 0. 120 i1 ui maka.i of . i Unknown HTTP Request Met hod DKA-sA»A'i AEA-, ASAAA’AL A?9A- A-A° in URL B ock 1
Sates [[#2]]
Uhaut hori zed URL Access to
149. 78. 224. 23 | srael 147.237.0. 120 |ml uimaka. i df . i lwaw nil ui maka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishurimas |B ock 1
pXx
Unaut hori zed URL Access to
66. 249. 79. 114 | srael 147.237.0. 120 |m | ui maka. i df . i bwa mil ui maka.idf.il/tenpl ates/ general /wan i shuri maka.idf.il/1044-he/ishurimas |B ock 1
px
46. 19. 85. 101 — 147 237. 0. 120 nil ui maka.i df . i iur:kLr}:;)_vm HTTP Request Method ASP. NET_Sessi onl d=1kki on2e5l b5hwa5br 5qwdi k 8 ock 1
- . . |0 stributed Unauthori zed URL Access on
213. 8.245.58 | srael 147.237.0. 120 |mluimaka.idf.i waw i Ui maka i o i 1/si p_storagel fil es/ 5 1935, gj f Bl ock 1
192. 115. 67. 2 | srael 147.237.0. 120 |m| ui maka.idf.i INJLL Character in Mt hod B ock 1
169. 229. 3. 91 Lsh;::: 147.237.0. 120 |mluimaka.idf.illllegal Byte Gde Character in URL [[#2]] B ock 1
46.19.85.125  |Israel 147.237. 0. 120 |l ui maka i df i (KNOWN HTTP Request Method 1454008010. 1454008010.; in LR B ock 1
_pk_ses. 104. b624=*
192.198. 151. 45 |Eur ope 147. 237.0. 120 |nil ui maka, i of . (2 St"1 buted Lhaut hori zed UR. Access on B ock 1
waw m | ui maka. i df.il/1316-he/ nmi ui maspx
185. 89. 217, 232 147.237.0. 120 |nil ui maka i of . (T S Above Foot D rectory . Bock |1
wwn miluimaka.idf.il/../inages/ shared/ hp/ hp_i con. png
169. 229. 3. 91 Lsh'mt:: 147.237.0. 120 |m | ui maka.idf.i D stributed Abnornal |y Long Request B ock 1
Lhi ted L . . {Whaut hori zed URL Access to
68.180. 229, 121 Sates 147.237.0. 120 | urmaka. i df .| ww mi | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
46. 19. 85. 125 | srael 147.237.0. 120 |m | ui maka.idf.ilAbnornal | y Long Request net hod B ock 1
213. 8. 245, 58 I sragl 147. 237. 0. 120 |nil vi maka.i of . i Distributed Uhknown Paraneter on waw nil ui maka.idf.il/scriptresource. axd B ock 1
par armet er wh48617274
192. 118. 36. 53 | srael 147.237.0. 120 |m| uimaka. i df . i {Lhknown Paraneter port in www niluimaka.idf.il/ B ock 1
Lhited - . {lllegal HITP \ersion [[#12]]1[[#8]]
169. 229.3.91 Sates 147.237.0. 120 |mluimaka.idf.i x: $[ [ #28] ] A2 NAGEA, +Adoh—A2csc" Al AgA? Bl ock 1
61.135.190.72 |China 147.237.0. 120 |m| ui maka. i df.i fUhaut hori zed URL Access to 147.237.0. 120/ B ock 1
46.19. 85. 101 | srael 147.237.0. 120 |ml uimaka. i df.iAbnornal | y Long Request net hod Bl ock 1
212.76. 98. 96 | srael 147.237.0. 120 |mluimaka.idf.i Ml ti pl e Uhaut hori zed URL Access from 212. 76. 98. 96 B ock 1
192. 115. 67. 2 | srael 147.237.0. 120 |m| ui maka.i df.i|Abnornal | y Long Request net hod B ock 1
169. 229. 3. 91 Lsh'mt:: 147.237.0. 120 |mluimaka.idf.ilOstributed I11egal Byte Gode Character in Mt hod B ock 1
81.218.56.171 | srael 147.237.0. 120 |m| uimaka. i df . i lLhaut hori zed URL Access to wwn mil uimaka.idf.il/sip storage/files/5/ 1935. gi f Bl ock 1
46.19. 85. 125 | srael 147.237.0. 120 |mluimaka.idf.illl1egal HITP \krsion B ock 1
220.181. 132. 218|Chi na 147.237.0. 120 |m| ui maka. i df . i {Uhaut hori zed URL Access to 147.237. 0. 120/ 894- he/ m | ui m aspx B ock 1
192. 198. 151. 36 |Eur ope 147.237.0. 120 |ml uimaka. i df.i |Uhaut hori zed URL Access to wwv m | ui maka.idf.il/1316-he Bl ock 1
169. 229. 3. 91 ;ﬁ;ttees 147.237.0. 120 |n | uimaka.idf.i [Mal formed URL [[#2]] B ock 1
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