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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo

212.179. 54. 237

| srael

| Target Address
147.237.0. 120

il ui maka.idf.

|9 gnature

| Devi ce Action |DP I ocation. Location |Count |

il |Bock Udp Al Nets drop BBL.- | srael 12
109. 65. 195. 231 |l srael 147.237.0.120 |mluimaka idf.il [B ock Udp Al Nets drop BBL.- | srael 6
37.26.148. 188 | srael 147.237.0.120 |mluimaka.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3
94. 23. 98. 162 Uni ted Ki ngdom |147.237.0.120 |mluimaka.idf.il |HTTP-M SC Acuneti x- U | dest - reset BBL- Fr ankf urt 1
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Attacker Address
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| Target Address

|Ste

|Sgna1ure
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|Top Attackers In |D|

01-27-2016 to 01-28-2016

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
66.249.64. 1 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sA (2) 4
59.45.79. 117 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
107. 150. 36. 242 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 Tur key 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
199. 180. 114. 67 Pol and 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
109. 235. 254. 181 Tur key 147.237.0.120 mluimaka.idf.il ET SCAN NVAP -f -sS 1
121. 201. 27. 61 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
210.117.121. 60 Korea, Republic of 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1




01-27-2016 to 01-28-2016

|Top Attackers In FW |

A tacker

Devi ce

Geo Target Address |Ste Sgnature Action ‘Count

62.0.73. 55 I srael 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

80.179.17.183 | srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.

2.52.5.131 I srael 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 1440
Ret r ansni ssi on dr opped.

79.179.28.185 |israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 648
Ret ransni ssi on dr opped.

109. 66.102. 11 |Israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TQP Inval i d Invalid segent retransmssion. Packet drop 432
Ret r ansni ssi on dr opped.

109. 67. 41. 186 |l srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 360
Ret ransni ssi on dr opped.

2.54.25.143  |Israel 147.237. 0. 120 il ui maka. i of .i (27 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 225
Ret r ansni ssi on dr opped.

2.54.149.191 |[Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

79.181. 118. 105 |I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

109. 64. 163. 109 |I srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.

79.178. 176. 179 |I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

2.54.8.6 I srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet drop 117
Ret ransni ssi on dr opped.

2.54.42.7 I srael 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 54
Ret r ansni ssi on dr opped.

46. 19. 85. 84 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36

46. 19. 85. 110 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber alert 36

46. 19. 85. 110 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 36

84.228.60.33 |Israel 147.237. 0. 120 il ui maka. i of .i (2 " €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

192. 118. 27. 253 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 26

192.118. 27. 253 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 26

o S SYNFACK retransmit with different .
192. 114. 91. 247 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence . noni t or 26
w ndow scal e

46. 19. 85. 157 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 25

46. 19. 85. 84 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 25

46. 19. 86. 160 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46.19. 86. 115 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46.19. 85. 157 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 25

46.19. 86. 0 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25

46. 19. 85. 143 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 23

79.181. 138. 181 [l srael 147.237. 0. 120 il ui maka. i of i (2" €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 18
Ret r ansn ssi on dr opped.

46.19. 85. 230 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 16

95. 35. 16. 12 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence WA{K retransmt with different noni t or 16

w ndow scal e

62.219.198. 6 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

93.172. 160. 167 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 16

95. 35. 16. 12 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 16

46.19. 85. 155 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 11

37.46. 38. 149 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 10

185. 3. 144. 20 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 10

37.26.148.214 |lsrael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9

85. 130. 175. 225 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9

46.19. 86. 171 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9

149. 78.194. 78 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9

79. 183. 60. 222 |l srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 9

46.19. 86. 206 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 9

46. 19. 85. 53 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber alert 9

46.19. 86. 115 | srael 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 9

195. 200. 205. 2 |Israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.

46.19. 85. 154 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 9

46. 19. 86. 206 | srael 147.237.0. 120 |l uimaka.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 9

81.218.168.72 |Israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransmssion. Packet drop 9
Ret r ansn ssi on dr opped.

94. 230. 86. 150 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9

46. 19. 85. 53 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 9




01-27-2016 to 01-28-2016

|Top Attackers In V\AF|

Devi ce

‘Attacker Geo [Target Address |Ste Sgnature Action ‘Count

95. 86. 86. 28 | srael 147.237.0. 120 |ml uimaka.idf.i|Mil tipl e Uhaut hori zed UR. Access from 95. 86. 86. 28 B ock 3

194. 90. 25. 122 |l srael 147.237.0. 120 |m ! ui maka. i df . i |Uhknown Paraneter Desktop in waw mluimaka.idf.il/ B ock 2

80. 246. 130. 202 || srael 147.237.0. 120 |ml ui maka. i df . i |uhknown Paraneter Desktop in www mluimaka.idf.il/ B ock 2

95. 86. 73. 225 | srael 147.237.0.220|ml uimaka.idf.i|Mil tiple Unauthori zed UR. Access from 95. 86. 73. 225 B ock 2
Unaut hori zed URL Access to

95. 86. 86. 28 I srael 147.237.0. 120 |ml ui maka. i df . i |waw m | ui m aka. i df . i |/ &a=u&ved=0ahukewj 4ubsr 2snkahvdj wikhuuzduyqf ggi maa |B ock 2
&usg=af gj cne5p7nBpntma58u2cj znf g7azoanw

82.166. 76. 90 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd B ock 2

- . . . {Unhaut hori zed URL Access to

66.249.64.1 | srael 147.237.0. 120 |m! ui maka. i df . i waw i | Ui maka. i df . i | / shar ed user cont r ol s/ header upper / B ock 1
Unaut hori zed URL Access to

95. 86. 73. 225 | srael 147.237.0. 120 |ml uimaka.idf.ilwav m | ui maka.idf.il/&a=u&ed=0ahukew pll 2go8r kahxdnadkhr 3na80qf ggi naa&|B ock 1
usg=af gqj cne5p7mdpntna58u2cj znf g7azoamw

81.218.56.171 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wb48617274 in wwwv m | ui maka.idf.il/scriptresource. axd B ock 1

109. 67. 52. 48 | srael 147.237.0.120|ml uimaka.idf.i|PHP Attenpt B ock 1

94.23.98. 162 |JNted 147.237.0. 120 |nil ui maka. i df i [Mal for med LRL * B ock 1

Ki ngdom

66. 249. 64. 182 |l srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed UR. Access to waw nil uimaka.idf.il/tenpl ates/general /mluimaspx |B ock 1

213.8.71. 26 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to waw il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1
Unaut hori zed URL Access to

95. 86. 81. 203 | srael 147.237.0. 120 |ml ui maka. i df.ilwamv m | ui m aka. i df . il/&a=u&ed=0ahukewj - ouogssnkahvcvxokhxycc_cqf ggi maa& |B ock 1
usg=af qj cne5p7mdpncna58u2cj znf g7azoanw

81.218.241.26 |lsrael 147.237.0. 120 |m !l ui maka. i df . i |[Unknown Par armet er wb48617274 in waw mlui maka.idf.il/ B ock 1

109. 67. 52. 48 | srael 147.237.0. 120 |nml uimaka. i df . i|Uhaut hori zed UR. Access to waw mil uimaka.idf.il/xnirpc. php B ock 1

94.23. 98. 162 E:'rf:gom 147.237.0. 120 |nil ui maka. i df . i |Unaut hor i zed URL Access to 147. 237. 0. 120/ Bt ock 1

213.8.71.26 | srael 147.237.0. 120 |m ! ui maka. i df . i |Uhknown Paranet er wbh48617274 in wwwwv mil ui maka.idf.il/scriptresource. axd B ock 1

82. 166. 76. 90 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to wa il ui maka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1

185. 35. 62. 11 Sntzerland |147.237.0.120|mluimaka.idf.ilUaut hori zed URL Access to 147.237.0. 120/ B ock 1

81.218.56.171 |lsrael 147.237.0. 120 |ml uimaka. i df.i|Lhaut hori zed URL Access to vwwv mil uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
Unaut hori zed URL Access to

213.151. 46. 148 |l srael 147.237. 0. 120 |ml ui maka. i df . i waw mi | ui m aka. i df . i1/ &a=u&ed=0ahukewj sj dbu38r kahxclhqgkhw sdeqgf ggi maa& |B ock 1
usg=af qj cne5p7mdpnctna58u2cj znf g7azoanw
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