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Top Attackers 

212.179.54.237, Israel

109.65.195.231, Israel

95.86.86.28, Israel

66.249.64.1, United States

95.86.73.225, Israel

37.26.148.188, Israel

94.23.98.162, United Kingdom

82.166.76.90, Israel

81.218.56.171, Israel

109.67.52.48, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

212.179.54.237 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 12

109.65.195.231 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 6

37.26.148.188 Israel 147.237.0.120 miluim.aka.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3

94.23.98.162 United Kingdom 147.237.0.120 miluim.aka.idf.il HTTP-MISC-Acunetix-Url dest-reset BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.64.1 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 4

59.45.79.117 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

107.150.36.242 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

109.235.254.181 Turkey 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 2048 1

199.180.114.67 Poland 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 3072 1

109.235.254.181 Turkey 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -f -sS 1

121.201.27.61 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

210.117.121.60 Korea, Republic of 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 3072 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

62.0.73.55 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

80.179.17.183 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.52.5.131 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1440

79.179.28.185 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 648

109.66.102.11 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 432

109.67.41.186 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 360

2.54.25.143 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

2.54.149.191 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.181.118.105 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.163.109 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.178.176.179 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.8.6 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 117

2.54.42.7 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 54

46.19.85.84 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.110 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

46.19.85.110 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 36

84.228.60.33 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

192.118.27.253 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 26

192.118.27.253 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 26

192.114.91.247 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 26

46.19.85.157 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.85.84 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.86.160 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

46.19.86.115 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

46.19.85.157 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 25

46.19.86.0 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

46.19.85.143 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 23

79.181.138.181 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 18

46.19.85.230 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 16

95.35.16.12 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 16

62.219.198.6 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 16

93.172.160.167 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 16

95.35.16.12 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 16

46.19.85.155 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 11

37.46.38.149 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 10

185.3.144.20 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 10

37.26.148.214 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

85.130.175.225 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

46.19.86.171 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

149.78.194.78 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

79.183.60.222 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

46.19.86.206 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.53 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 9

46.19.86.115 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

195.200.205.2 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

46.19.85.154 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.86.206 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

81.218.168.72 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

94.230.86.150 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.53 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9
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Top Attackers In WAF
Attacker
Address

Attacker Geo Target Address Site Signature
Device
Action

Count

95.86.86.28 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 95.86.86.28 Block 3

194.90.25.122 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter Desktop in www.miluim.aka.idf.il/ Block 2

80.246.130.202 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter Desktop in www.miluim.aka.idf.il/ Block 2

95.86.73.225 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 95.86.73.225 Block 2

95.86.86.28 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/&sa=u&ved=0ahukewj4ubsr2snkahvdjw4khuuzduyqfggimaa
&usg=afqjcne5p7m9pmcma58u2cjznfg7azoamw

Block 2

82.166.76.90 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 2

66.249.64.1 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/shared/usercontrols/headerupper/

Block 1

95.86.73.225 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/&sa=u&ved=0ahukewjp1l2go8rkahxdna4khr3na80qfggimaa&
usg=afqjcne5p7m9pmcma58u2cjznfg7azoamw

Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

109.67.52.48 Israel 147.237.0.120 miluim.aka.idf.ilPHP Attempt Block 1

94.23.98.162
United
Kingdom

147.237.0.120 miluim.aka.idf.ilMalformed URL * Block 1

66.249.64.182 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/templates/general/miluim.aspx Block 1

213.8.71.26 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

95.86.81.203 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/&sa=u&ved=0ahukewj-ouoqssnkahvcvxokhxycc_cqfggimaa&
usg=afqjcne5p7m9pmcma58u2cjznfg7azoamw

Block 1

81.218.241.26 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/ Block 1

109.67.52.48 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/xmlrpc.php Block 1

94.23.98.162
United
Kingdom

147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

213.8.71.26 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

82.166.76.90 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

185.35.62.11 Switzerland 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

213.151.46.148 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/&sa=u&ved=0ahukewjsjdbu38rkahxc1hqkhwjsdeqqfggimaa&
usg=afqjcne5p7m9pmcma58u2cjznfg7azoamw

Block 1
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