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194.90. 25. 122, |srael

212.179.54. 237, |srael

66.249.64.1, |srael

176.13.20. 84, |srael

81. 202. 58. 210, Spai n

212.179. 177. 148, |srael
37.143.82.50, Netherl ands
213.8.71. 26, Israel

46.117. 101. 194, | srael

163. 172. 13. 173, United Ki ngdom
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.179. 54. 237 | srael 147.237.0.120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
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01-26-2016 to 01-27-2016

|Top Attackers In |D|

‘Attacker Geo

Target Address |Ste

Sgnature

81.202.58.210 |Spain 147.237.0. 120 |mluimaka.idf.i |[ET SCAN Potential SSH Scan 2
31.184. 195, 115 | USSI 147.237.0. 120 |nil uimaka. i df .i [ET SCAN NMAP - sS wi ndow 1024 1
Federati on
37.143.82.50 Net her | ands 147.237.0. 120 |nmil uimaka.idf.i [ET SCAN NVAP -sS w ndow 2048 1
89. 248. 172. 44 |Net herl ands 147.237.0. 120 |nmil uimaka.idf.i |ET SCAN Potential SSH Scan 1
179. 104. 145. 11 |mrazi| 147. 237. 0. 120 i1 ui m akasi of . i gm&eﬁ\l Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
37.143. 82. 50 Net her | ands 147.237.0.120|mluimaka.idf.i |[ET SCAN NVAP -f -sS 1
46.117. 101. 194 |l srael 147.237.0. 120 |mluimaka. idf.ilhttp i nspect: MLTIPLE HOST HEADERS DETECTED 1
82.117. 208. 243 147.237.0. 120 |nmil uimaka.idf.i [ET SCAN NVAP -sS w ndow 1024 1
163.172.13. 173 |Uhited Kingdom |147.237.0. 120 |niluimaka.idf.i |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Sgnature Acti on

‘Target Address |Ste ‘Oount

‘Attacker Geo

66.249. 93.209 |lhited Sates |147.237.0.120|niluimaka.idf.il|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 24967
66.249. 93.212 |lhited Sates |147.237.0.120|nil uimaka.idf.il|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 12696
66.249.93.215 |[Lhited Sates |147.237.0.120|mlui maka.idf.il|Geo-|ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 11092
2.54.155.46 |l srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.
79.178. 176. 179 |I srael 147. 237. 0. 120 il ui maka. i df i [ " €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet |, 1008
Ret r ansni ssi on dr opped.
149, 78. 218. 192 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 901
144. 24. 20. 230 LKJ:';;gom 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cerent drop 805
79.176. 211. 111 |I srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 720
Ret r ansn ssi on dr opped.
149. 88. 4. 170 | srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 702
192. 146. 6. 2 Lhited Sates |147.237.0.120|niluimaka.idf.ilGeo-Iocati on enfor cenent Geo- | ocati on i nbound enf or cenent drop 550
84. 229. 158. 136 | srael 147.237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet |, 486
Ret r ansni ssi on dr opped.
68. 180. 229. 121 |Lhited Sates |147.237.0.120|mluimaka.idf.il|Geo-|ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 400
46. 16. 141. 50 Cypr us 147.237.0. 120 |m! ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 346
79. 180. 219. 139 | srael 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet |, 324
Ret r ansni ssi on dr opped.
85. 115. 52. 201 LK?lr:gec(jjom 147.237.0. 120 |m| ui maka. i df .i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 305
109. 64. 163. 109 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 288
Ret r ansni ssi on dr opped.
149. 78. 215. 64 |l srael 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 276
161.69. 163. 25 |Lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 273
149.78.11.178 |Israel 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 264
62.17. 146. 185 lli?lr:gegom 147.237.0.120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 256
2.54.164.143 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 225
Ret ransni ssi on dr opped.
149. 88. 160. 18 |l srael 147.237.0. 120 |ml ui maka.i df.i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 224
66.249.64. 1 Lhited Sates |147.237.0.120|nil uimaka.idf.il|Geo-Iocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 219
149. 78. 251. 251 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 200
66. 249. 64. 7 Lhited Sates |147.237.0.120|mlui maka.idf.il|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 164
66. 249. 64. 15 Lhited Sates |147.237.0.2120|mluimaka.idf.il|Geo-Iocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 162
79. 182. 203. 116 |l srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TGP Inval id Invalid segnent retransmssion. Packet . 153
Ret r ansni ssi on dr opped.
208. 65. 144. 248 |Lhited Sates |147.237.0.120|nil uimaka.idf.il|Geo-Iocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 148
79.177.119.33 |israel 147. 237. 0. 120 |nil ui maka. i of . [/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
109. 66.102. 11 |1 srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
109. 67. 41. 186 | srael 147. 237. 0. 120 |nil ui maka i of . [/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret ransni ssi on dr opped.
2.54. 39, 44 I srael 147.237. 0. 120 il ui maka. i df i [ " €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
149. 78. 95. 183 |l srael 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 128
66. 249. 64. 1 | srael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 102
208. 87.233. 201 |Lhited Sates |147.237.0.120|nmluimaka.idf.ilGeo-|ocati on enforcenent Geo- | ocati on i nbound enf or cenent drop 97
149. 88. 188. 110 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
149. 78. 198. 144 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 81
51.175. 93. 165 Lk?lr:;gom 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 74
193. 86. 20. 244 ggj‘;ﬂ c 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cerent drop 73
66. 249. 64. 15 | srael 147.237.0.120|ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 73
66. 249. 93. 215 |l srael 147.237.0. 120 |m ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 63
66. 249. 93. 209 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 60
66. 249. 93. 212 |lsrael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
66. 249. 64. 7 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 56
92. 236. 254. 3 llé?lrfggom 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerment drop 51
149. 88. 206. 245 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
66. 249. 89. 3 Lhited Sates |147.237.0.120|nmluimaka.idf.il|Geo-Iocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
149. 88. 213. 209 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 41
212. 143. 40. 201 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 40
212. 143. 40. 201 |l srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence mﬁ?v(s::jl reansmlt w th different noni t or 40
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A tacker

Devi ce

Attacker Address Target Address |Ste Sgnature . Count
Ceo Action

194. 90. 25. 122 | srael 147.237.0. 120 |m | ui maka. i df . i {Uhknown Paraneter Desktop in waw nilui maka.idf.il/ B ock 4

176. 13. 20. 84 | srael 147.237.0. 120 |ml uimaka. i df . i {Uhaut hori zed URL Access to waw mil ui maka.idf.il/nai n/ hone/ def aul t. aspx B ock 3

212.179. 177. 148]l srael 147.237.0. 120 |nil uimaka.idf.i|l1legal Byte Qbde Character in Header Narme A?nd\[[#11]] pnA¢[[#11]] SAE B ock 1
- . . . {Uhaut hori zed URL Access to

66.249.64. 1 | srael 147.237.0. 120 | uimaka. i df . wan m | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

61.135.190.72 |China 147.237.0. 120 |ml uimaka. i df . i {Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1

212.179. 177. 148|l srael 147.237.0. 120 |ml uimaka.idf.i IMal f ormed HTTP Header Line 1 B ock 1

66. 249. 64. 7 | srael 147.237.0. 120 |m| ui maka. i df . i |Lhaut hori zed URL Access to v mi | ui maka. i df.il/header upper/ B ock 1

104.90.25.122  |Israel 147.237. 0. 120 |nil ui maka i of . [3ULNOrT zed URL Access to . Bl ock 1

wan mi | ui maka. i df.il/tenpl ates/sitenap/ sitenap. aspx

66.249.64. 1 | srael 147.237.0. 120 |mluimaka.idf.iIMil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 1 B ock 1

213.8.71. 26 | srael 147.237.0. 120 |ml uimaka. i df . i Lhaut hori zed URL Access to wan mil uimaka.idf.il/sip storage/files/5/ 1935.gif |B ock 1

80. 82. 64. 63 Net her | ands [147.237.0. 120 |nil uimaka. i df.i |Unaut hori zed UR. Access to al qassam ps/ ar abi ¢/ Z8UU2USE USU B ock 1
- . . . {Uhaut hori zed URL Access to

66.249.64. 1 | srael 147.237.0. 120 | uimaka. i df . wwy il ui maka. i df.i | /tenpl at es/ general / wa behat sdaa. org. i | Bl ock !

213.8.71. 26 | srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Paranet er wh48617274 in waw ml uimaka.idf.il/scriptresource. axd B ock 1

104. 131. 145. 88 g‘;tt:: 147.237.0. 120 |m| ui maka. i df . i f{Uhaut hori zed URL Access to 147.237.0. 120/ B ock 1
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