1"NPT SwNn

01-25-2016 to 01-26-2016

www.gov.il

[Top Targets |

Nunmber
a

<
v Focused IP Under
Attack Daily Report

[Top Attackers |

Nunmber
a
Attacks

Top Tar get

Top Attackers

W 212.179.54. 237, |srael
172.245.218. 130, Whited Sates

W 81.218.56. 171, Israel
46.19. 85. 64, |srael

W 194. 114. 146. 227, |srael

W 81.218.140. 96, |srael

¥ 137.117.168.203, Whited Sates

W 23.227.183.203, Lhited Sates
104.192.0.19, Lhited Sates

M 193. 169. 70. 108, |srael




01-25-2016 to 01-26-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.179. 54. 237 | srael 147.237.0.120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 9




01-25-2016 to 01-26-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |mvi ce Action
172.245. 218. 130 Lhited Sates 147.237.0.120 mluimaka.idf.il 0543: HITP. php.cgi Access B ock 1




01-25-2016 to 01-26-2016

|Top Attackers In |D|

Attacker Address
104.192.0. 19

| Attacker Geo
Lhited Sates

| Target Address
147.237.0. 120

|Ste
mlui maka.idf.

|9 gnature
ET SCAN NVAP -sS w ndow 1024

|Oount

164.39. 11. 198

Uni ted Ki ngdom

147.237.0.120

mlui maka.idf.

ET SCAN NVAP -sS wi ndow 1024

23.227.183. 203

Lhited Sates

147.237.0.120

nmlui maka. i df.

ET SCAN Potential SSH Scan

137.117. 168. 203

Lhited Sates

147.237.0.120

mlui maka. i df.

ET SCAN NVAP -sS w ndow 1024
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01-25-2016 to 01-26-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

Sgnature

66.249.93.209 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 33805
66.249.93.215 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 22576
66.249.93.212 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 19190
2.54.150.125  |israel 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet |, 4608
Ret r ansn ssi on dr opped.
2.54.139. 43 I srael 147.237. 0. 120 |nil ui maka. i of i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segment retransmssion. Packet |, 3123
Ret r ansni ssi on dr opped.
109. 65.14. 71 [Israel 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.
84.94.199.194 |Israel 147.237. 0. 120 |nil ui maka. i of i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
149. 78.218. 192 |lsrael 147.237.0.2120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1905
2.54.177.255  [Israel 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 1521
Ret r ansn ssi on dr opped.
66.249.81.227 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1137
68.180.229. 121 |lhited Sates |147.237.0. 120 |mluimaka.idf.i|Geo-1 ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 1135
66.249.81.230 |lhited Sates |147.237.0.2120|mluimaka.idf.i|Geo-|ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 891
66.249.81.224 |lhited Sates |147.237.0.2120|nmlui maka.idf.i|Geo-1ocati on enforcenent Geo- | ocati on i nbound enf or cenent drop 810
144.172. 234. 107 |Canada 147.237.0. 120 |ml ui maka. i df . i |dr op SAMrul e drop 798
79.178.176.179 |Israel 147.237. 0. 120 |nil ui maka. i of .i (2 " €M N9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 576
Ret r ansni ssi on dr opped.
149. 88. 236. 241 |l srael 147.237.0.2120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 562
108. 171. 128. 165 Eiqlr:gegom 147.237.0. 120 [m | ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocation i nbound enf or cerent drop 449
109. 67.41.186 |Israel 147.237.0. 120 (ml uimaka. i df . i Strean ng E.‘g' ne: TP Invalid nvalid segnent retransmssion. Packet drop 432
Ret r ansni ssi on dr opped.
79.180. 219. 139 | srael 147.237. 0. 120 |nil ui maka. i of i (" €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 378
Ret r ansn ssi on dr opped.
46. 19. 86. 205 | srael 147.237.0. 120 |nl uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 325
46.229.164.99 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-| ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 291
46.19.86.205  |israel 147.237. 0. 120 |l i maka. i df . i {Bad TCP sequence SINHAK retransmt with di fferent monitor  [289
w ndow scal e
109. 64. 163. 109 |l srael 147.237. 0. 120 |nil ui maka. i of . i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet |, 234
Ret r ansni ssi on dr opped.
149. 78. 39. 205 | srael 147.237.0.2120 |ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 232
37.26.148.169 | srael 147.237. 0. 120 |nil vi maka. i df . i |Bad TCP sequence SYNFACK retransnit wth different moni t or 225
W ndow scal e
46. 19. 86. 205 | srael 147.237.0. 120 |nl uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 225
37.26.148.169 |lsrael 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 225
66. 249. 64. 1 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 210
206. 253.224.14 |lhited Sates |147.237.0.2120|nml uimaka.idf.i|Geo-1ocati on enforcenent Geo- | ocati on i nbound enf or cenent drop 198
66. 249. 64. 15 Lhited Sates |[147.237.0.120 |l ui maka.idf.i|Geo-I ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 187
185. 120. 125. 53 147. 237. 0. 120 i ui makasi of . i Sreani ng Erjgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 180
Ret r ansni ssi on dr opped.
149. 78. 122. 68 | srael 147.237.0.2120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 162
149.78.29.1 | srael 147.237.0.120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 162
149. 78. 31. 157 | srael 147.237.0. 120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 156
149. 88. 10. 95 | srael 147.237.0. 120 |ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 153
66. 249. 64. 7 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 151
85. 158. 138.20  |Ger many 147.237.0. 120 |m | uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 148
79.176.211. 111 |israel 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
66. 249. 93. 209 | srael 147.237.0. 120 |ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 121
24.146.201. 105 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 117
149. 78. 23. 60 | srael 147.237.0. 120 |m | uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 117
51.175. 93. 165 LKTIr:ge(cjjom 147.237.0. 120 [m | ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 108
66. 249. 93. 215 | srael 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 106
149. 88. 214. 75 | srael 147.237.0.120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 105
149.78.24.9 | srael 147.237.0. 120 |m | ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 100
66. 249. 64. 1 | srael 147.237.0.2120 |ml ui maka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 90
109. 65. 2. 67 I'sr ael 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 90
Ret r ansn ssi on dr opped.
149. 78. 187. 232 |l srael 147.237.0.120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 88
149. 78. 138. 203 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 83
66. 249. 93. 212 | srael 147.237.0.2120 |ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 81




01-25-2016 to 01-26-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo ‘Target Address |Ste Sgnature Action ‘Oount
172. 245. 218. 130 gq;tt:: 147.237.0.120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 172. 245. 218. 130 B ock 3
81. 218, 56. 171 I sragl 147. 237. 0. 120 |nil ui maka. i of . i Dstributed Lhknown Paraneter on wwy il ui maka. idf.il/scriptresource. axd B ock 2
par anet er wh48617274
81. 218. 140. 96 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to www mil ui maka.idf.il/894-he/ B ock 2
193. 169. 70. 108 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to wan il uimaka.idf.il/ssip_storage B ock 1
46. 19. 85. 64 | srael 147.237.0. 120 |mluimaka.idf.i|Mal formed URL _pk_ses. 104. b624=* B ock 1
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to ww nill uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1
46. 19. 85. 64 | srael 147.237.0. 120 |ml ui maka. i df . i |Unknown HTTP Request Met hod 53752879.; in URL pk_ses. 104. b624=* B ock 1
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in waw mil ui maka.idf.il/scriptresource. axd B ock 1
L . . . JOstributed Uhaut horized URL Access on
81.218.56.171 | srael 147.237.0.120 |mluimaka. i df.i ww i ui maka, i o i 1/si p_storagel fi | es/ 5/ 1935, gi B ock 1
172. 245. 218. 130 gqlait:: 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to www m | ui maka.idf.il/cgi-bin/php B ock 1
46. 19. 85. 64 | srael 147.237.0. 120 |mluimaka.idf.illl1egal HITP \krsion B ock 1
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