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212.179. 54. 237
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| Devi ce Action

|CP | ocati on. Locat i on |count |
147.237.0. 120 nil uimaka.idf.il Bl ock_Udp All _Nets drop BBL.- | srael 6
115. 239. 228. 10 Chi na 147.237.0.120 mluimaka.idf.il Frk _Under Attack _Con Htp drop BBL- Fr ankf urt 2
115. 239. 228. 10 Chi na 147.237.0. 120 mluimaka.idf.il Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
183. 60. 109. 43 Chi na 147.237.0.120 | uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174. 30 Chi na 147.237.0. 120 niluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
50. 23. 96. 210 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
184. 173. 48. 221 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.189. 146. 119 Ger many 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1




01-22-2016 to 01-23-2016

|Top Attackers In FW |

Target Address |Jte

Sgnature

‘Att acker Geo

149.78. 37. 10 | srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1146
169. 253.194. 1 |Whited Sates 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1046
66.249. 93. 215 |lLhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 818
68. 180. 229. 121 |Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 768
149.78. 21. 33 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 750
66.249.93.212 |lhited Sates 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 575
149. 88. 230. 167 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 466
79. 182. 150. 213 |I srzel 147.237. 0. 120 i ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 432
Ret r ansni ssi on dr opped.
66. 249. 93.209 |lLhited Sates 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 367
149. 78. 89. 68 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 364
149. 78. 21. 148 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 354
223.24.8.179 Thai | and 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 342
66.249. 81. 227 |lLhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 326
66.249. 81.230 |lLhited Sates 147.237.0.120|ml ui maka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 310
149. 88. 138. 75 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 270
2.52.19.236  |israel 147. 237. 0. 120 il ui maka. i df i " €3MNg Engine: TP Inval id Invalid segment retransmssion. Packet |, 234
Ret r ansni ssi on dr opped.
79.181.23.16 |Israel 147.237. 0. 120 il vi maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segment retransmssion. Packet |, 225
Ret ransni ssi on dr opped.
149. 88. 107. 57 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 223
79. 180. 219. 139 | srael 147.237. 0. 120 | i ui maka. i of i (27 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet |, 216
Ret r ansni ssi on dr opped.
40.77. 167. 63 Lhited Sates 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 203
149. 78. 180. 56 |l srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 194
40.77. 167. 57 Lhited Sates 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 190
149. 78. 224. 86 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 182
109.64.81.97  |Israel 147.237. 0. 120 i ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
77.126.66.236 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
79. 181. 118. 105 | srael 147.237. 0. 120 i ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
2.52.53.17 I'srael 147. 237. 0. 120 il ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
149. 78. 34. 10 | srael 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 132
149. 88. 78. 138 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 132
46. 229. 164. 102 |Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 128
66. 249. 81.224 |lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
173.162.129. 13 |Lhited Sates 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 125
141. 20. 195. 209 |Ger many 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
157.55.39.173 |Whited Sates 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 117
202. 174.190. 34 |[New Zeal and 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 100
66. 249. 66. 52 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 96
66. 249. 66. 49 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 94
149.78.31.2 | srael 147.237.0. 120 |ml uimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 90
51.175.93.165 |United Kingdom [147.237.0.120|mlui maka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 84
66. 249. 66. 55 Lhited Sates 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 78
149. 88. 146. 87 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 69
149. 88. 37. 17 | srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 67
149. 88. 180. 17 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
62.219. 198. 6 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 64
46.19. 85. 102 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 64
46.19. 85. 102 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 64
223.24.21.230 |Thailand 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 62
81. 180. 66. 34 :‘L:g\:i of 147.237.0. 120 |ml uimaka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 59
149. 78. 25. 204 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
149.78.42.6 | srael 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
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Unknown Pararnet er 1425-he/ M| ui maspx in

5. 29.102. 107 | srael 147.237.0. 120 |nil uimaka.idf.i waw i | Ui m aka, i df i | /1422- he/ ni | ui m aspx

Bl ock 1
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