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Top Attackers 

109.67.173.105, Israel

212.179.54.237, Israel

213.57.57.94, Israel

109.64.38.127, Israel

2.54.42.74, Israel

31.154.13.18, Israel

83.223.122.24, United Kingdom

81.218.56.171, Israel

81.218.48.37, Israel

109.253.207.61, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

109.67.173.105 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 12

212.179.54.237 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 9

109.64.38.127 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 6
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

93.85.93.3 Belarus 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

119.188.7.134 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

104.219.238.10 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address Site Name Signature
Device
Action

Count

79.177.153.157 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2501

109.64.231.119 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.54.0.136 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

84.95.252.67 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.177.24.102 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

66.249.93.212 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1518

68.180.229.121 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1376

149.78.249.226 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1220

66.249.93.209 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 685

66.249.93.215 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 682

86.176.226.159
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 564

149.78.37.10 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 528

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 458

149.78.28.72 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 391

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 385

79.182.150.213 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 360

149.88.208.178 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 328

66.249.81.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 302

149.78.41.127 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 268

149.78.20.182 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 266

149.78.62.113 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 227

2.52.136.106 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

139.181.48.2 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 221

79.178.200.180 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 216

149.88.2.35 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 211

98.27.49.200 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 206

149.78.41.203 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 194

149.88.4.246 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 179

149.78.180.56 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 177

46.229.164.102 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 176

79.181.118.105 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

67.81.250.171 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 126

149.78.195.125 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 125

149.78.48.175 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 125

176.32.233.73 Germany 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 121

149.78.243.170 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 120

66.249.66.49 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 118

66.249.64.7 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 116

149.78.172.124 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 107

66.249.64.1 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 98

178.62.6.233 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 98

149.78.198.144 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 97

40.77.167.105 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 89

149.78.27.235 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 87

149.78.140.156 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 85

149.88.34.153 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 77

149.78.50.201 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 70

51.175.93.165
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 68

157.55.39.197 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 65

149.88.158.152 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 65
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

213.57.57.94 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/894-he/ Block 3

31.154.13.18 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized HTTP Method Block 2

213.57.57.94 Israel 147.237.0.120 miluim.aka.idf.il
Unknown Parameter _cellular_reference_first_time_in_session in
www.miluim.aka.idf.il/894-he/miluim.aspx

Block 2

95.86.121.45 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/mikuim.aspx Block 2

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 2

5.29.140.253 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.as
px

Block 2

2.54.42.74 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter &virt in www.miluim.aka.idf.il/ Block 2

83.223.122.24
United
Kingdom

147.237.0.120 miluim.aka.idf.il
Unknown Parameter &y in
www.miluim.aka.idf.il/templates/sendtofriend/sendtofriend.aspx

Block 2

46.19.85.58 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method b624=* in URL Block 1

2.54.42.74 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter &virt in www.miluim.aka.idf.il/894-he/miluim.aspx Block 1

109.253.207.61 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter &virt

Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

2.54.40.248 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter &virt in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

62.90.126.215 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to www.miluim.aka.idf.il/shared/clientscriptring() ==
'true') {                    doredirect() /to daf nechita                }            }
else {                if (cookieval ==

Block 1

2.54.42.74 Israel 147.237.0.120 miluim.aka.idf.il
Unknown Parameter 1423-he/miluim.aspx in
www.miluim.aka.idf.il/894-he/miluim.aspx

Block 1

109.253.207.61 Israel 147.237.0.120 miluim.aka.idf.il
Unknown Parameter _cellular_first_time_in_session in
www.miluim.aka.idf.il/1422-he/miluim.aspx

Block 1

31.154.13.18 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/ Block 1

2.54.42.74 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/miluim.aspx Block 1

213.57.57.94 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cookieVa in www.miluim.aka.idf.il/894-he/miluim.aspx Block 1

109.64.146.19 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 109.64.146.19 Block 1

81.218.48.37 Israel 147.237.0.120 miluim.aka.idf.ilPHP Attempt Block 1

213.57.57.94 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 213.57.57.94 Block 1

83.223.122.24
United
Kingdom

147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/894-he/mailto:moked_miluim@mail.idf.il

Block 1

46.19.85.58 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL Block 1

109.64.146.19 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/13567he/miluim.aspx Block 1

81.218.48.37 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/ajax/updatestatus.php Block 1

31.154.13.18 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 31.154.13.18 Block 1
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