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Top Attackers 

2.52.9.64, Israel

79.182.173.196, Israel

212.179.54.237, Israel

81.218.56.171, Israel

194.90.25.122, Israel

207.232.21.105, Israel

2.54.35.21, Israel

176.13.0.79, Israel

46.19.85.141, Israel

79.180.111.238, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

79.182.173.196 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 9

212.179.54.237 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 9

79.182.186.220 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

 01-20-2016 to 01-21-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 01-20-2016 to 01-21-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

95.95.56.249 Portugal 147.237.0.120 miluim.aka.idf.ilET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

212.179.227.181 Israel 147.237.0.120 miluim.aka.idf.ilET SCAN NMAP -f -sS 1

218.246.0.97 China 147.237.0.120 miluim.aka.idf.ilET SCAN NMAP -sS window 1024 1

138.91.190.239 United States 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1

212.179.227.181 Israel 147.237.0.120 miluim.aka.idf.ilET SCAN NMAP -sS window 2048 1

 01-20-2016 to 01-21-2016 



Top Attackers In FW
Attacker
Address

Attacker Geo Target Address Site Name Signature
Device
Action

Count

141.0.15.36 Europe 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 28243

79.180.138.93 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

79.181.168.170 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4109

66.249.93.215 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 3068

66.249.93.209 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 3038

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2933

66.249.93.212 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2812

5.22.129.102 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2313

68.180.229.121 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1564

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1369

149.78.243.96 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1215

66.249.81.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1047

149.78.187.232 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 933

149.78.243.170 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 877

149.78.31.160 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 874

149.78.174.246 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 685

72.227.162.84 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 529

149.88.107.47 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 469

212.12.183.136 Saudi Arabia 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 359

208.65.144.249 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 344

109.65.18.7 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

149.88.3.216 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 282

208.65.144.248 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 277

149.78.180.56 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 269

66.249.64.1 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 249

149.78.224.23 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 198

149.78.252.210 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 192

192.146.6.2 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 192

66.249.64.7 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 176

149.78.30.74 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 173

149.88.234.221 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 171

1.0.246.10 Thailand 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 165

185.120.125.53 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.181.118.105 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

149.88.93.121 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 138

66.249.93.209 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 130

66.249.64.15 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 125

149.78.84.19 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 121

205.167.7.247 France 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 116

149.78.237.158 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 111

62.168.56.1
Czech
Republic

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 105

149.78.124.81 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 105

149.78.47.5 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 101

66.249.93.215 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 101

149.50.78.93 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 98

207.46.13.5 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 97

66.249.93.212 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 93

217.156.162.38
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 93

66.249.81.227 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 92

5.152.201.76
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 92
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

2.52.9.64 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 2.52.9.64 Block 35

207.232.21.105 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter virt

Block 6

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 6

194.90.25.122 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 5

46.19.85.141 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 4

2.54.35.21 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/894-he Block 4

176.13.0.79 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/894-he Block 4

79.180.111.238 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/894-he Block 4

2.52.157.29 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/894-he Block 3

176.13.9.30 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 3

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 3

46.116.166.16 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 2

77.126.105.188 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 2

79.183.23.57 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/resource/userfollowresource/create/

Block 2

176.13.17.4 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter virt

Block 2

109.226.55.50 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/894-he Block 2

46.19.86.141 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter virt

Block 1

185.35.62.11 Switzerland 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

109.226.55.50 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter cellularType in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

80.246.133.61 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/894-he Block 1

84.111.161.100 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 1

79.182.27.183 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 1

46.19.86.237 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 1

2.54.35.21 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/894-he Block 1

192.114.91.245 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1 Block 1

132.64.205.32 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/templates/homepage/undefined Block 1

212.76.111.57 Israel 147.237.0.120 miluim.aka.idf.il

Unauthorized URL Access to
www.miluim.aka.idf.il/894-he/miluim.aspx&sa=u&ved=0ahukewievq7xnrnkahvc6cw
khvj6dpaqfggimaa&sig2=6lnhbdx5kapmmmuxiuoodq&usg=afqjcnernh23git69bvqc8
ggaxyqqn74qq

Block 1

46.19.86.37 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 1

2.52.9.64 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1325-he/miluim.asp Block 1

176.13.17.4 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 1

104.128.144.131 Canada 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on 147.237.0.120/ Block 1

46.19.86.237 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter virt

Block 1

79.177.158.85 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/shared/usercontrols/navmenu/undefined

Block 1

46.19.86.51 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter virt

Block 1

2.52.141.86 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 1

80.179.96.90 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/resource/userfollowresource/create/

Block 1

46.19.86.237 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter virt in www.miluim.aka.idf.il/1422-he/miluim.aspx Block 1

194.90.25.122 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter virt

Block 1

5.29.238.117 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter cellularType

Block 1

176.13.4.27 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/1422-he/miluim.aspx
parameter virt

Block 1

81.218.241.25 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/894-he/miluim.aspx Block 1
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