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Top Attackers

W 2.52.9.64, Israel
79.182.173.196, |srael
W 212.179.54. 237, |srael
81.218.56. 171, |srael
B 194. 90. 25. 122, |srael
W 207.232.21. 105, |srael
W 2.54.35.21, Israel
W 176.13.0.79, |srael
46.19. 85. 141, |srael
H 79.180. 111. 238, |srael




01-20-2016 to 01-21-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
79.182.173. 196 | srael 147.237.0.120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 9
212.179. 54. 237 | srael 147.237.0. 120 nmluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 9
79.182. 186. 220 | srael 147.237.0.120 mluimaka.idf.il Bl ock_Wp Al _Nets drop BBL- | srael 3




01-20-2016 to 01-21-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-20-2016 to 01-21-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo|Target Address |Ste

|9 gnature

95. 95. 56. 249 Port ugal 147.237.0. 120 |l ui maka. i df . i l|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
212.179. 227. 181 |l srael 147.237.0. 120 |ml uimaka.idf.i|[ET SCAN NVAP -f -sS 1
218. 246. 0. 97 Chi na 147.237.0. 120 |ml uimaka.i df.i|[ET SCAN NVAP -sS w ndow 1024 1
138.91.190. 239 |lhited Sates|147.237.0. 120 [mluimaka.idf.il|ET SCAN Potential SSH Scan 1
212.179. 227. 181 |l srael 147.237.0. 120 |nil uimaka. i df.i[|JET SCAN NVAP -sS w ndow 2048 1




01-20-2016 to 01-21-2016

|Top Attackers In FW |

Target Address |Jte

Sgnature

‘Attacker Geo

141. 0. 15. 36 Eur ope 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28243
79.180.138.93 [Israel 147.237. 0. 120 i ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet 4608
Ret r ansni ssi on dr opped.
79. 181. 168. 170 i srael 147. 237. 0. 120 il ui maka. i df i 2" €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 4109
Ret r ansni ssi on dr opped.
66. 249. 93. 215 |lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 3068
66.249. 93. 209 [Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 3038
66.249. 81.224 |lhited Sates |147.237.0.2120|mluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 2933
66.249.93.212 |[Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 2812
5.22.129.102 |israel 147. 237. 0. 120 il ui maka. i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet 2313
Ret r ansni ssi on dr opped.
68. 180. 229. 121 |Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 1564
66.249.81.230 |lhited Sates |147.237.0.2120|nmluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 1369
149. 78. 243. 96 |l srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1215
66. 249. 81. 227 |lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1047
149. 78. 187. 232 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 933
149. 78. 243. 170 |l srael 147.237.0.120|ml uimaka.idf .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 877
149. 78. 31. 160 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 874
149, 78. 174. 246 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 685
72.227.162.84 |lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 529
149. 88. 107. 47 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 469
212.12.183. 136 |Saudi Arabia 147.237.0.120|ml uimaka.idf .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 359
208. 65. 144. 249 |Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 344
109.65.18.7  |Israel 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 288
Ret ransni ssi on dr opped.
149. 88. 3. 216 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 282
208. 65. 144. 248 |Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 277
149. 78. 180. 56 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 269
66.249. 64. 1 Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 249
149. 78. 224. 23 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 198
149. 78. 252. 210 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 192
192. 146.6. 2 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 192
66. 249. 64. 7 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 176
149. 78. 30. 74 | srael 147.237.0.120|ml uimaka.idf .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 173
149. 88. 234. 221 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 171
1.0.246. 10 Thai | and 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 165
185. 120. 125. 53 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
79. 181. 118. 105 | srael 147.237. 0. 120 i ui maka i df i [ €3MNg Engine: TGP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
149. 88. 93. 121 |[Israel 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
66. 249. 93. 209 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
66. 249. 64. 15 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf orcenent Geo- | ocat i on i nbound enf or cenent drop 125
149. 78. 84. 19 | srael 147.237.0.120|ml uimaka.idf .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 121
205. 167. 7. 247 |Fance 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 116
149, 78. 237. 158 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 111
62. 168. 56. 1 %;;;ﬂ c 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 105
149.78.124. 81 |lsrael 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 105
149. 78.47.5 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 101
66. 249. 93. 215 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 101
149. 50. 78. 93 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
207.46.13.5 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf orcenent Geo- | ocat i on i nbound enf or cenent drop 97
66. 249. 93. 212 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 93
217. 156. 162. 38 Lk?lr:;(;‘om 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 93
66. 249. 81. 227 |lsrael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
5.152.201. 76 LKji“r:gegom 147.237.0. 120 |mluimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
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|Top Attackers In V\AF|
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A tacker
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2.52.9. 64 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from2.52.9. 64 B ock 35

207.232. 21. 105 |1 srael 147. 237. 0. 120 |ni ui maka.i df . i O stri but ec_j Unknown Paraneter on waw m | ui maka. i df.il/21422-he/ m| ui maspx B ock 6
paraneter virt

81.218.56.171 |lsrael 147.237.0. 120 |m! ui maka. i df . i |Lhknown Paranet er wb48617274 in ww mi |l ui maka.idf.il/scriptresource. axd B ock 6

194. 90. 25. 122 | st ael 147 237.0. 120 il vi maka.i df . i O stributed Uhknown Paraneter on ww mil ui maka.idf.il/1422-he/ m| ui maspx B ock 5
paraneter cel | ul ar Type

46. 19. 85. 141 — 147. 237. 0. 120 |ni | ui maka i df . i O stributed Unknown Paraneter on www mil ui maka.idf.il/1422-he/ m| ui maspx B ock 4
paraneter cel | ul ar Type

2.54.35.21 | srael 147.237.0. 120 |ml ui maka.i df.i|haut hori zed URL Access to waww mil ui maka.idf.il/894-he B ock 4

176.13.0.79 | srael 147.237.0.120|mluimaka.idf.i|D stributed Uhaut hori zed URL Access on www nil ui maka.idf.il/894-he B ock 4

79.180. 111. 238 |l srael 147.237.0.120|mluimaka.idf.i|D stributed Whaut hori zed URL Access on www mil ui maka.idf.il/894-he B ock 4

2.52.157. 29 | srael 147.237.0. 120 |ml uimaka.idf.i|D stributed Uhaut hori zed UR. Access on wwn nil uimaka.idf.il/894-he B ock 3

176. 13. 9. 30 I sragl 147. 237. 0. 120 |ni | ui maka i df . i D stributed Uhknown Paraneter on www m | ui maka.idf.il/1422-he/ m | ui maspx B ock 3
paraneter cel | ul ar Type

81.218.56.171 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waww il uimaka.idf.il/sip storage/files/5/1935. gi f B ock 3

46. 116. 166. 16 | srael 147. 237. 0. 120 |nil i maka.i df . i D stributed Uhknown Paraneter on wawwv m | ui maka.idf.il/1422-he/ m | ui maspx B ock 2
par aneter cel | ul ar Type

77.126. 105. 188 |Israel 147. 237. 0. 120 |ni | ui maka i df . i DO stributed Uhknown Paraneter on www mil ui maka.idf.il/1422-he/ m| ui maspx B ock 2
paraneter cel | ul ar Type

79.183.23.57  |israel 147.237. 0. 120 |ril ui maka i o {12ULhor i zed URL Access to Bock |2
viwv i | ui maka. i df . i | /resource/ userfol | ow esour ce/ creat e/

176. 13. 17. 4 I sragl 147. 237. 0. 120 |nit | ui maka i df . i D stri but egl Uhknown Paraneter on wwwv mi | ui maka. i df.il/1422-he/ m| ui maspx B ock 2
paraneter virt

109. 226. 55. 50 | srael 147.237.0.120|mluimaka.idf.i|D stributed Uhaut hori zed URL Access on www mil ui maka.idf.il/894-he B ock 2

46. 19. 86. 141 — 147. 237. 0. 120 |ni | ui maka i df . i O stri but eq Uhknown Paraneter on wwwv mi | ui maka. i df.il/1422-he/ m| ui maspx B ock 1
paraneter virt

185. 35. 62. 11 Snitzerland |147.237. 0. 120 |l ui maka i df . i jUnaut hori zed URL Access to 147.237.0. 120/ B ock 1

109. 226. 55. 50 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhknown Paraneter cell ul ar Type in v nil ui maka. i df.il/1422-he/ mil ui maspx B ock 1

80. 246. 133. 61 | srael 147.237.0.120|mluimaka.idf.i|D stributed Whaut hori zed URL Access on www ni | ui maka.idf.il/894-he B ock 1

84.111. 161. 100 |israel 147. 237. 0. 120 |ni | ui maka i df . i O stributed Unknown Paraneter on www mil ui maka.idf.il/1422-he/ m| ui maspx B ock 1
paraneter cel | ul ar Type

70.182. 27. 183 | st ael 147 237.0. 120 il vi maka.i df i O stributed Uhknown Paraneter on ww mil ui maka.idf.il/1422-he/ m| ui maspx B ock 1
paraneter cel | ul ar Type

46. 19. 86. 237 — 147. 237. 0. 120 |ni | ui maka i df . i O stributed Unknown Paraneter on www mil ui maka.idf.il/1422-he/ m| ui maspx B ock 1
par anet er cel | ul ar Type

2.54.35.21 | srael 147.237.0. 120 |ml ui maka.idf.i|D stributed Uhaut hori zed URL Access on wan il ui maka. i df.il/894-he B ock 1

192.114.91. 245 |l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw mluimaka. idf.il/1 B ock 1

132. 64. 205. 32 | srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to waw mi | ui maka.idf.il/tenpl ates/ honmepage/ undefined |B ock 1
Unaut hori zed URL Access to

o o qwawe milui maka. i df . i 1/894-he/ m | ui m aspx&a=u&ved=0ahukew evq7xnr nkahvc6cw

212.76.111.57 | srael 147.237.0. 120 m| uimaka. i df .1 khvj 6dpagf ggi maa&si g2=61 nhbdx5kapnmmmuxi uoodq&usg=af gj cner nh23gi t 69bvqc8 Bl ock !
ggaxyqqgn74qq

46. 19. 86. 37 I sragl 147. 237. 0. 120 |ni | ui maka i df . i D stributed Uhknown Paraneter on www m | ui maka.idf.il/1422-he/ m | ui maspx B ock 1
paraneter cel | ul ar Type

2.52.9. 64 | srael 147.237.0. 120 |ml uimaka.idf.i|Uhaut hori zed URL Access to wan mil ui maka.idf.il/1325-he/ ml ui masp B ock 1

176.13.17. 4 | srael 147. 237. 0. 120 |ni ui maka.i df . i D stributed Uhknown Paraneter on wawwv m | ui maka.idf.il/1422-he/ m | ui maspx B ock 1
par aneter cel | ul ar Type

104. 128. 144. 131|Canada 147.237.0. 120 |ml ui maka.idf.i|D stributed Unaut hori zed URL Access on 147.237.0. 120/ B ock 1

46. 19. 86. 237 | st ael 147 237.0. 120 il vi maka.i df . i O stri but eq Uhknown Paraneter on waw mi | ui maka. i df.il/1422-he/ m| ui maspx B ock 1
paranet er virt

79.177.158.85 |Israel 147.237. 0. 120 il ui maka i of . | 12Ut 0T zed UL Access to . Bock |1
wwv mi | ui maka. i df.il/tenpl at es/ shared/ user cont rol s/ navnenu/ undef i ned

46.19. 86. 51 | st ael 147 237.0. 120 il vi maka.i df . i Dstrlbuteq Uhknown Paraneter on waw mi | ui maka. i df.il/1422-he/ m| ui maspx B ock 1
paranet er virt

2 52 141. 86 | sragl 147. 237. 0. 120 |ni | ui maka i df . i O stributed Unknown Paraneter on www mil ui maka.idf.il/1422-he/ m| ui maspx B ock 1
paraneter cel | ul ar Type

- . . - {Uhaut hori zed URL Access to

80. 179. 96.90 I srael 147.237.0. 120 ml urmaka. i df .1 vy i | ui maka. i df. i | /resource/ userfol | ow esour ce/ cr eat e/ Bl ock !

46. 19. 86. 237 | srael 147.237.0. 120 |ml ui maka. i df . i |Lhknown Paraneter virt in ww mlui maka.idf.il/1422-he/ m| ui m aspx B ock 1

194.90.25. 122 |1 srael 147. 237. 0. 120 |ni | ui maka. i df . i O stri but eq Uhknown Paraneter on wwwv mi | ui maka. i df.il/1422-he/ m| ui maspx B ock 1
parangter virt

5 29. 238. 117 | srael 147. 237. 0. 120 |ni i maka.i df . i D stributed Uhknown Paraneter on wawwv ml ui maka.idf.il/1422-he/ m | ui maspx B ock 1
par anet er cel | ul ar Type

176. 13. 4. 27 I sragl 147. 237. 0. 120 |ni | ui maka. i df . i D stri but eq Unknown Paraneter on wwv m | ui maka. i df.il/21422-he/ m| ui maspx B ock 1
parangeter virt

81. 218. 241. 25 | srael 147.237.0. 120 |ml ui maka. i df . i |[Unknown Paranet er wb48617274 in waw m | ui maka.idf.il/894-he/ ml ui maspx B ock 1

01-20-2016 to 01-21-2016




