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W 79.180. 161. 175, |srael
81.218.56. 171, Israel
W 212.179.54. 237, |srael
109. 67. 205. 136, |srael
H 201. 232. 25. 160, Col onbi a
W 85. 25. 235. 155, Ger nany
¥ 109. 253. 208. 181, | srael
M 62.0.118.86, |srael
193. 201. 227. 7, \krai ne
H 94.102. 48. 195, Net her| ands




01-19-2016 to 01-20-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address
79.180. 161. 175

|Atacker Geo |Target Address

|9 gnature |Device Action  |DP | ocation. Location |count |
| srael 147.237.0.120 | uimaka.idf.il Block Udp All _Nets drop BB.- | srael 27
212.179. 54. 237 | srael 147.237.0. 120 nluimaka.idf.il Bl ock Udp All Nets drop BB.- | srael 9
85. 25. 235. 155 Ger nany 147.237.0.120 mluimaka.idf.il Frk_Under Attack_Con_Tcp drop BBL- Fr ankf urt 2




01-19-2016 to 01-20-2016

|Top Attackers In IPS|

Attacker Address |Attacker Go |Tar get Address |Ste |Devi ce Action

109. 67. 205. 136 | srael 147.237.0.120 mluimaka.idf.il Q091: HITP. Access to - adm n.asp B ock 5




01-19-2016 to 01-20-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Count
59.45.79. 117 Chi na 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
115.127.32.171 Bangl adesh 147.237.0.120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 7 Lkr ai ne 147.237.0. 120 mluimaka. idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 232. 25. 160 Col onbi a 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
94. 102. 48. 195 Net her | ands 147.237.0.120 mluimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
172.98. 200. 238 147.237.0.120 mluimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
201. 232. 25. 160 Col onbi a 147.237.0. 120 nluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-19-2016 to 01-20-2016

|Top Attackers In FW |

Target Address |Ste Sgnature

‘Attacker Geo

141. 0. 14. 216 Eur ope 147.237.0. 120 |ml uimaka.i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 143722
79.182.35.51  [Israel 147.237. 0. 120 |l vi maka. i df i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 4329
Ret r ansni ssi on dr opped.
66.249.93.212 |lLhited Sates |147.237.0.120|mluimaka.idf.i]|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent dr op 4296
8. 37. 235. 149 Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 3978
66. 249. 93.209 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 3614
66. 249. 93. 215 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 3504
62.219. 117. 118 |I srael 147.237. 0. 120 |l vi maka. i df .i (. €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
87.68.51.214 |Israel 147.237. 0. 120 |l vi maka. i df i (" €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
84.228.30. 228 |Israel 147.237. 0. 120 |l vi maka. i df .i (. €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
149. 88. 107. 47 |l srael 147.237.0. 120 |m uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1462
66. 249. 81.224 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 1375
149. 78. 226. 35 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1350
66.249. 81. 227 |Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-| ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 1043
66.249.81.230 |lLhited Sates |147.237.0.120|mluimaka.idf.i]Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent dr op 1021
68. 180.229. 121 |Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent dr op 921
149. 78. 254. 45 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 800
149.50. 68. 4 Lhited Sates |147.237.0.120|mluimaka.idf.i]Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 512
149.88.7.35 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 465
149. 78. 252. 210 |l srael 147.237.0. 120 |m | ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 426
149, 78. 243. 170 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 372
149.78.47.5 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 353
149.78.244.21 |l srael 147.237.0. 120 |m| ui maka. i df .i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 277
216.31.219.19 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 225
149. 78. 231. 157 |l srael 147.237.0. 120 |m!l uimaka.i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 219
149. 78. 228. 17 |l srael 147.237.0. 120 |m | ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 212
85. 158. 139. 101 llgi“rf;gom 147.237.0. 120 |m | ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 201
17.142.157. 175 |Lhited Sates |147.237.0.120|mlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 195
208. 65. 73. 39 Canada 147.237.0. 120 |m| uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 189
17.78.122.155 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 178
149. 78.119. 54 |Israel 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 161
66.249. 73.235 |[Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-| ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 161
149. 78. 28. 121 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 156
76.9.197.2 Canada 147.237.0. 120 |ml uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 155
2.54. 140, 9 I srael 147.237. 0. 120 |l vi maka. i df i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 153
Ret r ansni ssi on dr opped.
218.101. 93. 114 [New Zeal and  |147.237. 0. 120 |ml ui maka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 146
254 1 12 L srael 147. 237, 0. 120 i ui maka.i of . i Sreanhng &gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
84.228.31.36 |l srael 147. 237. 0. 120 |nil vi maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.
79. 183. 144. 225 |I srael 147.237. 0. 120 |l vi maka. i df . i (" €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
109.65.2.67  |Israel 147. 237. 0. 120 |nil vi maka. i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.
140. 242.217.2 |l srael 147.237.0. 120 |m| ui maka. i df .i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 122
149. 78.194. 49 |lsrael 147.237.0. 120 |ml uimaka.i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 120
149.50. 73. 214 |Whited Sates |147.237.0.120|mlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 120
66.249. 93. 212 |Israel 147.237.0. 120 |m | ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
65. 95. 34. 79 Canada 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 117
149. 78. 141. 209 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 115
149. 78. 95. 217 |l srael 147.237.0. 120 |m uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 109
149. 78.221. 86 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
66. 249. 73. 227 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 102
149.78.30. 171 |l srael 147.237.0. 120 |m | ui maka. i df . i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 97
66. 249. 93. 209 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 96




01-19-2016 to 01-20-2016

|Top Attackers In V\AF|

Attacker Address

A tacker

‘ Target Address

Ste

Sgnature

Devi ce

Ceo

Action

‘Oount

81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in waw ml ui maka.idf.il/scriptresource. axd Bl ock 6
81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df .i|Lhaut hori zed URL Access to wwn il uimaka.idf.il/sip storage/files/5/ 1935. gi f Bl ock 4
109. 67. 205. 136 |l srael 147.237.0. 120 |ml ui maka. i df . i |lhaut hori zed URL Access to wwu m | ui maka.idf.il/894-hel hel p. aspx B ock 2
62.0.118. 86 I sragl 147. 237. 0. 120 |nil ui maka.i of . i Ml tiple Ful I width/Hal fw dth Lhi code Encoding on LR/ Paraneter(+) from B ock 1
62. 0. 118. 86
- . . . {Uhaut hori zed URL Access to
109.253.208. 181l srael 147.237.0. 120 | uimaka. i df. vy i | ui maka. i df . il /tenpl at es/ general / ww behat sdaa. org. i | Bl ock !
Uhaut hori zed URL Access to
212.235.45. 21 | srael 147.237.0. 120 |m| ui maka. i df.ilww m | ui maka. i df.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishuri masp |B ock 1
X
Uhaut hori zed URL Access to
- .o Awawe m | ui maka. i df . i1/894-he/ m | ui m aspx&a=u&ved=0ahukewj f 6nxy3r xkahwe_i wk
213.151.39.126  Israel 147.237.0. 120! uimaka. i df he- wbbsqf ggi maa&si g2=xf gj 6wo99udb97r 3dl np- g&usg=af gqj cner nh23gi t 69bvqc8gg Bl ock !
axyqqn74qq
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