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Top Attackers



01-18-2016 to 01-19-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.179. 54. 237 | srael 147.237.0.120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 5
31.168. 133. 226 | srael 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 3




01-18-2016 to 01-19-2016

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Target Addr ess \S te |S gnat ure |Davi ce Action \Ooum \
77.126. 164. 98 | srael 147.237.0.120 mluimaka.idf.il 208: HITP. Range in the Header B ock 1
2.54.53. 11 | srael 147.237.0. 120 | uimaka.idf.il C208: HITP: Range in the Header B ock 1




01-18-2016 to 01-19-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | count |
80. 82.79. 78 Net her | ands 147.237.0.120 mil ui maka.idf.il ET SCAN Potential SSH Scan
208.67.1.11 Lhited Sates 147.237.0.120 mluimaka.idf.il ET SCAN Potential SSH Scan

46. 161. 40. 120

Russi an Federation

147.237.0.120

mluimaka.idf.i

ET SCAN NVAP -sS w ndow 1024

117.79. 130. 206

Chi na

147.237.0.120

mlui maka. i df.

ET SCAN Potential SSH Scan

223.119.2.68

Hong Kong

147.237.0. 120

m | ui maka. i df.

ET SCAN Potential SSH Scan

NN EREE




01-18-2016 to 01-19-2016

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address |Ste Sgnature Acti on ‘Count

130. 130. 3. 57 Australia 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2501

5.28.170.127  |israel 147.237. 0. 120 il vi maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.

5. 22, 130. 92 I'srael 147. 237. 0. 120 |nil vi maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 2304
Ret r ansni ssi on dr opped.

213.8.204.11  |israel 147.237. 0. 120 il vi maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.

2.52.135.129  |israel 147. 237. 0. 120 |nil vi maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 2304
Ret r ansni ssi on dr opped.

212.179. 231. 177|i srael 147.237. 0. 120 il vi maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.

185.3.147.178 [l srael 147. 237. 0. 120 |nil vi maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 2304
Ret r ansni ssi on dr opped.

62.219. 110. 220 |israel 147.237. 0. 120 il vi maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.

2.52.138.5 I'srael 147.237. 0. 120 |nil vi maka. i df i [ €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.

66.249.93.209 |lhited Sates [147.237.0.120|mlui maka idf.i[Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 2232

66.249.93.212 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 2181

66.249.93.215 |lhited Sates [147.237.0.120|mlui maka.idf.il]Geo-1ocati on enforcenent Geo- | ocati on i nbound enf or cenent drop 2122

2.54.27. 149 I srael 147.237. 0. 120 |nil ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 1521
Ret r ansni ssi on dr opped.

149. 78. 224. 57 | srael 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1088

68.180.229. 121 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 949

149. 78. 224. 10 | srael 147.237.0.120|ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 662

66.249.81.227 |lhited Sates [147.237.0.120|mlui maka.idf.il]Geo-1ocati on enfor cenent Geo- | ocati on i nbound enf or cenent drop 629

149. 78. 150. 90 | srael 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 541

66.249.81.230 |lhited Sates [147.237.0.120|mlui maka. idf.il]Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 481

149. 78. 47. 44 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 360

165.225.72.76 |Lhited Sates |147.237.0.120|mlui maka.idf.ilGeo-|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 331

66.249.81.224 |lhited Sates [147.237.0.120|mlui maka.idf.ilGeo-1ocati on enforcenent Geo- | ocati on i nbound enf or cenent drop 329

86. 47. 85. 234 Irel and 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 316

76.9.197.2 Canada 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 304

46.19. 86. 251 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 289

149. 78. 32. 253 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 261

149. 88.92. 155 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 261

165.225.72.69 |lhited Sates |147.237.0.2120|mluimaka.idf.ilGeo-I|ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 242

149. 88. 58. 39 | srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 236

109. 65. 74. 252 |Israel 147.237. 0. 120 | il vi maka. i df i [ €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 225
Ret r ansni ssi on dr opped.

199. 207. 253. 96 |lLhited Sates |147.237.0.120|mlui maka.idf.ilGeo-location enfor cenent Geo-1 ocati on i nbound enf or cenent drop 224

149.78. 31. 14 | srael 147.237.0.120|ml uimaka.i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 202

149. 88. 20. 188 | srael 147.237.0.120|ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 196

149. 78. 20. 182 | srael 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 191

37.26.148.226 |Israel 147.237. 0. 120 [nil ui maka. i df .i |Bad TGP sequence SINHAK retransmit with different moni t or 150

wi ndow scal e

149. 78. 254. 45 | srael 147.237.0.120|ml uimaka.idf .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 150

2.54.37. 146 I srael 147.237. 0. 120 |nil ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

79.180. 219. 139 [israel 147. 237..0. 120 [nil ui maka i of . {2/ 2™ "9 Endine: TP Invalid valid segnent retransmssion. Packet | o 144
Ret r ansni ssi on dr opped.

84.228.202. 188 |l srael 147.237. 0. 120 |nil ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2.54.32. 171 I srael 147.237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

79.182.147.3  [Israel 147.237. 0. 120 il ui maka. i df i [ €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

149. 78. 247. 152 |l srael 147.237.0.120|ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130

167. 220. 196. 175 LK!i“r:gegom 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 124

46. 19. 85. 81 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 121

46.19. 85. 81 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 121

149.78.47.5 | srael 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 112

2.54.30.181 | srael 147.237.0. 120 |m | ui maka. i df . i arearmng Er.]gl ne: TP Invalid Invalid segrent retransmssion. Packet drop 108
Ret ransni ssi on dr opped.

66.249. 75.235 |lhited Sates [147.237.0.120|niluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 104

37.26. 148. 226 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 102

2.52.171. 28 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 102




01-18-2016 to 01-19-2016

|Top Attackers In V\AF|

gtet;‘:ker Target Address |Ste Sgnature
81.218.56.171 |[lsrael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Paranet er wh48617274 in waw ml ui maka.idf.il/scriptresource. axd B ock 4
46.121.18.5  |israel 147. 237. 0. 120 |ni| vi maka. i df . | 1ULNOr T 2ed LRL Access to Bl ock 1
vwwv m | ui maka. i df . i | /resource/ userfol | ow esour ce/ creat e/
46.19. 86. 251 | srael 147.237.0. 120 |ml uimaka. i df .i|lhaut hori zed URL Access to waw nil uimaka.idf.il/sip sto B ock 1
01-18-2016 to 01-19-2016




