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Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.179. 54. 237 | srael 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 12




01-17-2016 to 01-18-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-17-2016 to 01-18-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |Ste |9 gnature | count |
101. 100. 185. 119|9 ngapor e 147.237.0. 120 |mluimaka.idf.i |ET SCAN Potential SSH Scan 2
186. 112. 217. 13 |col onbi a 147. 237. 0. 120 i ui maka.i of . i EgrcsezoN Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
218.246.0. 97 Chi na 147.237.0. 120 |m | ui maka.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
14.17.69. 169 Chi na 147.237.0.120 || ui maka.idf.i JET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 120 |mluimaka.idf.i |ET SCAN Potential SSH Scan 1
171. 235.51. 234 |V et nam 147.237.0. 120 |mluimaka.idf.i |ET SCAN Potential SSH Scan 1
191. 240. 136. 5 Brazil 147.237.0. 120 |mluimaka.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
31.211. 102, 129 |58 @ 147.237.0. 120 |nil i maka i f .i [ET SCAN NVAP -sS wi ndow 4096 1
Federation




01-17-2016 to 01-18-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo

Target Address |Ste

dgnature

141. 0. 14. 146 Eur ope 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10520
66.249.93.209 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 4244
66.249.93.215 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 2601
185.3.147.241  |Israel 147.237. 0. 120 | il ui maka i df .i (2 €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 2313
Ret ransni ssi on dr opped.
82.80.151.194 |Israel 147.237. 0. 120 |l vi maka. i df i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
82. 166. 134. 224 |israel 147.237. 0. 120 | il ui maka i df .i (2 €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret ransni ssi on dr opped.
66.249.93.212 |lhited Sates |147.237.0.120|mlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 2229
217.33.23.241 zlnt:gom 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2190
149. 78. 224. 57 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1631
66.249.81.227 |lhited Sates |147.237.0.120|mlui maka. idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 1187
66.249.81.224 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 998
66.249.81.230 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 895
68.180.229. 121 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 717
149. 78. 106. 222 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 700
149. 78. 254. 45 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 678
149. 78. 20. 182 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 570
149. 88. 142. 227 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 532
149. 88. 69. 90 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 531
149. 50. 78. 93 Lhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-|ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 511
149. 78. 236. 170 |l srael 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 466
74.6.254. 84 Lhited Sates |147.237.0.120|ml uimaka.idf.i|Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 450
108.171. 128. 172 E?Ir:;gom 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 410
199.201.66.82 |lLhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-|ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 360
149. 88. 88. 204 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 334
217.33.23. 250 Eiqlr:gegom 147.237.0. 120 |m| ui maka. i df .i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 324
149. 78. 238. 240 |l srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 317
199. 207. 253. 101|Lhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 268
199. 207.253. 96 |lhited Sates [147.237.0.120|mlui maka.idf.i|Geo-I|ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 262
149. 78. 233. 150 |l srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 252
149. 78. 18. 142 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 234
149. 78. 109. 90 | srael 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 220
149. 78. 229. 33 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 216
66.249.75.219 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent drop 179
149. 88. 5. 94 | srael 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 168
149.78. 226. 1 | srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 168
66.102. 9. 100 Lhited Sates |147.237.0.120|ml uimaka.idf.ilGeo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
149. 78. 160. 59 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 163
149. 88. 139. 198 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150
66.249. 93.212 |lsrael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 147
149. 88. 101. 79 | srael 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 145
79.178.36.231 [ srael 147.237. 0. 120 | il vi maka i df .i (2 €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
79.183.107. 217 [israel 147. 237. 0. 120 |ni | ui maka. i o i {2 62 "9 Endi net TGP I val i valid segnent retransmssion. Facket o, 144
Ret r ansni ssi on dr opped.
79.176. 207. 152 |Israel 147.237. 0. 120 | il vi maka i df .i (2 €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
2.54. 60. 127 I srael 147.237. 0. 120 |l ui maka i df .i (2" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
79.178. 200. 180 [Israel 147.237. 0. 120 | il vi maka. i df .i (2 €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
79.180.110.83 |Israel 147.237. 0. 120 |l ui maka i df .i (2" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
79.182. 150. 213 [Israel 147.237. 0. 120 | il vi maka. i df .i (2 €2M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
2. 54. 54. 65 I srael 147.237. 0. 120 |l ui maka i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
66.249. 75. 235 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 141
149. 78. 215. 64 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 137




01-17-2016 to 01-18-2016

|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Geo Target Address |Jte dgnature Acti on ‘Oount

192. 163. 196. 136 gq;tt:: 147.237.0.120|mluimaka. idf.i|D stributed Uhknown Paranmeter on waww il uimaka.idf.il/ paraneter author Bl ock 1

81.218.56.171 | srael 147.237.0. 120 |ml uimaka. i df.i|Uaut hori zed UR. Access to ww il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f Bl ock 1

198. 20. 226. 241 gq;tt:s 147.237. 0. 120 |ml ui maka. i df . i [lUhknown Parangeter author in wan mluimaka.idf.il/ B ock 1

46. 19. 85. 83 | srael 147.237.0.120 |mluimaka.idf.i|Mal formed URL Bl ock 1

81.218.56.171 |lsrael 147.237.0. 120 |m ui maka. i df . i |hknown Par anet er wb48617274 in wwv m | ui maka.idf.il/scriptresource. axd Bl ock 1

46. 19. 85. 83 | srael 147.237.0. 120 |ml ui maka. i df.i|Unknown HTTP Request Method 4=* in URL Bl ock 1
- . . - {Uhaut hori zed URL Access to

81. 218. 241. 25 | srael 147.237.0. 120 |ml uimaka.idf.i wiw i | Ui maka. i df . i |/i mages/ shar ed/ ho/ banner pat h. gi f B ock 1
A . . {Unaut hori zed URL Access to

46.120.51. 227 I srael 147.237.0. 120 ! uimaka. i df . i wn il ui maka. i df.i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bt ock !
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