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01-15-2016 to 01-16-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address
212.179.54. 237

| Attacker Geo

| Target Address |gte
| srael

|S gnature |Device Action | DP.location. Locati on |count |
147.237.0.120 | uimaka.idf.il Block Udp All _Nets drop BB.- | srael 27
89. 248. 172. 98 Net her | ands 147.237.0.120 il uimaka.idf.il Frk_Under Attack Con Tcp drop BBL- Fr ankf urt 2




01-15-2016 to 01-16-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Addr ess |S te |S gnat ure |Davi ce Action |Oount |
199. 203. 52. 43 | srael 147.237.0. 120 nmluimaka. idf.il (220: HITP. Known Bad SharePoi nt Bl ock 19
194. 90. 25. 122 | srael 147.237.0.120 mluimaka.idf.il (220: HITP: Known Bad Shar ePoi nt B ock 5




01-15-2016 to 01-16-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Count |
59.45.79. 117 Chi na 147.237.0. 120 nluimaka.idf.il ET SCAN Potential SSH Scan 1
89. 248. 166. 146 Net her | ands 147.237.0. 120 nluimaka.idf.il ET SCAN Potential SSH Scan 1
208. 67. 1. 25 Lhited Sates 147.237.0. 120 mluimaka. idf.il ET SCAN Potential SSH Scan 1
46. 148. 16. 98 Li t huani a 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
61.182.170. 38 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
114.112. 90. 54 Chi na 147.237.0.120 miluimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1




01-15-2016 to 01-16-2016

|Top Attackers In FW |

Target Address [Ste

Sgnature

‘Attacker Geo

Sreaning Engine: TQP Invalid

Inval i d segnent retransnission. Packet

109. 67.174. 164 |l srael 147.237.0. 120 |ml uimaka. i df . i S . drop 3906
Ret r ansni ssi on dr opped.
50.7.178. 100 Net her | ands 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3200
66.249. 93.215 |[lLhited Sates |147.237.0.120|mluimaka.idf.ilGeo-Iocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 2381
109. 64. 113. 153 I srael 147.237. 0. 120 il ui maka. i of i (7 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
2.54.57.137 | srael 147.237. 0. 120 il ui maka. i df i (3" €3MN9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet . 2304
Ret r ansnii ssi on dr opped.
79. 179. 216. 120 |I srael 147.237. 0. 120 il ui maka. i of i (7 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
66.249. 93. 209 |[Lhited Sates [147.237.0.120|mluimaka.idf.i|Geo-location enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 2178
66.249.93.212 |lhited Sates |147.237.0.120|mluimaka.idf.ilGeo-Iocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 1888
149. 88. 197. 83 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1139
166. 70. 207. 2 Lhited Sates |[147.237.0.120|mluimaka.idf.il|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cerment drop 1000
149. 88. 88. 204 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 902
195. 154. 56. 44 |Fance 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 640
91. 109. 247. 173 Ei“r::éjom 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 586
77.66.108. 158 |Dennar k 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 520
149. 78. 253. 11 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 481
149. 78. 75. 225 |l srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 423
68. 180. 229. 121 |Lhited Sates [147.237.0.120|mlui maka.idf.i|Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 366
49. 227. 146. 42 |New Zeal and 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 342
109. 65.8.153  |Israel 147.237. 0. 120 il ui maka. i of i [/ €3MN9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet | 324
Ret r ansni ssi on dr opped.
189. 225. 72. 41 |Mexi co 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 298
188. 138. 9. 49 Ger many 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 229
79.176.119.2 |israel 147. 237. 0. 120 i ui maka. i of i [/ €3MN9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet . 225
Ret ransnii ssi on dr opped.
149. 88. 101. 173 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 183
85. 28. 102. 20 Bel gi um 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 162
149.78.198. 78 |l srael 147.237.0. 120 |ml ui maka. i df.i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 158
181. 160. 41. 149 |Ghil e 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 149
149. 88. 20. 105 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 147
63. 249. 66. 203 |Lhited Sates [147.237.0.120|mlui maka.idf.ilGeo-Iocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 146
2.52.169. 36 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack rej ect 144
31.154. 160. 28 |Israel 147.237. 0. 120 i ui maka i of i (27 €3Mn9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.
79. 181. 118. 105 | srael 147.237. 0. 120 il ui maka i of i [/ €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet | 144
Ret r ansni ssi on dr opped.
62.219.238.10 [Israel 147.237. 0. 120 i ui maka i of i (27 €3Mn9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.
122.248. 119. 33 |Myannar 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 140
149. 88. 215. 55 |Israel 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 138
149. 78. 184. 219 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 132
149. 88. 221. 120 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 120
183. 89. 192. 243 |Thai | and 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 120
149. 202. 98. 160 |CGer many 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
149. 78.148. 35 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 111
66.249.81. 224 |Lhited Sates |[147.237.0.120|mlui maka.idf.ilGeo-Iocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 111
66. 249. 81. 227 |lhited Sates |147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 106
95.128. 43. 164 |Fance 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 104
94. 242, 228. 108 [Luxenbourg [147.237.0.120|mlui maka.idf.i|Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 102
149. 88.21.8 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 92
66. 249. 93. 215 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 92
66. 249. 75. 227 |lhited Sates |147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 90
66. 249. 93. 212 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 81
171.25.193. 77 |Sweden 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
66.249. 75.219 |[Lhited Sates [147.237.0.120|mluimaka.idf.i|Geo-location enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 76
37.187.129. 166 |Fance 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76




01-15-2016 to 01-16-2016

|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address ‘Target Address [Ste dgnature

Geo Action ‘Oount
84.108. 1. 100 | srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw il uimaka.idf.il/nai n/ hone/ def aul t. aspx Bl ock 1
212. 150. 236. 142|l srael 147.237.0.120|mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 212. 150. 236. 142 Bl ock 1
2.52.55. 211 | srael 147.237.0. 120 |ml ui maka. i df. i |Uhaut hori zed URL Access to www mil uimaka.idf.il/1325-he/ m | ui m aspxa€- B ock 1
212. 150. 236. 142|I srael 147.237. 0. 120 |ril ui maka i o (12U 0T 2ed URL Access to Bl ock 1
wawe mi | ui maka. i df.il/tenpl at es/ homepage/ honepage. aspx
31. 210. 188. 90 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed UR. Access to wwn mil ui maka.idf.il/1325 Bl ock 1
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