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W 212.179.54. 237, |srael
79. 176.107. 179, |srael
W 109.66.117.32, Israel
81.218.56. 171, |srael
W 2.54.61.219, Israel
H 149.88.101. 173, |srael
[0 194. 114. 146. 227, |srael
W 212.235.77. 210, |srael
91. 135. 111. 85, |srael
W 46. 19. 85. 164, |srael




01-14-2016 to 01-15-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Tar get Addr ess |9 gnature | Devi ce Action | P I ocat i on. Locat i on |Count |
212.179. 54. 237 | srael 147.237.0.120 nil uimaka.idf.il B ock_Udp Al Nets drop BBL.- | srael 21
79.176. 107. 179 | srael 147.237.0. 120 nluimaka.idf.il Bl ock Up Al Nets drop BBL- | srael 15

149. 88. 101. 173 | srael 147.237.0.120 mluimaka. idf.il Invalid TGP H ags drop BBL- | srael 4
192.118. 132. 185 | srael 147.237.0. 120 mluimaka.idf.il ock Wdp Al _Nets drop BBL- | srael 2
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01-14-2016 to 01-15-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Count
113.171. 23. 126 Wi et nam 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79. 117 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 Chi na 147.237.0.120 mluimaka idf.il ET SCAN Potential WNC Scan 5900- 5920 1




01-14-2016 to 01-15-2016

|Top Attackers In FW |

Devi ce

‘Attacker Geo Target Address [Ste Sgnature Action ‘Oount
66. 249. 93. 209 |lLhited Sates 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82298
66. 249. 93. 212 |lhited Sates 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 30775
66.249. 93. 215 |lLhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent dr op 29349
2.54.43.244  |israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Engine: TGP Inval i d Invalid segnent retransmssion. Packet |, 5165
Ret ransni ssi on dr opped.
109. 66. 139. 25 | srael 147.237. 0. 120 il ui maka. i of i (2 7 €3Mn9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
31.168.195.96 |Israel 147. 237. 0. 120 |nill ui maka i of . {2/ €3MN9 Engine: TP Inval id Imvalid segnent retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.
109. 67.119.59 | srael 147.237. 0. 120 il ui maka. i of i (27 €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
79.178.224. 41 |Israel 147. 237. 0. 120 |nill ui maka i of . {2/ €3MN9 Engine: TP Inval id Imvalid segnent retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.
2.54. 38, 28 I srael 147.237. 0. 120 i ui maka. i of .i (27 €3Mn9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
79.178.124.65 |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Imvalid segnent retransmssion. Packet |, 2304
Ret ransni ssi on dr opped.
66. 249. 81. 224 |lhited Sates 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1352
149. 88. 101. 173 |l srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1101
68. 180. 229. 121 |Lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 929
66. 249. 81. 227 |lLhited Sates 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 745
66.249. 81.230 |lLhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 687
149. 78. 225. 227 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 432
1.0.241. 14 Thai | and 147.237.0.120|ml uimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 397
77.125.98.159 |Israel 147.237. 0. 120 i ui maka. i of i (27 €3Mn9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 369
Ret r ansni ssi on dr opped.
149. 78. 106. 45 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 296
149. 78. 128. 113 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 288
149. 88. 246. 189 |l srael 147.237.0.120|ml uimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 277
81. 180. 66. 34 '(\)fl dova, Republic 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 213
149. 88. 92. 155 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 194
66. 249. 75. 235 |lLhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 178
46.19. 85. 191 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 173
46.19. 85. 191 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 173
149. 78. 212. 247 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 170
15. 90. 166. 12 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 166
149, 78.171. 181 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
130.193. 51. 91 |Russi an Federation |[147.237. 0. 120 |nil uimaka.i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 164
149. 78. 249. 133 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 155
149. 78. 145. 195 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 148
66. 249. 93. 215 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 147
2.52.162.254 |Israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Engine: TGP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret ransni ssi on dr opped.
109.65.2.67  |Israel 147.237. 0. 120 i ui maka. i of i (2 7 €3Mn9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
66. 102. 9. 90 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 142
134. 191. 232. 94 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
66. 249. 93. 212 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 136
77.78.103. 87 Czech Republic 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 132
66. 249. 75. 227 |lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 127
183. 89. 192. 243 |Thai | and 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 120
194. 14.188. 11 |Denmar k 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
51.175.93.165 [United Kingdom [147.237.0.120|mluimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 114
149.78.29. 8 | srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 113
149. 88. 67. 21 | srael 147.237.0.120|ml uimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 113
66. 249. 93. 209 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 109
149. 78. 35. 70 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 108
207. 46. 13. 99 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 104
66. 102. 9. 80 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 104
149. 88. 180. 109 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 91
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2.54.61.219 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 2. 54. 61. 219 Bl ock 10
81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in www mil ui maka.idf.il/scriptresource. axd Bl ock 7
109. 66. 117. 32 |l srael 147.237.0. 120 |ml ui maka. i df . i |Unaut hori zed HTTP Met hod B ock 7
81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df.i|Uhaut hori zed URL Access to ww il uimaka.idf.il/sip storage/files/5/ 1935. gi f Bl ock 6
109. 66. 117. 32 | srael 147.237.0. 120 |ml ui maka.i df.i|Mil ti pl e Uhaut hori zed URL Access from 109. 66. 117. 32 B ock 4
109. 66. 117. 32 | srael 147.237.0. 120 |ml uimaka. i df .i|Lhaut hori zed UR. Access to wwn mil uimaka.idf.il/sip storage/files/5/ Bl ock 3
212.235.77.210 |lsrael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw nmi |l ui maka.idf.il/1415-he/ m | &€ui m aspx Bl ock 2
91.135. 111. 85 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to wan nmil ui maka.idf.il/mlui maspx Bl ock 2
194. 114. 146. 2271 sr ael 147. 237. 0. 120 |ni | ui maka i df . i DO stributed Uhknown Paraneter on ww miluimaka.idf.il/scriptresource. axd 8 ock 2
par anet er wh48617274
46.19. 85. 164 | srael 147.237.0. 120 |m!l ui maka.i df.i|Mal formed URL B ock 1
L . . .JOstributed Uhaut horized URL Access on
194. 114. 146. 227 |l srael 147.237.0.120 |mluimaka. i df . i v il Ui maka, i of . i 1/si p_storagel fi | es/ 5/ 1935 gj f Bl ock 1
46. 19. 85. 164 | srael 147.237.0. 120 |m! ui maka. i df . i |Unknown HTTP Request Method lkaxt55 in URL B ock 1
62. 219. 44. 190 | srael 147.237.0. 120 |m! ui maka.i df . i |Lhaut hori zed URL Access to ww niluimaka.idf.il/login B ock 1
Uhaut hori zed URL Access to
212. 25.107. 145 |Israel 147.237.0.120 |mluimaka. i df .illww mluimaka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishuri ma |B ock 1
Spx
84.228.34.164 |lsrael 147.237.0. 120 |ml ui maka.idf.i|D stributed Uhaut hori zed URL Access on wwwu nill ui maka. i df.il/mlui maspx B ock 1
2.54.61.219 | srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to wwwn mil ui maka.idf.il/894-he/ ml ui masp Bl ock 1
81. 218. 56. 171 | srael 147. 237. 0. 120 |nil ui maka.i df . i D stributed Lhknown Paraneter on waw il ui maka.idf.il/scriptresource. axd 8 ock 1
par anet er wh48617274
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