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W 81.218.56. 171, Israel
109. 253. 128. 197, | srael

W 46.19.85.206, Israel
212.179. 64. 162, |srael

H 91. 208. 129. 129, |srael

l 81.218.241. 25, |srael

W 176.13.4.194, Israel

W 124.65. 231. 114, China
88. 249. 106. 23, Tur key

W 185. 89.217. 227, null




01-13-2016 to 01-14-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
91. 208. 129. 129 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
212.179. 64. 162 | srael 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 3
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01-13-2016 to 01-14-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count
5. 39. 222. 196 Net her | ands 147.237.0. 120 nil uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
88. 249. 106. 23 Tur key 147.237.0. 120 mluimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
114.112.90. 54 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
158. 255. 6. 220 Russi an Federation 147.237.0. 120 mluimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117.208. 243 147.237.0.120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 167. 162 Net her | ands 147.237.0.120 mluimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
124. 65. 231. 114 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
212.129.55.113 Fance 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Sgnature

‘Tar get Address|Ste

66.249.81.224 |lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 150079
66.249.93.209 |lhited Sates [147.237.0.120|mluimaka.idf.ilGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 119030
66.249.93.215 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 42331
66.249.81.227 |lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 41484
66.249.93.212 |lhited Sates [147.237.0.120|mluimaka.idf.il]|Geo-1ocation enf or cenent (eo- | ocati on i nbound enf or cenent drop 32946
66.249.81.230 |lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent (eo- | ocati on i nbound enf or cenent drop 30950
2.54.139.160  |Israel 147.237. 0. 120 |l ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
31. 168. 219. 169 |l srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.
84.228.34.110 |Israel 147.237. 0. 120 |l ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
77.126.101. 214 |israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansn ssi on dr opped.
5. 28. 188, 3 I srael 147.237. 0. 120 |l ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
85. 115. 52. 201 LKTIr:ge(cjjom 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 2072
149. 78.227. 171 |lsrael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1978
2.54.189. 6 I'srael 147.237. 0. 120 |l ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 1269
Ret r ansni ssi on dr opped.
149. 88. 142. 117 |lsrael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 1260
2.52.38. 239 I srael 147. 237. 0. 120 | il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 954
Ret r ansni ssi on dr opped.
68.180. 229. 121 |lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-|ocation enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 905
203. 125. 161. 186|S ngapor e 147.237.0.120|ml uimaka.i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 285
66.249. 75.227 |lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enf or cenent (eo- | ocati on i nbound enf or cenent drop 278
149.50. 124.68 |lhited Sates |147.237.0.120|mlui maka.idf.ilGeo-1ocation enforcenent (eo- | ocati on i nbound enf or cenent drop 258
66.249. 75.219 |lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 229
149. 88. 37. 76 | srael 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 229
192. 146. 6. 2 Lhited Sates [147.237.0.120|mluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent dr op 224
149. 78. 39. 168 | srael 147.237.0.120|ml uimaka.i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 221
149. 78. 234. 208 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 180
149. 78. 48. 204 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 178
194.213.3. 4 LKJ?Ir:;éjom 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 156
149. 78. 6. 181 | srael 147.237.0.120|ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 155
192.114. 91. 249 |Israel 147.237. 0. 120 |nil uimaka. i f . i |Bad TGP sequence SINHAK retransmt with di fferent monitor  |155
W ndow scal e
149. 88. 112. 158 |l srael 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 146
109. 65. 35. 176 |Israel 147. 237. 0. 120 |nil ui maka. i of . [/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
77.125.80.95  |Israel 147. 237. 0. 120 | il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
66.249. 93.212 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocat i on i nbound enf or cenent dr op 143
149. 88. 124. 247 |l srael 147.237.0.120|ml uimaka.i df.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 142
66. 249. 93. 209 | srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 134
149.78.22.0 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 132
66. 249. 93. 215 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 124
180. 183. 36. 95 |Thai | and 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 120
199. 207. 253. 101|lLhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 118
66.249. 75.235 |lhited Sates [147.237.0.120|mluimaka.idf.il]Geo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 117
66. 102. 9. 100 Lhited Sates [147.237.0.120niluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocat i on i nbound enf or cenent drop 117
46. 19. 85. 84 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 116
51.175. 93. 165 LKJ?Ir:;éjom 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 112
66. 249. 75. 227 | srael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 111
149. 78. 40. 39 | srael 147.237.0.120|ml uimaka. i df .i|Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 108
149. 88. 190. 32 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 108
46. 16. 142. 100  |Cyprus 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 106
79.134. 143. 123 |Jordan 147.237.0. 120 |ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 99
149.78.137.65 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 99
192.114.91. 249 |lsrael 147.237.0. 120 |mlui maka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 96
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|Top Attackers In V\AF|

A tacker Devi ce

‘Count

Attacker Address ‘Target Address [Ste Sgnature

Ceo Action

109. 253. 128. 197|I srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 109. 253. 128. 197 Bl ock 7

81.218.56. 171 I srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in www mil ui maka.idf.il/scriptresource. axd Bl ock 3

81.218.56.171 | srael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed URL Access to wwwu il uimaka.idf.il/sip storagel/files/5/ 1935. gi f Bl ock 3

81.218. 241. 25 | srael 147.237.0. 120 |ml ui maka. i df . i |Unknown Paraneter wb48617274 in waw m | ui maka.idf.il/894-he/ m! ui maspx Bl ock 2

81. 218, 56. 171 I srael 147. 237. 0. 120 |nil ui maka i df . i D stributed Lhknown Paraneter on ww il ui maka. i df.il/scriptresource. axd B ock 2
par anet er wh48617274

176. 13. 4.194 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unaut hori zed URL Access from 176. 13. 4. 194 Bl ock 1

46. 19. 85. 206 | srael 147.237.0. 120 |ml ui maka. i df . i |[Unknown HTTP Request Met hod pk_ses. 104. b624=* in URL B ock 1

192. 118. 10. 10 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paraneter wbh48617274 in wwv mlui maka.idf.il/scriptresource. axd Bl ock 1

37.142. 163. 88 | srael 147.237.0. 120 |ml uimaka.i df.i|Uhaut hori zed UR. Access to niluimaka.idf.il/894 Bl ock 1

176.13.4.194 | srael 147.237. 0. 120 |nil uimaka.i df . i |Uhaut hori zed URL Access to www mi | uimaka. i df .il/1325-he/ m| ui maspx. 4€?24€7 |B ock 1

46.19. 85. 234 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unhaut hori zed URL Access to wwn mil ui maka. idf.il/1325-he/ m | ui m aspxa€?a€Z Bl ock 1

46. 19. 85. 206 | srael 147.237.0.120|ml uimaka.idf.i|Abnornmal | y Long Request met hod Bl ock 1
Unaut hori zed URL Access to

185. 27.105. 71 | srael 147.237.0. 120 |ml ui maka.i df . i jvwwv m | ui maka.idf.il/tenpl ates/ general /v i shuri maka.idf.il/1044-he/ishuri ma |B ock 1
Spx

46. 19. 85. 206 I srael 147.237.0. 120 |ni | uimaka.idf.i|Mal f ormed URL Bl ock 1

o .. - JURL is Above Root Director
185.89. 217. 227 147.237.0. 120! uimaka. i df i wan il uimaka.idf.il/../ iyrrages/ shar ed/ hp/ hp_i con. png Bl ock !
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