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147.237.0. 120 | uimaka.idf.il B ock_Up Al Nets drop BBL.- | srael 3
115. 230. 124. 164 Chi na 147.237.0.120 | uimaka.idf.il Frk_Under Attack_Con_Tcp drop BBL- Fr ankf urt 2




01-12-2016 to 01-13-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-12-2016 to 01-13-2016

|Top Attackers In |D|

Attacker Address
59.45.79. 117

| Attacker Geo
Chi na

| Target Address
147.237.0.120
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Lhited Sates

147.237.0.120

nmluimaka.idf.

ET SCAN NVAP -sS wi ndow 1024

40. 115. 58. 160

Lhited Sates

147.237.0. 120

mluimaka.idf.

ET SCAN NVAP -sS w ndow 1024

162. 222. 185. 165

Lhited Sates

147.237.0. 120

mluimaka.idf.

ET SCAN Potential SSH Scan

188. 152. 249. 142

Italy
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| ui maka. i df.

ET SCAN NVAP -sS w ndow 1024

N EEEE
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address [Ste

Sgnature

66.249.81.224 |lLhited Sates 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 74428
66.249.93.209 |Whited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 61711
66.249.81.230 |lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 27743
66.249.93.212 |Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 24071
66.249.81.227 |lLhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 23065
66.249.93.215 |lLhited Sates 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22363
66.249.81.158 |Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 19113
66.249.81.166 |Whited Sates 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 5004
66.249.81.162 |lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 3538
82.102. 172.138 |israel 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 2304
Ret r ansnii ssi on dr opped.
141. 105. 68. 30 :ZZ::FI on 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 1770
68.180.229. 121 |Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1449
149. 88. 116. 187 |lsrael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1374
149. 78. 26. 152 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 869
149. 88. 238. 126 |l srael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 694
181. 141.65.8 Col onbi a 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 649
93. 174. 90. 30 Net her | ands 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 530
149.88.112. 158 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 500
149. 88. 190. 32 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 340
149. 88. 94. 179 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 331
149. 88. 246. 189 |l srael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 292
149. 88. 192. 208 |l srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 288
167.220. 196. 21 |United Kingdom |147.237.0. 120 |nml uimaka.idf.i|Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 283
1.0.255.173 Thai | and 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 272
149. 78. 48. 105 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 257
149. 78. 20. 97 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 249
58.97.5.178 Thai | and 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 231
109. 66. 28.176  |Israel 147.237. 0. 120 il ui maka. i of i (2" €3Mn9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, . 225
Ret r ansni ssi on dr opped.
66.249. 75.219 |lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 225
66. 249. 75. 227 |lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 223
149. 78. 212. 247 |l srael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 213
108. 171. 133. 166|Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 210
168. 1. 53. 212 Net her | ands 147.237.0. 120 |ml ui maka. i df.i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 206
89. 187.219. 220 |Lebanon 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 196
108. 171. 128. 166|Uhi ted Ki ngdom |147.237. 0. 120 |nil uimaka. i df .i|Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 192
149. 78. 58. 150 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 187
192.232.81.1 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 184
89.187.221.12 |Lebanon 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 184
149. 78. 234. 208 |l srael 147.237.0. 120 |ml ui maka. i df.i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 178
62. 168. 56. 1 Cech Republic [147.237.0.120|mlui maka.idf.il|Geo-| ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 176
165.225.72.51 |lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 170
149. 78. 231. 157 |lsrael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 170
149. 78. 242. 22 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 164
66.249. 75.235 |Lhited Sates 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 154
72.226.106.66 |lhited Sates 147.237.0. 120 |ml ui maka. i df.i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 152
79.176.134. 133 |israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 144
Ret ransnii ssi on dr opped.
2.54.11. 125 I srael 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet |, 144
Ret r ansnii ssi on dr opped.
2.54.63. 50 | srael 147.237. 0. 120 il ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 144
Ret ransnii ssi on dr opped.
66. 249. 93. 215 | srael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 143
167.220. 196. 101|Uni t ed Ki ngdom [147.237.0. 120 |ml uimaka.i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 139
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At acker

Devi ce

Geo ‘Target Address [Ste Sgnature Action ‘Count
5.22.131.125 | srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to waw mi | ui maka.idf.il/139he/ nl ui maspx-9 B ock 2
79.182.25.133 |Israel 147.237. 0. 120 |nil uimaka. i df . i [Uhaut hori zed URL Access to wwn mil ui maka. i df.il/1316-he/ m | ui m aspxa€?a€Z B ock 2
80.178.144. 84 |l srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to ww il ui maka. i df.il/1316- he/ m| ui m aspxa€?a€Z B ock 2
77.125.76. 16 | srael 147.237. 0. 120 |nil uimaka.i df . i [Uhaut hori zed URL Access to wwn mil ui maka.idf.il/1325-he/ mi | ui m aspxa€?a€z B ock 1
2.54.62.171 | srael 147.237. 0. 120 |nil uimaka.i df . i [Uhaut hori zed URL Access to wwn mil ui maka.idf.il/1316-he/ ni | ui m aspxa€?a€z B ock 1
- . . {0 stributed Uhaut horized URL Access on
93.172.182. 227 |l srael 147.237.0.120 |mluimaka.idf.i wow i | ui maka, i df . i |/ 1325- he/ m | Ui m aspxa€2a€7 B ock 1
2.54.147.51 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to ww il ui maka. i df.il/1325-he/ m| ui m aspxa€?a€Z B ock 1
- . . {0 stributed Uhaut horized URL Access on
176.13.3. 174 | srael 147.237.0. 120 |ml uimaka.idf.i wiw i | Ui m aka, i df . i |/ 1325- he/ mi | Ui m aspxa€?3€7 B ock 1
L . . .JOstributed Uhaut horized URL Access on
62.219.111.90 |(Israel 147.237.0. 120 |mluimaka. i df . i wow i | ui maka, i df . i |/ 1325- hel m | Ui m aspxa€23€7 B ock 1
Unhaut hori zed URL Access to
5.22.129. 87 I srael 147.237.0. 120 |m| ui maka. i df . i jvwaw mlui maka.idf.il/tenpl ates/ general /wan i shuri maka.idf.il/1044-he/ishuri mas |B ock 1
px
- .. JUL is Above Root Drectory
185.89.217. 230 147.237.0. 120 m| uimaka i df .| wawv il ui maka.idf.il/../inages/shared/ hp/ hp i con. png Bl ock !
Unhaut hori zed URL Access to
62.219. 168. 110 (I srael 147.237.0. 120 |mluimaka. i df .ilww m | uimaka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-hel/ishuri mas |B ock 1
pX
- . . {0 stributed Uhaut hori zed URL Access on
2.54.4.83 I srael 147.237.0. 120 |m| ui maka. i df . i wa i | Ui m aka, i df . i |/ 1325- he/ m | Ui m aspxa€?3€7 B ock 1
81.218.56.171 |Israel 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in wwww milui maka.idf.il/scriptresource. axd B ock 1
5.22.131. 125 | srael 147.237.0. 120 |ml uimaka.idf.i|Mil ti pl e Uhaut hori zed URL Access fromb5. 22. 131. 125 B ock 1
212.25.102.57 |lIsrael 147.237.0. 120 |ml ui maka.idf.i|Uaut hori zed URL Access to www ml ui maka.idf.il/1316-he/ m | ui maspx/ 123 B ock 1
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