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Top Attackers 

31.168.225.146, Israel

5.22.131.125, Israel

80.178.144.84, Israel

79.182.25.133, Israel

115.230.124.164, China

77.125.76.16, Israel

185.89.217.230, null

93.172.182.227, Israel

2.54.4.83, Israel

62.219.168.110, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

31.168.225.146 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

115.230.124.164 China 147.237.0.120 miluim.aka.idf.il Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

 01-12-2016 to 01-13-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 01-12-2016 to 01-13-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

59.45.79.117 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

168.62.238.153 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

40.115.58.160 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

162.222.185.165 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

188.152.249.142 Italy 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

 01-12-2016 to 01-13-2016 



Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 74428

66.249.93.209 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 61711

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 27743

66.249.93.212 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 24071

66.249.81.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 23065

66.249.93.215 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 22363

66.249.81.158 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 19113

66.249.81.166 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 5004

66.249.81.162 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 3538

82.102.172.138 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

141.105.68.30
Russian
Federation

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1770

68.180.229.121 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1449

149.88.116.187 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1374

149.78.26.152 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 869

149.88.238.126 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 694

181.141.65.8 Colombia 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 649

93.174.90.30 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 530

149.88.112.158 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 500

149.88.190.32 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 340

149.88.94.179 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 331

149.88.246.189 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 292

149.88.192.208 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 288

167.220.196.21 United Kingdom 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 283

1.0.255.173 Thailand 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 272

149.78.48.105 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 257

149.78.20.97 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 249

58.97.5.178 Thailand 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 231

109.66.28.176 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

66.249.75.219 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 225

66.249.75.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 223

149.78.212.247 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 213

108.171.133.166 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 210

168.1.53.212 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 206

89.187.219.220 Lebanon 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 196

108.171.128.166 United Kingdom 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 192

149.78.58.150 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 187

192.232.81.1 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 184

89.187.221.12 Lebanon 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 184

149.78.234.208 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 178

62.168.56.1 Czech Republic 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 176

165.225.72.51 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 170

149.78.231.157 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 170

149.78.242.22 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 164

66.249.75.235 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 154

72.226.106.66 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 152

79.176.134.133 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.11.125 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.54.63.50 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.93.215 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 143

167.220.196.101 United Kingdom 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 139
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

5.22.131.125 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/139he/miluim.aspx-9 Block 2

79.182.25.133 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspxâ€?â€Ž Block 2

80.178.144.84 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspxâ€?â€Ž Block 2

77.125.76.16 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž Block 1

2.54.62.171 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspxâ€?â€Ž Block 1

93.172.182.227 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž

Block 1

2.54.147.51 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž Block 1

176.13.3.174 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž

Block 1

62.219.111.90 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž

Block 1

5.22.129.87 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.as
px

Block 1

185.89.217.230 147.237.0.120 miluim.aka.idf.il
URL is Above Root Directory
www.miluim.aka.idf.il/../images/shared/hp/hp_icon.png

Block 1

62.219.168.110 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.ishurim.aka.idf.il/1044-he/ishurim.as
px

Block 1

2.54.4.83 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž

Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

5.22.131.125 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 5.22.131.125 Block 1

212.25.102.57 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspx/123 Block 1
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