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Top Attackers 

109.253.204.163, Israel

85.250.95.131, Israel

46.19.86.241, Israel

46.19.85.6, Israel

46.19.85.223, Israel

46.19.85.59, Israel

91.208.129.129, Israel

79.180.39.239, Israel

81.218.56.171, Israel

2.54.154.134, Israel

Top Attackers

Number
Of

Attacks

0

4

8

12

16

10
9.
25
3.
20
4.
16
3,
 I
sr
ae
l

85
.2
50
.9
5.
13
1,
 I
sr
ae
l

46
.1
9.
86
.2
41
, 
Is
ra
el

46
.1
9.
85
.6
, 
Is
ra
el

46
.1
9.
85
.2
23
, 
Is
ra
el

46
.1
9.
85
.5
9,
 I
sr
ae
l

91
.2
08
.1
29
.1
29
, 
Is
ra
el

79
.1
80
.3
9.
23
9,
 I
sr
ae
l

81
.2
18
.5
6.
17
1,
 I
sr
ae
l

2.
54
.1
54
.1
34
, 
Is
ra
el

 01-11-2016 to 01-12-2016 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

79.180.39.239 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

91.208.129.129 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

162.222.185.165 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

68.15.122.196 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

168.62.238.153 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

94.242.228.108 Luxembourg 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 5681

66.249.93.209
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 4887

66.249.93.215
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 3424

89.187.221.12 Lebanon 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 3396

171.25.193.132 Sweden 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2958

66.249.81.224
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2571

46.166.170.6 Lithuania 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2535

66.249.93.212
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2511

79.182.198.97 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2385

82.166.227.219 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2313

5.22.129.232 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

109.160.238.190 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

89.138.83.125 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

31.168.195.96 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.52.160.199 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.177.191.43 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

2.52.46.117 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

149.78.109.90 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1779

66.249.81.230
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1611

79.177.160.218 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1602

66.249.81.227
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1516

204.85.191.30
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1440

2.54.0.16 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1341

168.63.200.167
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 784

68.180.229.121
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 667

5.28.146.171 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 576

66.249.64.1
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 416

149.88.147.2 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 409

149.78.226.122 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 402

46.165.230.5 Germany 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 363

193.171.202.150 Austria 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 360

95.142.161.63 France 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 360

5.79.68.161 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 344

149.88.132.28 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 339

108.62.225.57
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 327

199.207.253.96
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 322

66.249.64.15
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 313

149.78.226.247 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 306

149.78.234.208 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 299

66.249.64.7
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 291

109.201.133.100 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 288

180.183.36.95 Thailand 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 286

149.78.151.39 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 235

65.19.167.131
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 225

95.211.136.17 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 200

85.17.31.120 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 198

91.219.236.232 Hungary 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 176

15.90.166.12
United
States

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 167

66.249.64.1 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 167

66.249.93.212 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 163
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

85.250.95.131 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 85.250.95.131 Block 17

109.253.204.163 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 109.253.204.163 Block 17

46.19.86.241 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 46.19.86.241 Block 7

2.54.154.134 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1393- Block 2

217.132.139.144 Israel 147.237.0.120 miluim.aka.idf.il
Multiple Fullwidth/Halfwidth Unicode Encoding on URL/Parameter(+)  from
217.132.139.144

Block 1

46.19.85.223 Israel 147.237.0.120 miluim.aka.idf.il
Unknown HTTP Request Method
24=5ab588e1190db52f.1452509796.1.1452509796.1452509796.; in URL
_pk_ses.104.b624=*

Block 1

46.19.85.59 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method ,en-US;q=0.6,en;q=0.4 in URL Block 1

109.253.204.163 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.asp Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

46.19.85.223 Israel 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request method Block 1

46.19.85.6 Israel 147.237.0.120 miluim.aka.idf.il
Unknown HTTP Request Method .il%2F%22%5D; in URL
_pk_id.104.b624=eb197bd8f7563c4d.1445536413.3.1452505995.1452505995.

Block 1

85.250.95.131 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1415-he/miluim.asp Block 1

46.19.85.125 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1325-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.6 Israel 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request request version Block 1

192.116.232.69 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/894-he/miluim.aspx Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

46.19.85.223 Israel 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version Block 1

46.19.85.59 Israel 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request method Block 1

2.52.162.134 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 1

95.86.104.246 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to miluim.aka.idf.il/main/home/default.aspx Block 1

62.219.99.130 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/valtam Block 1

46.19.85.166 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Malformed URL Block 1

46.19.85.6 Israel 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version _pk_ses.104.b624=* Block 1

213.57.185.83 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/2/2072/pdf Block 1

81.218.241.25 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/ Block 1

46.19.85.223 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL _pk_ses.104.b624=* Block 1

46.19.85.59 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL Block 1

2.54.53.77 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspxâ€?â€Ž Block 1

79.183.9.155 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspxâ€?â€Ž Block 1

46.19.85.166 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unknown HTTP Request Method Block 1

46.19.85.6 Israel 147.237.0.120 miluim.aka.idf.il
Malformed URL
_pk_id.104.b624=eb197bd8f7563c4d.1445536413.3.1452505995.1452505995.;

Block 1
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