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W 109. 253. 204. 163, | srael
85. 250. 95. 131, | srael

W 46.19.86.241, Israel
46.19.85.6, |srael

W 46.19. 85.223, Israel

W 46.19.85.59, |srael

W 91.208. 129. 129, |srael

W 79.180. 39. 239, Israel
81.218.56. 171, |srael

W 2.54.154. 134, |srael
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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
79. 180. 39. 239 | srael 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 3
91. 208. 129. 129 | srael 147.237.0. 120 nmluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3
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01-11-2016 to 01-12-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste | gnature | count |
162. 222. 185. 165 Lhited Sates 147.237.0.120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
68. 15. 122. 196 Lhited Sates 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1




01-11-2016 to 01-12-2016

|Top Attackers In FW |

Devi ce

A tacker

Attacker Address ‘Target Address [Ste Sgnature ; ‘Count
Ceo Action
94.242.228. 108 |Luxenbour g |147.237.0.120|mluimaka.idf.i]|Geo-1 ocation enf or cenent Geo- | ocat i on i nbound enf or cenment drop 5681
66. 249. 93. 209 g‘;tt:: 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 4887
66. 249. 93. 215 ;q;:ee: 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 3424
89. 187. 221. 12 Lebanon 147.237.0.120|mluimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3396
171.25.193. 132 |Sweden 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 2958
66. 249. 81. 224 Lsh'mt:g 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 2571
46. 166. 170. 6 Li t huani a 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2535
66. 249. 93. 212 g‘;tt:: 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2511
79.182.198.97 | srael 147. 237. 0. 120 |nil ui maka. i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2385
Ret r ansni ssi on dr opped.
82.166. 227. 219 | srael 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2313
Ret r ansni ssi on dr opped.
5.22.129.232  |israel 147. 237. 0. 120 |nil ui maka. i of . [/ M9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansni ssi on dr opped.
109. 160. 238. 1901 sr ael 147.237. 0. 120 il ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
89.138.83.125 |Israel 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansni ssi on dr opped.
31.168.195.96 |israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
2.52.160.199  |Israel 147. 237. 0. 120 |nil ui maka. i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 2304
Ret r ansni ssi on dr opped.
79.177.191. 43 |israel 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
2.52. 46. 117 I'srael 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
149. 78. 109. 90 | srael 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1779
66. 249. 81. 230 g;:: 147.237.0.120|mlui maka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1611
79.177. 160. 218 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 1602
Ret r ansni ssi on dr opped.
66. 249. 81. 227 g;:: 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1516
204. 85.191. 30 g‘;:ﬁd 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 1440
2 54.0.16 | sragl 147. 237. 0. 120 nil ui maka i df . i Srearmng E_ﬁgl ne: TP Invalid Inval id segnent retransnission. Packet drop 1341
Ret ransni ssi on dr opped.
168. 63. 200. 167 g‘;:ﬁd 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 784
68. 180. 229. 121 g;:: 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 667
5.28.146.171  |Israel 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, 576
Ret r ansni ssi on dr opped.
66.249.64.1 g;:: 147.237.0.120|mlui maka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 416
149. 88. 147. 2 | srael 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 409
149. 78. 226. 122 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenment drop 402
46. 165. 230. 5 Ger many 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 363
193. 171. 202. 150|Austria 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 360
95. 142.161. 63 |Fance 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 360
5.79. 68. 161 Net her|l ands |147.237. 0. 120 |ml ui maka. i df . i |Geo-| ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 344
149. 88. 132. 28 | srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 339
108. 62. 225. 57 gﬁ;ttg: 147.237.0. 120 |mluimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 327
199. 207. 253. 96 Lsh'mt:g 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 322
66. 249. 64. 15 gﬁ;ttg: 147.237.0. 120 |mluimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 313
149. 78. 226. 247 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 306
149. 78. 234. 208 |l srael 147.237.0. 120 |ml ui maka.i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 299
66.249.64.7 g‘;:ﬁd 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 291
109. 201. 133. 100|Net herl ands |147. 237. 0. 120 |ml ui maka. i df . i |Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 288
180. 183. 36. 95 |Thail and 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 286
149. 78. 151. 39 | srael 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 235
65.19. 167. 131 g‘;:ﬁd 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 225
95.211.136.17 |Netherlands |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent dr op 200
85.17.31.120 Net herl ands |147.237. 0. 120 |ml ui maka. i df.i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 198
91.219. 236. 232 |Hungary 147.237.0. 120 |m! ui maka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 176
15. 90. 166. 12 g‘;:ﬁd 147.237.0. 120 |mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 167
66.249. 64. 1 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 167
66. 249. 93. 212 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 163
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A tacker Devi ce

Attacker Address Target Address |Jte dgnature
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Geo Action
85. 250. 95. 131 | srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthori zed URL Access from 85. 250. 95. 131 B ock 17
109. 253. 204. 163|l srael 147.237.0.120|mluimaka. idf.i|Mil tipl e Uaut hori zed URL Access from 109. 253. 204. 163 B ock 17
46. 19. 86. 241 | srael 147.237.0. 120 |ml uimaka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 46. 19. 86. 241 B ock 7
2.54.154.134 | srael 147.237.0. 120 |m!l ui maka.i df.i|Uhaut hori zed URL Access to wwv nil uimaka.idf.il/1393- B ock 2
- .. AMiltiple Fullwdth/Hal fw dth Lhi code Encoding on URL Paraneter (+) from
217.132. 139. 144|i srael 147.237..0. 120 nil ui maka i of i {5, 1‘332_ 130 14 9 () B ock 1
Unknown HTTP Request Met hod
46. 19. 85. 223 | srael 147.237. 0. 120 |m | ui maka. i df . i |24=5ab588e1190db52f . 1452509796. 1. 1452509796. 1452509796. ; in URL B ock 1
_pk_ses. 104. b624=*
46. 19. 85. 59 | srael 147.237.0. 120 |ml uimaka. i df . i |lUnknown HTTP Request Method , en-US; g=0.6,en;g=0.4 in URL B ock 1
109. 253. 204. 163|l srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/1316-he/ ml ui masp B ock 1
81.218.56.171 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Lhaut hori zed URL Access to www il uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
46.19. 85. 223 | srael 147.237.0.120|ml uimaka.idf.i|Abnornal | y Long Request et hod B ock 1
- . . . {Unknown HTTP Request Method . il %F%22%D, in URL
46.19.85.6 | srael 147.237.0. 120 mlurmaka idf 11", g g0, b622:eb197bd8f 7563c4d. 1445536413 3. 1452505995, 1452505995, | °°K !
85. 250. 95. 131 | srael 147.237.0. 120 |mluimaka. i df.i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/1415-he/ ml ui masp B ock 1
46. 19. 85. 125 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to ww mil ui maka. i df.il/1325-he/ m| ui m aspxa€?a€Z B ock 1
46. 19. 85. 6 | srael 147.237.0.120|ml uimaka.idf.i|Abnormal | y Long Request request version B ock 1
192. 116. 232. 69 |lsrael 147.237.0. 120 |ml uimaka. i df . i |lUnknown Paraneter wb48617274 in ww m | ui maka.idf.il/894-he/ ml ui maspx B ock 1
81.218.56. 171 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wbh48617274 in wwwv milui maka.idf.il/scriptresource. axd B ock 1
46.19. 85. 223 | srael 147.237.0. 120 |mluimaka. idf.illllegal HITP \krsion B ock 1
46. 19. 85. 59 | srael 147.237.0. 120 |ml uimaka.idf.i|Abnornmal | y Long Request met hod B ock 1
2.52.162.134 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to ww mil ui maka. i df.il/1355-he/ m| ui m aspxa€?a€Z B ock 1
95. 86. 104. 246 | srael 147.237.0. 120 |ml ui maka.idf.i|Uhaut hori zed UR. Access to nilui maka.idf.il/nmai n/ hone/ def aul t. aspx B ock 1
62.219.99.130 |lsrael 147.237.0. 120 |ml ui maka.i df. i |Lhaut hori zed URL Access to wwwv mluimaka.idf.il/valtam B ock 1
46.19. 85. 166 | srael 147.237.0. 120 |ml uimaka.idf.i|D stributed M forned URL B ock 1
46. 19. 85. 6 | srael 147.237.0. 120 |mluimaka.idf.ill |l egal HITP Version pk_ses. 104. b624=* B ock 1
213.57.185. 83 | srael 147.237.0. 120 |ml uimaka.idf .i|Uhaut hori zed URL Access to waw il ui maka.idf.il/sip_storagel/fil es/2/ 2072/ pdf B ock 1
81.218.241.25 |lsrael 147.237.0. 120 |m ui maka. i df . i |Uhknown Par anet er wb48617274 in ww mluimaka.idf.il/ B ock 1
46.19. 85. 223 | srael 147.237.0.120|mluimaka.idf.i|Mal formed URL pk_ses. 104. b624=* B ock 1
46. 19. 85. 59 | srael 147.237.0. 120 |ml ui maka.i df.i|Mal formed URL B ock 1
2.54.53. 77 | srael 147.237. 0. 120 |nil uimaka. i df . i {Unaut hori zed URL Access to www mil ui maka. i df.il/1316-he/ ni | ui m aspxa€?a€Z B ock 1
79.183. 9. 155 | srael 147.237. 0. 120 |nil uimaka.i df . i |Unhaut hori zed URL Access to www mil ui maka.idf.il/1316-he/ m | ui m aspxa€?a€z B ock 1
46. 19. 85. 166 | srael 147.237.0.120|mluimaka.idf.i|D stributed Unknown HTTP Request Met hod B ock 1
46.19.85.6 I s ael 147.237. 0. 120 |ril vi maka i of . & | 0T Ted LR Bl ock 1

_pk_id. 104. b624=eb197bd8f 7563c4d. 1445536413. 3. 1452505995. 1452505995. ;
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