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Top Attackers

107.170.123. 11, Lhited Sates
95, 86. 66. 132, | srael

162. 243.25. 240, Lhited Sates
212.199. 169. 20, |srael
195.110.41.9, Israel

192. 116. 232. 69, | srael

115. 239. 228. 10, Chi na

80. 178. 231. 125, |srael

31.168. 74. 208, | srael

185. 46. 214. 60, Sai tzerl and
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

| Target Address |ste
115. 239. 228. 10 Chi na

|S gnature |Device Action | DP. ocation. Locat i on |Count |
147.237.0.120 nil uimaka.idf.il Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
115. 239. 228. 10 Chi na 147.237.0.120 mluimaka.idf.il Frk Purple Gon Limt Htp drop BBL- Fr ankf urt 1




01-10-2016 to 01-11-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-10-2016 to 01-11-2016

|Top Attackers In |D|

Attacker Address
195.110.41.9

| Attacker Geo
| srael

| Target Address
147.237.0. 120

|Ste
| ui maka. i df.

|9 gnature
ET SCAN NVAP -sA (2)

|Count

93. 174. 93. 203

Net her | ands

147.237.0.120

| ui maka. i df .

ET SCAN NVAP -sS wi ndow 1024

168. 62. 238. 153

Lhited Sates

147.237.0.120

| ui maka. i df .

ET SCAN NVAP -sS wi ndow 1024

195. 154. 90. 21

F ance

147.237.0.120

m | ui maka. i df .

ET SCAN Potential SSH Scan

=N SNIENE
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

Sgnature

66.249.93.209 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 51947
66.249.93.212 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-|ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 18445
66.249.93.215 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 17079
8. 37.234. 25 Lhited Sates |147.237.0.120|ml uimaka.idf.i]Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 4007
169. 0.184. 111 147.237.0. 120 |m | ui maka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 3272
79.179. 208. 203 |Israel 147.237. 0. 120 |nil ui maka. i of i (2 €3MN9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
2.54.21. 161 I srael 147.237. 0. 120 |nitl ui maka. i of i (3" €3 N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
82.80.180.229 |Israel 147.237. 0. 120 |nil ui maka. i of i (2 €3MN9 Bngi ne: TCP Inval i d Invalid segnent retransmssion. Packet |, 2304
Ret r ansni ssi on dr opped.
66.249.81.224 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 2253
81.218.40.194 |israel 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 2025
Ret r ansm ssi on dr opped.
2.54.130. 44 I srael 147.237. 0. 120 |nil ui maka. i of i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet |, 2025
Ret r ansni ssi on dr opped.
168. 63.139.43 |lhited Sates [147.237.0.120|mluimaka.idf.il|Geo-|ocati on enfor cenent Geo- | ocati on i nbound enf or cenent drop 1275
64. 79. 85. 205 Lhited Sates |[147.237.0.120|nlui maka.idf.i|Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1022
66.249.81.227 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 794
66.249.81.230 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 741
68. 180.229. 121 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 736
149. 78. 84. 19 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 394
149. 78. 251. 210 |l srael 147.237.0.2120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 351
79.177.202. 241 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 319
Lo S SYNPAK retransnit with different .
79.177.202. 241 |lsrael 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence . noni t or 317
W ndow scal e
149. 78. 106. 169 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 280
149. 78. 234. 208 |l srael 147.237.0.120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 200
109. 246. 2. 234 Eiqlr:gegom 147.237.0. 120 [m | ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 193
149. 78. 235. 227 |l srael 147.237.0.120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 185
15. 90. 166. 11 Lhited Sates |[147.237.0.120|nmlui maka.idf.i|Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 181
66. 102. 9. 80 Lhited Sates |147.237.0.120|ml uimaka.idf.i]Geo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
149. 78. 238. 85 | srael 147.237.0.120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
149. 88. 116. 187 |l srael 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 173
149. 78. 194. 209 |l srael 147.237.0.120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 168
81. 255. 155. 162 |Fance 147.237.0.120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 166
149.78.18.166 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 160
149. 88. 7. 242 | srael 147.237.0.2120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 151
109. 64. 220. 191 |Israel 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 144
Ret r ansn ssi on dr opped.
79.180. 149. 181 |Israel 147.237. 0. 120 |nil ui maka. i of .i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
79.177.107. 113 [israel 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 144
Ret r ansn ssi on dr opped.
2.54.24. 21 I srael 147.237. 0. 120 |nil ui maka. i of .i (2 " €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
79.178.126.2  [Israel 147.237. 0. 120 |nil ui maka. i of i [/ €M N9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet |, 144
Ret r ansn ssi on dr opped.
149. 88. 229. 240 |l srael 147.237.0.120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 132
149. 78. 240. 103 |l srael 147.237.0. 120 |m | uimaka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 127
149. 78. 226. 247 |l srael 147.237.0.2120 |ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 124
66. 249. 66. 52 Lhited Sates |[147.237.0.120|nlui maka.idf.i|Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 122
149.78.41. 140 |l srael 147.237.0. 120 |n | ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 121
37.46. 45. 41 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 121
37.46.45. 41 | srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence WAG( retransmt wth different noni t or 121
wi ndow scal e
66. 249. 93. 209 | srael 147.237.0.120 |ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 119
199. 127. 226. 150|lhited Sates [147.237.0.120|ml uimaka.idf.ilGeo-Iocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 118
89. 76. 56. 170 Pol and 147.237.0. 120 |ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 113
134.191.232. 71 |lsrael 147.237.0.120 |ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 112
59. 152. 202. 68 |Hong Kong 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 108
149. 78. 40. 5 | srael 147.237.0.2120 |ml ui maka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 104
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|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |Ste Sgnature Acti on ‘Count
107.170.123. 11 ;h;:eeg 147.237.0.120 |mluimaka. idf.i|Too Many of the Sane Response Code (404) in IP from107.170.123. 11 Bl ock 407
95. 86. 66. 132 | srael 147.237.0. 120 |ni| ui maka.i df . i [Uhaut hori zed URL Access to vww mil ui maka.idf.il/1325-he/ nil ui m aspxa€?a€Z |H ock 4
80.178. 231. 125 |l srael 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed UR. Access to ww ni |l ui maka.idf.il/894-he/ mil ui maspx). Bl ock 3
162. 243. 25. 240 g;s: 147.237.0.120 |mluimaka.idf.i|Miltiple Uaut horized URL Access from 162. 243. 25. 240 Bl ock 3
31.168.74.208 | srael 147.237. 0. 120 |nil ui maka i of . | 12U hori zed URL Access to Bl ock 2
waw m | ui maka. i df.il/tenpl ates/ homepage/ honepage. aspx
192. 116. 232. 69 |l srael 147.237.0. 120 |ml ui maka.idf.i|Uhaut hori zed URL Access to waw il ui maka.idf.il/sip storage/fil es/5/ 1935. gi f Bl ock 2
212.199. 169. 20 |l srael 147.237.0. 120 |ml ui maka. i df . i |Unaut hori zed HTTP Met hod Bl ock 2
185. 89. 217. 229 147.237. 0. 120 |nil ui maka. i of i (L | Aoove Foot Directory . B ock 1
wane mi | ui maka. i df.il/../inages/ shared/ hp/ hp i con. png
212.199. 169. 20 |l srael 147.237.0. 120 |ml uimaka.i df.i {Mil ti pl e Unaut hori zed URL Access from 212. 199. 169. 20 Bl ock 1
Lhited - . . . {Uhaut hori zed URL Access to
162.243. 25. 240 Sates 147.237.0. 120 | urmaka. i df .| wwe it | ui maka. i df. il /shared/ usercontrol s/ header upper/ B ock !
104. 236. 52. 43 147.237.0. 120 |m | uimaka. i df . i |Uhaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
2.52.36. 22 | srael 147.237.0. 220 |ml ui maka.idf.i|Unaut hori zed URL Access to waw m | uimaka.idf.il/1325-he/ m | ui maspxa€- Bl ock 1
185. 46.214. 60 |[Swtzerland |147.237.0.120|nmluimaka.idf.i|Miltiple Unauthorized URL Access from 185. 46. 214. 60 Bl ock 1
37.26.146. 145 |lsrael 147.237.0. 120 |m! ui maka. i df . i |Lhaut hori zed URL Access to waww niluimaka.idf.il/8 Bl ock 1
192. 116. 232. 69 |l srael 147.237. 0. 120 |nil ui maka. i df . i |Unhknown Par anet er wb48617274 in wwwwv mil ui maka.idf.il/scriptresource. axd Bl ock 1
2.54.49. 93 | srael 147.237. 0. 120 |ni| ui maka. i df . i |Unaut hori zed URL Access to v nil ui maka. i df.il/1325-he/ nil ui m aspxa€?a€Z |B ock 1
212.199. 169. 20 |l srael 147.237.0. 120 |m | ui maka. i df . i |Lhaut hori zed UR_ Access to ww mluimaka.idf.il/sip storage/files/3/ Bl ock 1
185.46.214.60 |[Sntzerland |147.237.0.2120|mlui maka.idf.i|Uhauthorized URL Access to waw nmiluimaka.idf.il/login Bl ock 1
192. 198. 151. 45 [Eur ope 147.237. 0. 120 |m | ui maka. i df . i |Lhaut hori zed URL Access to niluimaka.idf.il/login Bl ock 1
10. 104. 60. 1 147.237.0. 120 |m ui maka. i df . i |Uhaut hori zed URL Access to waw nil uimaka.idf.il/1316 Bl ock 1
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