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|Top Attackers | n DDoS- Def ence |
Attacker Address
31. 168. 133. 226

| Attacker Geo

| Target Address |gte
| srael

|9 gnature |Device Action  |DP | ocation. Location |count |
147.237.0. 120 | uimaka.idf.il Block Udp All _Nets drop BB.- | srael 3
180. 97. 215. 145 Chi na 147.237.0.120 il uimaka.idf.il Frk_Under Attack Con Tcp drop BBL- Fr ankf urt 2
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



|Top Attackers In |D|

01-07-2016 to 01-08-2016

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
94. 102. 48. 195 Net her | ands 147.237.0. 120 nmluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 2
94. 100. 55. 7 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
168. 62. 238. 153 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
220.174.19. 37 Chi na 147.237.0.120 nil uimaka.idf.il ET SCAN Potential SSH Scan 1
94.100. 55. 7 147.237.0.120 | uimaka.idf.il ET SCAN NVAP -f -sS 1
174.142.97. 6 Canada 147.237.0. 120 nmluimaka.idf.il ET SCAN Potential SSH Scan 1
217.243.198. 134 Ger many 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1




01-07-2016 to 01-08-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo

Target Address [Ste

Sgnature

74.73.12.196 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 349858
66.249.81.224 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-|ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 303971
91. 250. 241. 241 |Romani a 147.237. 0. 120 il ui maka. i of i (" €3MN9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet 90621
Ret ransnii ssi on dr opped.
66.249.81.227 |lhited Sates |[147.237.0.120|mluimaka.idf.il|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 77460
66.249.93.209 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 65409
66.249.81.230 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-|ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 64720
172. 93.98. 194 147. 237. 0. 120 |ni | ui maka i df . i Slrearrilng Er_19i ne TP Invalid Inval id segnent retransnmission. Packet drop 39609
Ret ransnii ssi on dr opped.
66.249.93.215 |lhited Sates |[147.237.0.120|mluimaka.idf.il|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 32461
66.249.93.212 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 31547
173.245.115. 77 |lhited Sates [147.237.0.120|mlui maka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 8958
173.245.115.76 |Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 7400
173.245.115.79 |lhited Sates [147.237.0.120|mluimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 6410
173.245.115.78 |lhited Sates [147.237.0.120 |l uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 5792
199. 203. 36. 237 |Israel 147.237. 0. 120 il ui maka. i of i (7 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet 4608
Ret r ansni ssi on dr opped.
149. 78. 65. 41 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2621
2.52.38. 233 | srael 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet 2304
Ret ransni ssi on dr opped.
5.22.131. 81 I srael 147.237. 0. 120 il ui maka. i of i (27 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
2.54.137.239  |israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 2304
Ret ransnii ssi on dr opped.
84.228.117.57 |Israel 147.237. 0. 120 il ui maka. i of i (27 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
79.180.139.9  |israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TCP Inval i d Invalid segment retransmssion. Packet 2304
Ret ransnii ssi on dr opped.
109. 226.15. 46 |Israel 147.237. 0. 120 il ui maka. i of i (27 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
5.28.176.143  |israel 147. 237. 0. 120 il ui maka. i of i [/ €3MN9 Bngi ne: TGP Inval i d Invalid segment retransmssion. Packet 2304
Ret ransni ssi on dr opped.
84.229. 149. 101 |Israel 147.237. 0. 120 il ui maka. i of i (27 €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
85. 17. 25. 22 Net her | ands 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2220
80.178.98.173 |Israel 147. 237. 0. 120 |nil ui maka i o . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 1521
Ret r ansni ssi on dr opped.
24.193.34.239 |lhited Sates |[147.237.0.120|mluimaka.idf.ilGeo-|ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 1359
85.17.31. 120 Net her | ands 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1357
68.180.229. 121 |lhited Sates |[147.237.0.120|mluimaka.idf.il|Geo-|ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 1292
109. 65. 166. 81  |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 1233
Ret r ansni ssi on dr opped.
149. 88. 192. 154 |l srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1001
149.78.39. 184 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 960
37.48. 65. 72 Net her | ands 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 943
209.190.20. 61 |lhited Sates |[147.237.0.120|mluimaka.idf.il|Geo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 911
184.95.52.198 |lhited Sates [147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 877
66. 85. 185. 81 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 559
149. 78. 97. 64 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 556
149. 88. 52. 63 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 549
149. 78. 15. 122 | srael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 478
149. 78. 215. 64 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 447
149. 88. 8. 44 | srael 147.237.0.120|ml uimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 433
149. 78. 240. 26 | srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 428
94. 6.217.92 zlnt:gom 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 393
220.181.132. 218|Chi na 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 392
134.191. 232. 70 |lsrael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 346
149. 78. 20. 188 | srael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 346
165. 254. 102. 34 |lhited Sates [147.237.0.120|mluimaka.idf.iGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 298
149.78.134.65 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 283
149.50. 76. 203 |lhited Sates [147.237.0.120 |l ui maka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 280
134.191. 232. 68 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 272
149. 78. 41. 249 | srael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 262
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste Sgnature ) ‘Count
Ceo Action
77.247.181. 165 |Netherlands |147.237.0.120|nluimaka.idf.i|D stributed Too Many of the Same Response Code (404) B ock 2306
197.231.221. 211 |Li beria 147.237.0. 120 |mluimaka. idf.i|D stributed Too Many of the Same Response Code (404) B ock 1853
185. 112. 157. 135 147.237.0. 120 |mluimaka.idf.i|D stri buted Too Many of the Sane Response Code (404) B ock 1168
77.247.181. 162 |Netherlands |147.237.0. 120 |mluimaka.idf.i|D stributed Too Mainy of the Sane Response Code (404) B ock 1066
176. 126.252. 11 |Ronani a 147.237.0. 120 |mluimaka.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 1025
109. 163.234.5 |Ronani a 147.237.0. 120 |mluimaka. idf.i|D stributed Too Many of the Same Response Code (404) B ock 967
162. 247.72. 200 gﬁ;ttg: 147.237.0. 120 |mluimaka. idf.i|DO stributed Too Many of the Same Response Code (404) B ock 912
109. 163.234.2 |Ronani a 147.237.0.120|mluimaka. idf.i|D stributed Too Many of the Sane Response Code (404) B ock 888
5.196. 72. 199 France 147.237.0. 120 |ml uimaka.idf.i|D stri buted Too Miny of the Sane Response Code (404) B ock 702
91. 250. 241. 241 |Ronani a 147.237.0. 120 |mluimaka. idf.i|D stributed Too Many of the Same Response Code (404) B ock 657
185. 65. 135. 227 |Sweden 147.237.0.120 |mluimaka.idf.i|Too Many of the Sane Response Code (404) in | P from 185. 65. 135. 227 B ock 607
198. 50. 145. 72  |Canada 147.237.0. 120 |mluimaka. idf.i|D stributed Too Many of the Same Response Code (404) B ock 514
5.249.145.164 |ltay 147.237.0. 120 |ml uimaka. i df.i |Too Many of the Sane Response Gode (404) in | P fromb5. 249. 145. 164 B ock 502
185. 17.184. 228 |Netherl ands |147.237.0. 120 |mluimaka.idf.i|Too Many of the Sane Response Code (404) in | P from 185.17. 184. 228 B ock 460
109. 163.234.4 |Ronani a 147.237.0. 120 |mluimaka.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 430
104. 232. 3. 33 147.237.0. 120 |mluimaka. idf.i|D stributed Too Many of the Same Response Code (404) B ock 381
192. 99. 2. 137 Canada 147.237.0. 120 |mluimaka. idf.i|D stributed Too Many of the Same Response Code (404) B ock 369
77.247.181. 163 |Netherl ands |147.237.0. 120 |nluimaka.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 302
172.93.98. 194 147.237.0. 120 |mluimaka.idf.i|D stri buted Too Many of the Sane Response Code (404) B ock 215
185. 17.184. 228 |Netherlands |147.237.0. 120 |mluimaka.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 156
185.101. 107. 189 147.237.0. 120 |mluimaka.idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 49
107.170. 123. 11 LSthlatt:sd 147.237.0. 120 |mluimaka. idf.i|D stributed Too Many of the Same Response Code (404) B ock 47
109. 253. 145. 118l srael 147.237.0. 120 |ml uimaka. i df.i |Mil ti pl e Unaut hori zed URL Access from 109. 253. 145. 118 B ock 16
80. 246. 133. 183 |Israel 147.237.0.220 |mluimaka.idf.i|Mil tiple Uaut hori zed URL Access from 80. 246. 133. 183 B ock 10
37.26.149. 191 | srael 147.237.0. 120 |ml uimaka. i df.i {Mil ti pl e Uhaut hori zed URL Access from 37.26. 149. 191 B ock 10
176.13.18. 78 | srael 147.237.0. 120 |m | uimaka.i df.i {Mil ti pl e Uhaut hori zed URL Access from 176. 13. 18. 78 B ock 8
82. 80. 139. 137 | srael 147.237.0. 120 |ml ui maka. i df . i |Uhaut hori zed URL Access to ml ui maka.idf.il/1325-he/ ml ui miaspx B ock 4
109. 253. 137. 72 |l srael 147.237. 0. 120 |ni| ui maka.i df . i [Unaut hori zed URL Access to v mil ui maka.idf.il/1413-he/ m | ui m aspxa€?a€Z B ock 3
- . . .IDstributed Unauthorized URL Access on
80. 246.133.80 |lsrael 147.237.0. 120 |m| ui maka. i df . i wow i | Ui maka, i df . i |/ 1325- he/ mi | Ui m aspxa€2a€7 B ock 3
L . . IDstributed Unauthorized URL Access on
46. 19. 86. 17 | srael 147.237.0. 120 |nl uimaka. i df . i waw i | ui maka, i df . i |/ 1325- he/ mi | Ui m aspxa€2a€7 B ock 2
80.178.214.88 |lsrael 147.237. 0. 120 |nl ui maka. i df . i [Unaut hori zed URL Access to ww mil ui maka. i df.il/1316- he/ ni | ui m aspxa€?a€Z B ock
- . . |0 stributed Unauthorized URL Access on
46. 19. 85. 10 | srael 147.237.0. 120 |ml uimaka.idf.i W i | Ui m aka, i df . i |/ 1325- he/ mi | Ui m aspxa€?3€7 B ock 2
L . . . |Ostributed Wauthorized URL Access on
2.54.163.161 | srael 147.237.0. 120 |nl uimaka. i df . i waw i | ui maka, i df . i |/ 1325- hel mi | Ui m aspxa€2a€7 B ock 2
80. 246. 133. 125 |l srael 147.237.0. 120 |ml uimaka.idf.i {Mil ti pl e Unaut hori zed URL Access from 80. 246. 133. 125 B ock 2
- . .IDstributed Unauthorized URL Access on
46. 19. 85. 92 | srael 147.237.0. 120 |ml uimaka.idf.i wan i | Ui m aka, i df . i 1/ 1325- he/ i | Ui m aspxa€?3€7 B ock 2
80. 246. 133. 84 | srael 147.237. 0. 120 |nil ui maka.i df . i [Unaut hori zed URL Access to v mil ui maka. i df.il/1325-he/ m | ui m aspxa€?a€Z B ock 1
Unaut hori zed URL Access to
212.76.111. 201 |[Israel 147.237.0. 120 |ml ui maka. i df . i fwww. m | ui m aka. i df . i/ &a=u&ed=0ahukew ksi a85pbkahughhokhspddxuqf ggsmaq |B ock 1
&si g2=xepaokhybr uf dr sai nkpg&usg=af qj cne5p7mdpntna58u2cj znf g7azoanw
37.26.149. 191 | srael 147.237.0. 120 |nl uimaka. i df .i|Uhaut hori zed URL Access to waw mil ui maka.idf.il/1325-he/ m | ui masp B ock 1
109. 253. 145. 118l srael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to wwn mi | ui maka.idf.il/894he/ m| ui maspx B ock 1
- . . |0 stributed Unauthorized URL Access on
80.246.133.96 |lsrael 147.237. 0. 120 il ui maka. i df . i Wiy mi | Ui m aka, i df . i |/ 1325- he/ ni | Ui m aspxaE?3€7 B ock 1
185. 86. 40. 1 147.237.0. 120 |ml uimaka.idf.i|Mil tiple Uaut horized UR. Access from 185. 86. 40. 1 B ock 1
46.19. 86. 129 | srael 147.237.0. 120 |nil ui maka.idf.i|Uhaut hori zed URL Access to www ml ui maka.idf.il/1413-he B ock 1
5.249.145.164 |ltay 147.237.0. 120 |ml uimaka. i df.i |Too Many 404: Response Code per |P B ock 1
176. 13. 0. 200 | srael 147.237.0. 120 |m | uimaka. i df . i |Uhaut hori zed URL Access to ww il ui maka.idf.il/1393- B ock 1
- . .IDstributed Unauthorized URL Access on
81. 218. 89. 90 | srael 147.237.0. 120 |ml uimaka. i df . i wan i | Ui m aka, i df . i |/ 1325- he/ mi | Ui m aspxa€?3€7 B ock 1
Unhaut hori zed URL Access to
109. 253. 214. 91 |l srael 147.237.0. 2120 |ml ui maka. i df.ilwwy m|ui maka.idf.il/tenpl ates/ general /ww i shuri maka.idf.il/1044-he/ishurimas |B ock 1
pXx
185. 65. 135. 227 |Sweden 147.237.0.120 |ml uimaka.idf.i|Too Many 404: Response Code per |P B ock 1
5.29.121.117 | srael 147.237. 0. 120 |nil ui maka.i df . i [Unaut hori zed URL Access to v mil ui maka. i df.il/1325-he/ m | ui m aspxa€?a€Z B ock 1
80. 246. 133. 125 |l srael 147.237.0. 120 |m | uimaka. i df . i |Uhaut hori zed URL Access to vww mil ui maka.idf.il/1316-he/ m | ui masp B ock 1
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