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176.126. 252. 11, Romani a
197.231.221.211, Liberia

109. 163. 234. 2, Ronani a
77.247.181. 165, Netherl ands
185. 65. 135. 227, Sweden
77.247.181. 162, Netherl ands
5.196. 1. 129, France
162.247.72.202, Lhited Sates
173.254.216. 67, Lhited Sates
109. 163. 234. 4, Romani a
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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81. 218. 56. 245 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
81. 218. 206. 82 | srael 147.237.0. 120 nmluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 1
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|Top Attackers In |D|

‘Attacker Geo

Target Address |Ste

Sgnature

46. 228. 207. 18 |CGer nany 147.237.0. 120 |nil uimaka.idf.i [ET SCAN NVAP -sS w ndow 1024 1
58.8.51. 189 Thai | and 147. 237. 0. 120 i ui m aka.i of . i gri)ﬂl\l Behavi oral Uhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute

77.247.181. 162 |Net herl ands 147.237.0. 120 |ml ui maka. i df . i | SERVER WEBAPP websi t epro path access 1
194. 0. 150. 74 Lkrai ne 147.237.0. 120 |nil uimaka.idf.i [ET SCAN NVAP -sS w ndow 1024 1
31.184. 195. 114 gj::;”ion 147.237.0. 120 |nil uimaka. i df . i [ET SCAN Potential VNC Scan 5900-5920 1
50. 204. 188. 142 |Lhited Sates 147.237.0.2120 |mlui maka.idf.i [ET SCAN NVAP -sS w ndow 3072 1
61.243. 39. 246 |China 147.237.0. 120 |mil uimaka.idf.i |ET SCAN Potential SSH Scan 1
185. 130. 5. 231 147.237.0. 120 |nmil uimaka.idf.i |ET SCAN Potential SSH Scan 1
219. 138. 49. 165 |Chi na 147.237.0. 120 |nmil uimaka.idf.i |ET SCAN Potential SSH Scan 1
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Attacker Address

Attacker Geo

Target Address |Ste
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66.249.93.209 |lhited Sates |147.237.0.120[nmlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cerment drop 30774
66.249.93.215 |lhited Sates |147.237.0.120[nmlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 17567
66.249.93.212 |lhited Sates |[147.237.0.120|mlui maka.idf.il|Geo-|ocation enforcenent Geo-1 ocati on i nbound enf or cenent dr op 11301
74.73.12.196 Lhited Sates |147.237.0.120|ml uimaka.idf.i|Geo-1 ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 7865
66.249.81.224 |lhited Sates |147.237.0.120|nmlui maka.idf.i|Geo-1ocati on enforcenent Geo- | ocati on i nbound enf or cenent drop 4813
66.249.81.230 |lLhited Sates [147.237.0.120|mlui maka.idf.ilGeo-|ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 4724
2.54.136. 55 I srael 147. 237. 0. 120 |l vi maka. i df .i (2 €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 4608
Ret r ansni ssi on dr opped.
68.180.229. 121 |lhited Sates |147.237.0.120|nmlui maka.idf.i|Geo-1ocati on enforcenent Geo- | ocati on i nbound enf or cenent drop 2355
185. 120. 125. 40 147.237. 0. 120 |l vi maka. i df .i (2 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
8. 37.235. 18 Lhited Sates |147.237.0.120|ml uimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 2040
66.249.81.227 |lhited Sates [147.237.0.120|mlui maka.idf.il|Geo-location enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 1751
2.54.154.237  |israel 147.237. 0. 120 |l vi maka i df .i (X €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet | 1602
Ret r ansn ssi on dr opped.
31.220.4.161 Net her | ands 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 1198
80. 254. 154. 67  |Eur ope 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 550
149. 88. 7. 35 | srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 526
149. 78. 248. 129 |l srael 147.237.0. 120 |ml uimaka. i df .i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 387
141.0. 14.72 Eur ope 147.237.0. 120 |m| ui maka. i df .i §Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 337
2.54.3. 227 I srael 147. 237. 0. 120 | il ui maka. i df .i (" €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet | 225
Ret r ansni ssi on dr opped.
2 54.42. 938 — 147 237. 0. 120 il ui maka. i df . i Sreanhng Eljgi ne. TGP Invalid Inval i d segnent retransnission. Packet drop 295
Ret ransni ssi on dr opped.
66.249. 75.235 |lhited Sates [147.237.0.120|mlui maka.idf.ilGeo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 214
66.249.75.219 |lhited Sates |147.237.0.120|nmlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 165
66.249. 75.227 |lhited Sates |147.237.0.120|nmlui maka. idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 154
149. 78. 231. 158 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 152
2.54.63. 90 | srael 147.237. 0. 120 |l vi maka i df .i (3 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet | 144
Ret r ansn ssi on dr opped.
109. 160. 148. 128|l srael 147.237. 0. 120 |l ui maka. i df .i (27 €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 144
Ret r ansni ssi on dr opped.
109. 64. 220. 191 |Israel 147.237. 0. 120 |l vi maka i df .i (2 €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet | 144
Ret r ansn ssi on dr opped.
199. 207.253. 96 |lhited Sates |[147.237.0.120|mluimaka.idf.i{Geo-|ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 144
149. 78. 218.192 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
66. 102. 9. 100 Lhited Sates |147.237.0.120|mluimaka. idf.i|Geo-|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 124
73.253.173.22 |lhited Sates |147.237.0.120|nmlui maka.idf.i|Geo-1ocati on enforcenent Geo- | ocati on i nbound enf or cenent drop 120
51.175. 93. 165 Eiqlr:gegom 147.237.0. 120 |m| ui maka. i df .i |Geo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cerent drop 114
66. 102. 9. 80 Lhited Sates |147.237.0.120|ml uimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 111
195. 250. 250. 211|ltay 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 108
66. 249. 93. 215 | srael 147.237.0. 120 |ml uimaka.i df .i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 105
149. 78. 250. 94 | srael 147.237.0. 120 |ml uimaka.i df.i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 104
66. 102. 9. 90 Lhited Sates |147.237.0.120|ml uimaka.idf.ilGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 98
66. 249. 93. 212 | srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 94
17.78.99. 189 Lhited Sates |147.237.0.120|ml uimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 86
149. 78. 29. 95 | srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 85
128.197.10.201 |lhited Sates |[147.237.0.120|mlui maka.idf.i{Geo-|ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 84
66. 249. 75. 235 | srael 147.237.0. 120 |ml uimaka.i df.i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 79
66. 249. 93. 209 | srael 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 78
149. 88. 142. 117 |l srael 147.237.0. 120 |ml uimaka.i df . i §Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
149. 88. 39. 32 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
66.249. 75.219 |lsrael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 72
79.181.118. 105 |Israel 147.237. 0. 120 |l vi maka. i df .i (3 €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet | 72
Ret r ansm ssi on dr opped.
199. 207. 253. 101|lhited Sates |[147.237.0.120|mlui maka.idf.i{Geo-|ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 70
90. 199. 78. 119 zlnt:gom 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 68
149. 78. 29. 41 | srael 147.237.0. 120 |ml uimaka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
66. 249. 75. 227 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
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176. 126. 252. 11 |Ronani a 147.237.0. 120 |mluimaka.idf.i D stributed Too Miny of the Sane Response Code (404) B ock 1738
197.231.221. 211 |Li beria 147.237.0. 120 |mluimaka.idf.i|Too Many of the Sane Response Code (404) in I P from197.231.221. 211 B ock 750
109. 163.234.2 |Ronani a 147.237.0. 120 |mluimaka.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 674
77.247.181. 165 |Netherlands |147.237.0.120|mluimaka.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 593
185. 65. 135. 227 |Sweden 147.237.0. 120 |mluimaka.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 551
77.247.181. 162 |Netherlands |147.237.0.120|mluimaka.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 542
197.231.221. 211 |Li beria 147.237.0. 120 |mluimaka.idf.i D stributed Too Miny of the Sane Response Code (404) B ock 344
5.196. 1.129 France 147.237.0. 120 |mluimaka.idf.i D stributed Too Miny of the Sane Response Code (404) B ock 170
162. 247. 72. 202 g];::: 147.237.0. 120 |mluimaka.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 153
173. 254. 216. 67 LSthlatt:sd 147.237.0. 120 |mluimaka.idf.i|Too Many of the Sane Response Code (404) in | P from173. 254. 216. 67 B ock 97
109. 163.234.4 |Ronani a 147.237.0. 120 |m | ui maka.idf.i |[Too Many of the Sane Response Code (404) in I P from 109. 163. 234. 4 B ock 88
82.102.136.68 |lsrael 147.237.0. 120 |ni| uimaka. i df . i |{Unaut hori zed URL Access to ww il ui maka.idf.i|/1408-he/ mi| ui m aspxa€?a€Z |B ock 2
109. 253. 159. 73 |l srael 147.237.0. 120 |ni| uimaka. i df . i {Unaut hori zed URL Access to www il ui maka. i df.il/1355-he/ nil ui maspxa€?a€Z |B ock 2
46.19. 85. 180 | srael 147.237.0. 120 |mlui maka.idf.illlegal HITP \ersion B ock 1

L . . |Whaut hori zed URL Access to

212.179.21.194 |Israel 147.237.0. 120 |mluimaka.idf.i nil i maka, i of . 1/1 brary/ nanagel r esour cef et fi | econt ent . hh, asp B ock 1
185. 35. 62. 11 Sntzerland |147.237.0.120|ml uimaka.idf.i|Unaut hori zed URL Access to 147.237.0. 120/ B ock 1
197.231.221. 211|Li beria 147.237.0. 120 |nnl uimaka.idf.i|Mal forned URL http B ock 1
173. 254. 216. 67 LSthlatt:sd 147.237.0. 120 |mluimaka. i df.i |Too Many 404: Response Code per |P B ock 1
46. 19. 85. 180 | srael 147.237.0.120|ml uimaka.idf.i|Mal formed URL _pk_ses. 104. b624=* Bl ock 1
213. 8. 245.58 | srael 147.237.0. 120 |m | ui maka. i df . i |Lhaut hori zed URL Access to vwwu il ui maka.idf.il/sip storage/files/5/ 1935.gif |B ock 1
109. 163.234. 7 |Ronani a 147.237.0. 120 |m | ui maka.idf.i|D stributed Whaut hori zed URL Access on / B ock 1
77.247.181. 162 |Netherlands |[147.237.0.120|mluimaka.idf.iflllegal HITP \ersion /HITR 1.1 B ock 1
197.231.221. 211 |Li beria 147.237.0. 120 |ml uimaka.i df.i |Too Many 404: Response Code per |P B ock 1
46.19. 85. 180 | srael 147.237.0. 120 |ml uimaka. i df . i flUnknown HTTP Request Method 7.1452090537.; in URL _pk_ses. 104. b624=* B ock 1
213. 8. 245. 58 | srael 147.237.0. 120 |n | ui maka. i df . i |Lhknown Paraneter wb48617274 in wwv mluimaka.idf.il/scriptresource. axd B ock 1
197.231.221.211|Li beria 147.237.0. 120 |mluimaka.idf.i|Ostributed |11 egal HITP \ersi on B ock 1
77.247.181. 162 |Netherlands [147.237.0.120|ml ui maka.idf.i|Unaut hori zed URL Access to / B ock 1
31.168. 125. 245 |lsrael 147.237.0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to wwn nil uimaka.idf.il/giyus B ock 1
109. 163.234.4 |Ronani a 147.237.0. 120 |ml uimaka.i df.i |Too Many 404: Response Code per |P B ock 1
77.247.181. 162 |Netherlands |147.237.0.120|mluimaka.idf.ijAbnornal |y Long Request request version B ock 1
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