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Top Attackers 

176.126.252.11, Romania

197.231.221.211, Liberia

109.163.234.2, Romania

77.247.181.165, Netherlands

185.65.135.227, Sweden

77.247.181.162, Netherlands

5.196.1.129, France

162.247.72.202, United States

173.254.216.67, United States

109.163.234.4, Romania
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.56.245 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

81.218.206.82 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 1

 01-06-2016 to 01-07-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker
Address

Attacker Geo Target Address Site Signature Count

46.228.207.18 Germany 147.237.0.120 miluim.aka.idf.ilET SCAN NMAP -sS window 1024 1

58.8.51.189 Thailand 147.237.0.120 miluim.aka.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

77.247.181.162 Netherlands 147.237.0.120 miluim.aka.idf.ilSERVER-WEBAPP websitepro path access 1

194.0.150.74 Ukraine 147.237.0.120 miluim.aka.idf.ilET SCAN NMAP -sS window 1024 1

31.184.195.114
Russian
Federation

147.237.0.120 miluim.aka.idf.ilET SCAN Potential VNC Scan 5900-5920 1

50.204.188.142 United States 147.237.0.120 miluim.aka.idf.ilET SCAN NMAP -sS window 3072 1

61.243.39.246 China 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1

185.130.5.231 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1

219.138.49.165 China 147.237.0.120 miluim.aka.idf.ilET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

66.249.93.209 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 30774

66.249.93.215 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 17567

66.249.93.212 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 11301

74.73.12.196 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 7865

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 4813

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 4724

2.54.136.55 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4608

68.180.229.121 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2355

185.120.125.40 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

8.37.235.18 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 2040

66.249.81.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1751

2.54.154.237 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1602

31.220.4.161 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1198

80.254.154.67 Europe 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 550

149.88.7.35 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 526

149.78.248.129 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 387

141.0.14.72 Europe 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 337

2.54.3.227 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

2.54.42.238 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

66.249.75.235 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 214

66.249.75.219 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 165

66.249.75.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 154

149.78.231.158 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 152

2.54.63.90 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.160.148.128 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.220.191 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

199.207.253.96 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 144

149.78.218.192 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 138

66.102.9.100 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 124

73.253.173.22 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 120

51.175.93.165
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 114

66.102.9.80 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 111

195.250.250.211 Italy 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 108

66.249.93.215 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 105

149.78.250.94 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 104

66.102.9.90 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 98

66.249.93.212 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 94

17.78.99.189 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 86

149.78.29.95 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 85

128.197.10.201 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 84

66.249.75.235 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 79

66.249.93.209 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 78

149.88.142.117 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 76

149.88.39.32 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 76

66.249.75.219 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 72

79.181.118.105 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 72

199.207.253.101 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 70

90.199.78.119
United
Kingdom

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 68

149.78.29.41 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 65

66.249.75.227 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 65
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

176.126.252.11 Romania 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 1738

197.231.221.211 Liberia 147.237.0.120 miluim.aka.idf.ilToo Many of the Same Response Code (404) in IP from 197.231.221.211 Block 750

109.163.234.2 Romania 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 674

77.247.181.165 Netherlands 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 593

185.65.135.227 Sweden 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 551

77.247.181.162 Netherlands 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 542

197.231.221.211 Liberia 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 344

5.196.1.129 France 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 170

162.247.72.202
United
States

147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 153

173.254.216.67
United
States

147.237.0.120 miluim.aka.idf.ilToo Many of the Same Response Code (404) in IP from 173.254.216.67 Block 97

109.163.234.4 Romania 147.237.0.120 miluim.aka.idf.ilToo Many of the Same Response Code (404) in IP from 109.163.234.4 Block 88

82.102.136.68 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1408-he/miluim.aspxâ€?â€Ž Block 2

109.253.159.73 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1355-he/miluim.aspxâ€?â€Ž Block 2

46.19.85.180 Israel 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version Block 1

212.179.21.194 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
miluim.aka.idf.il/library/manage/resource/getfilecontent.hh.asp

Block 1

185.35.62.11 Switzerland 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to 147.237.0.120/ Block 1

197.231.221.211 Liberia 147.237.0.120 miluim.aka.idf.ilMalformed URL http Block 1

173.254.216.67
United
States

147.237.0.120 miluim.aka.idf.ilToo Many 404: Response Code per IP Block 1

46.19.85.180 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL _pk_ses.104.b624=* Block 1

213.8.245.58 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

109.163.234.7 Romania 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on / Block 1

77.247.181.162 Netherlands 147.237.0.120 miluim.aka.idf.ilIllegal HTTP Version /HTTP/1.1 Block 1

197.231.221.211 Liberia 147.237.0.120 miluim.aka.idf.ilToo Many 404: Response Code per IP Block 1

46.19.85.180 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method 7.1452090537.; in URL _pk_ses.104.b624=* Block 1

213.8.245.58 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 1

197.231.221.211 Liberia 147.237.0.120 miluim.aka.idf.ilDistributed Illegal HTTP Version Block 1

77.247.181.162 Netherlands 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to / Block 1

31.168.125.245 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/giyus Block 1

109.163.234.4 Romania 147.237.0.120 miluim.aka.idf.ilToo Many 404: Response Code per IP Block 1

77.247.181.162 Netherlands 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request request version Block 1
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