01-05-2016 to 01-06-2016

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

1333

Top Tar get

[Top Attackers |

Nunmber

a
Attacks

Top Attackers

185. 17. 184. 228, Net her| ands
192.99. 2. 137, Canada
77.247.181. 163, Netherl ands
109. 163. 234. 4, Rorani a
197.231.221. 211, Liberia

46. 19. 86. 200, |srael

180. 97. 106. 36, Chi na
217.13. 206. 169, Ger many
66. 206. 15. 100, Lhited Sates
195.110.41. 9, Israel




01-05-2016 to 01-06-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Atacker Geo |Target Address |gte |9 gnature |Device Action  |DP | ocation. Location |count |
217.13. 206. 169 CGer many 147.237.0. 120 | uimaka.idf.il L4 Source or Dest Port Zero drop DP-Tehi | a 1




01-05-2016 to 01-06-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-05-2016 to 01-06-2016

|Top Attackers In |D|

‘Attacker Geo

Target Address [Ste

Sgnature

61. 244.49. 137 |Hong Kong 147.237.0.120|nl uimaka.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
179.32.85. 220 |col onbi a 147. 237. 0. 120 |nil i maka.i of . i griﬁ\l Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
195.110. 41.9 | srael 147.237.0. 120 |ml uimaka.i df.i [ET SCAN NVAP -sA (2) 1
51. 254. 201. 78 k?ir:;gom 147.237.0. 120 |ml uimaka.idf.i |ET SCAN Potentia SSH Scan 1
66. 206. 15. 100 |Lhited Sates 147.237.0.120|nmluimaka.idf.i |[ET SCAN Potential SSH Scan 1
180. 97. 106. 36 |Chi na 147.237.0.120|mluimaka.idf.i|ET SCAN Potential SSH Scan 1
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66. 249. 81.224 |lhited Sates 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 166348
66. 249. 93. 209 |lLhited Sates 147.237.0.120|ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 67501
66.249.81.230 |Lhited Sates 147.237.0. 120 |m! ui maka. i df. i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 45350
66. 249. 81. 227 |lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36290
66. 249. 93. 215 |lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31786
66.249. 93. 212 |lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 28712
149. 88. 238. 102 |l srael 147.237.0.120|mluimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3885
8. 37.235.181 Lhited Sates 147.237.0.120|ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2256
157.55.39. 248 |lhited Sates 147.237.0. 120 |m ui maka. i df.i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1560
149. 88. 20. 145 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1341
89.187.221.12 |Lebanon 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1108
68. 180. 229. 121 |Lhited Sates 147.237.0. 120 |ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1074
149. 88. 142. 117 |l srael 147.237.0.120|ml uimaka.i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1033
2.52.159.178 | srael 147.237. 0. 120 il ui maka i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 810
Ret r ansni ssi on dr opped.
149. 78. 36. 247 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 682
183. 89. 32. 145 |Thai | and 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 472
149.78. 25. 41 | srael 147.237.0.120|mluimaka.i df .i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 424
134. 191. 232. 70 |l srael 147.237.0.120|ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 380
17.78.98. 154 Lhited Sates 147.237.0. 120 |m ui maka. i df.i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 269
66.102. 9. 100 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 269
40.77. 167. 47 Lhited Sates 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 257
176. 56. 230. 162 [Net her| ands 147.237.0. 120 |ml uimaka. i df .i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 243
91. 213. 8. 43 Lkrai ne 147.237.0.120|mluimaka.i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 196
108. 49. 242. 57 |Whited Sates 147.237.0.120|ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 167
73.253.173.22 |lhited Sates 147.237.0. 120 |m ui maka. i df.i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 163
149. 50. 89. 142 |Whited Sates 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 162
40.77. 167. 95 Lhited Sates 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 150
109. 67. 125. 206 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.
109. 66. 103.79 |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 144
Ret ransni ssi on dr opped.
79.183.98.214 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 144
Ret r ansni ssi on dr opped.
66.249. 75. 227 |Lhited Sates 147.237.0. 120 |m! ui maka. i df.i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 142
149. 88. 101. 143 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
149. 78. 46. 99 | srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
212.95.7.122 Austria 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
149. 78. 190. 132 |l srael 147.237.0.120|ml uimaka.i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 129
79.173.127.7 232::; on 147.237.0. 120 |m| ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 127
149. 78. 96. 210 |l srael 147.237.0. 120 |m! ui maka.i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 121
66. 102. 9. 80 Lhited Sates 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 120
15. 90. 166. 12 Lhited Sates 147.237.0.120|ml uimaka.i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 114
134.191. 232. 72 |l srael 147.237.0.120|ml uimaka.i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 114
149. 78.112. 101 |l srael 147.237.0. 120 |m ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 113
149. 88. 231. 44 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 110
149. 88. 2. 237 | srael 147.237.0.120|ml uimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 109
66. 249. 81. 230 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 109
149. 88. 93. 128 |l srael 147.237.0.120|ml uimaka.i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 106
66. 249. 93. 212 |l srael 147.237.0.120|ml uimaka.idf .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 102
66. 102. 9. 90 Lhited Sates 147.237.0. 120 |m ui maka. i df.i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 100
66. 249. 93. 209 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 99
66.249. 75.219 |lhited Sates 147.237.0.120|mluimaka.idf.i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 99
149. 88. 207. 71 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 99
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185. 17.184. 228 |Netherlands [147.237.0. 120 |mluimaka.idf.ilD stributed Too Miny of the Sane Response Code (404) Bl ock 746
192.99. 2. 137 Canada 147.237.0.120|mluimaka. idf.i|D stributed Too Many of the Same Response Code (404) Bl ock 277
77.247.181. 163 |Netherlands |147.237.0.120|mluimaka. idf.i|Too Many of the Sane Response Code (404) in | P from77.247.181. 163 B ock 155
109. 163. 234. 4 Romani a 147.237.0.120|mluimaka.idf.i|Too Many of the Sane Response Code (404) in | P from109. 163. 234. 4 B ock 101
197.231.221. 211 |Liberia 147.237.0.120|mluimaka.idf.i|D stributed Too Many of the Same Response Code (404) B ock 36
212,235.34.6  |Israel 147. 237. 0. 120 |nil ui maka. i of . | {12ULNOTT z8d URL Access to Bl ock 1
wan mil ui maka. i df . i |/ resourcel userfol | ow esour ce/ creat e
46. 19. 86. 200 | srael 147.237.0. 120 |ml uimaka.idf.i|Mil ti pl e Uhaut hori zed URL Access from 46. 19. 86. 200 B ock 1
46.19. 86. 200 | srael 147.237.0. 220 |ml uimaka.idf.i|Uaut hori zed URL Access to waw nmluimaka.idf.il/8 B ock 1
198. 20. 69. 74 g‘;ttees 147.237. 0. 120 |ml uimaka. i df . i fUnaut hori zed URL Access to 147.237.0. 120/ Bl ock 1
82.166. 140. 117 |l srael 147.237. 0. 120 |ni| uimaka.i df . i |Unaut hori zed URL Access to v nil ui maka. i df.il/1408-he/ nil ui m aspxa€?a€Z |B ock 1
Uhaut hori zed URL Access to
46. 116. 160. 118 |l srael 147.237.0. 120 |ml uimaka. i df . i v ml ui maka.idf.il/tenpl ates/ general / waw i shuri maka.idf.il/1044-he/ishurim |B ock 1
aspx
L . .JD stributed Uhaut hori zed URL Access on
212. 25.81.122 | srael 147.237.0.2120|ml uimaka.idf.i ww i | Ui maka, i df . i |/ 1408- he/ mi | Ui m aspxa€23€7 B ock 1
109. 163. 234. 4 Ronani a 147.237.0.120|ml uimaka.idf.i|Too Many 404: Response Code per |P B ock 1
37.142. 64. 66 | srael 147.237.0.120|ml uimaka.idf.i|Uaut hori zed URL Access to wan ml uimaka.idf.il/tenpl ates/ honepage/ 6 s3 B ock 1
193. 43. 246. 250 |l srael 147.237.0. 120 |ml uimaka. i df.i|Uhaut hori zed URL Access to mil ui maka.idf.il/994-8344-he/ m | ui m apsx Bl ock 1
77.247.181. 163 |Netherlands |147.237.0.120|nil uimaka.idf.i|Too Many 404: Response Code per |P Bl ock 1
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